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BCP3 - TpeboaHua k obnayHon nnatdpopme
Basnc.Cloud

BCP3 = TpeboBaHMa K NOCTPOEHUIO KnacTepa

- BepeHue (cwm. ctp. 6)

+ Ynpasnsowme yanbl (cm. ctp. 6)
+ Pacemaker (cwm. cTp. 6)
- MariaDB (cwm. cTp. 6)
+ RabbitMQ (cm. cTp. 6)
+ memcached (cwm. cTp. 7)
+ Cepsucel OpenStack (cm. ctp. 7)
+ Moaynu TIONIX (cm. ctp. 7)

« BbluncnutensHble y3nbl (cm. ctp. 7)

BeeneHune

Mnatcpopma BCP B npoayKTMBHOM cpene [onkHa pabotaTtb C afekBaTHbIM YPOBHEM OTKa30yCTOMUMBOCTMU -
napamMeTpe, KOTOPbLIN OMNPenensieT KOPPEKTHOCTb pabotbl MO npu oTkase yacT KOMMOHEHTOB U MPU UX
BOCCTAHOBMEHMN. [N MOBLIWEHNA YPOBHS OTKAa30yCTOMUMBOCTUM WCMOMNb3YIOTCH pPasnuuHble CpPpeacTsa
Knactepusaummn - o6beanHEHNS 9K3EMMNIAPOB CEPBUCOB, 3anyLEeHHbIX Ha PasHbIX y3nax B OAWH METacepBucC C
€OUHOM TOUKOW Bxofa. DTOT pasfen Kpatko OObACHUT TpeboBaHMS K KnacTepu3MpyeMbIM CepBucCaM U K

NHpPaCTPYKType.

anaBnmou.wle Y3/bl

PasnuuHble cepBUCHI NNaT(POPMbI UCMIONL3YIOT CBOW MEXaHU3MbI KnacTepusaLlmni.

Pacemaker

Pacemaker sBnsetcs OCHOBHbLIM CPEACTBOM 3anyCcka CEpPBUCOB B PEXMME OTKa3oyCcTomumBocTu. B kauecTse
CPencTBa CUHXPOHN3ALMN COCTOAHUA CEPBUCOB ncnonbayetcs Corosyncl.

[ns koppekTHOM paboTbl Pacemaker TpebyeTtcs:

« MuHMManbHOE KONNUECTBO 3K3EMMMAPOB B KNacTepe: 3, PEKOMEHOYETCA HEUETHOE KONMMUECTBO.

- Heobxonuma Hactpoika npotokona STONITH? ¢ ucnonb3osanvem npotokona IPMI (npw TexHuueckom
BO3MOXHOCTM) 1 CTatyca CEPBUCOB.

+ YnpaBneHue ctaTyCoOM BCEX CEPBUCOB NNAaTPOPMbl AOMKHO NPOUIBOANTLCS YEPE3 MEXAHUSMBI
Pacemaker.

- PekomeHpyetca aybnupoaTb AaHHble COrosync uepes Cetb pennukaumm.

MariaDB

MariaDB copepXuT BCTPOEHHYlD CUCTEMY KnacTepusauumm B pexume Active/Active, kotopasi HasblBaeTcs
Galera. Galera ncnonb3yet NpoTOKON Wprep u rsync ang pennvkaumum gaHHbix Mexay yanamu. B Pacemaker
cepsucbl MariaDB pobasnsiorca B pexume Active/Active.

[ns koppekTHON paboTtbl Galera TpebyeTtcs:

- MariaDB Galera siBnsieTcs CEpBUCOM C XpaHEeHWEM AaHHbIX U anropUTMOM pennnkaummn Ha ocHose Raft,
NO3TOMY NMPU NOCTPOEHUN KnacTepa HY>KHO YYeCTb NpaBuna Ksopyma.

« MuHMManbHOE KONNUECTBO 3K3EMMMAPOB B KNacTepe: 3, PEKOMEHOYETCA HEUETHOE KONMMUECTBO.

+ [na xpaHeHusa paHHbIx BI] TpebyeTcsa ObICTPLIN NOKanbHbIN HOCUTENbL Ha 6a3e TBepPAOTENLHOrO AMCKa.

- PekomeHgyetcs oybnvpoBaTb AaHHbIE Yepe3 CeTb pennukaunm.

RabbitMQ

RabbitMQ umeeT BCTpOEHHbIE CpeacTBa Knactepusaumm C pennvkaumMen OaHHbIXx ouepenen coobuweHnn. B
Pacemaker cepsucel MariaDB pnobasnsiotcs B pexxume Active/Backup.

[ns koppekTHOM paboTkl knactepa RabbitMQ Tpebyertcs:

+ MuHMManbHOE KONNUECTBO 3K3EMMMAPOB B KNacTepe: 3, PEKOMEHAYETCA HEUETHOE KONMMUECTBO.

+ [na nonHoueHHON pennukauum HeOBXo0ANMO BKOUNTL COYHKLIMIO NEPCUCTEHTHBIX Ovepenen
coobuweHnn (durable queue), KOTOpble AOMKHbI COXPaHATLECA Ha AUCKaXx Y3/10B yNnpaBneHnsa u
pennNMUMpPOBaTLCA MEXAY COOON.

1 http:/corosync.github.io/corosync/
2 https:/en.wikipedia.org/wiki/STONITH
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« [Ina xpaHeHusa gaHHbIx B] xxenatenbHO MCNONb30BaTb OLICTPLIN NOKANbHbLIN HOCUTENbL Ha H6ase
TBEPAOTENBHOMO AMCKaA.
- PekomeHgayetcs nybnvpoBaTb AaHHbIE Yepe3 CeTb pennukaunm.

memcached

memcached He MMeeT BCTPOEHHLIX CPEACTB Knactepusauun, nobaensercs B Pacemaker B pexume Active/
Backup 6€3 CMHXpPOHM3auMn AaHHbIX K3lWa Mexay MHcTaHcaMum memcached. MpuHATO, UTO OaHHbIE K3awa He
SBMSAIOTCS BaXHbIMU U UX MOXHO TEPSTH.

Cepsucbl OpenStack

+ bonbwuHcTBO cepBucor OpenStack He XxpaHAT CBOE COCTOAHUE (peub MPO COCTOSHME CaMOro
CepBUCa, a He NPO AaHHble obnavyHon NnatPopMbl, XxpaHuMble B BL1). [03TOMY OHM AONXKHbI
3anyckaTtbcsi B Pacemaker B pexxume Active/Active.

+ MuHMManbHOE KONMUECTBO 3K3EMMNNAPOB CEPBUCOB: 2.

+ KoHdurypauus cepsucor OpenStack mexay y3namm knactepa OOMKHa 6bITb 9KBUBANEHTHOMN.

- B Toukax goctyna cepsuncos OpenStack o6s3atensHO Hy)XHO ucnonb3osatb DNS-ums koHTponnepa
obnaka C pe3onBMHIOM Ha BMpPTyanbHbIM IP-agpec unu ganHammueckoe nameHexme agpeca DNS
ynpaBnsiowero yana.

- Cepsucel cinder-volume n nova-novncproxy AOMXKHbl 3anyckatbCa B €4MHCTBEHHOM 3K3EMMMsApE,
NO3TOMY OHM AOMXHbI ObITb AoGaBneHbl B Pacemaker B pexume Active/Backup ns-za ocobeHHoCTEN
paboTbl B KNaCTEPHOM OKPYXXEHUM.

Mopaynu TIONIX

+ bonbwunHcTBO cepBucoB TIONIX He xpaHAT CBOE COCTOSIHME (pPeYb NPO COCTOAHNE CaMOro CEepPBUCa, a
He NpO AaHHble obnavyHon nnatPopMsl, XpaHuMble B B/1). [T03TOMY OHM AOMXKHbLI 3anycKaTbCs B
Pacemaker B pexunme Active/Active.

+ MuHMManbHOE KONMUECTBO 3K3EMMNNAPOB CEPBUCOB: 2

+ KoHdurypauus cepsucos Tionix mexay yanammu knactepa AonKHa 6biTb 9KBUBANEHTHOWN.

+ Cepsuc tionix-node-control-node-sync gonxeH 3anyckaTbCsa B €AMHCTBEHHOM 3K3EMMNAPE, NOSTOMY
OH [OnXeH ObITb fobaBneH B Pacemaker B pexunmMe Active/Backup n3-3a ocobeHHocTen paboThbl B
KNacTEPHOM OKPYXXEHUM.

BeluncnutenbHbie Y3nbl

CepBUChbl BbIUMCNUTENBHBIX Y3MOB AOMXHbI paboTaTb BHEe knactepa ynpasneHus. Cepsuc nova-compute
LOMXEH ObITb HACTPOEH Ha eVHbIN BUPTyanbHbIN aapec knactepa.

BCP3 = TpeboBaHMA K BbIYNCIINTENBHLIM pecypcam

CepBeprM KOMMNMEKC I'IﬂaTC*)OprI COCTOUT M3 AOBYX BMOOB Y3/10B B COOTBETCTBUM C UX CbYHKLI,I/IOHaI'IbeIM
Ha3HaJveHuaq:

- Ynpasnsowue y3nbl unu koHTponnepsl (oanee - YY). Micnonbaytotca ana obecneuexuns
BbluMcnuTenbHbIMK pecypcamu CY O MB KPT;

+ BbluncnutenbHble y3nbl (ganee - BY). Vicnonb3ylotcsa ana npegoctaBneHns BUpPTyanm3oBaHHbIX
BbIYMCMUTENBHbIX PECYPCOB, B BMAE 9K3EMMNNAPOB BUPTYanbHbIX MAWWH, NPUKNagHbIM
MHAPOPMAUMNOHHbBIM CUCTEMAM.

Ynpasnsiowmne y3nsbl

MuvHUManbHas, pekoMeHOoBaHHas KOHQOUrypaunun y3nos, onpeaensiollas BolAeneHne pecypcoB Ans Knacrepa
ynpaBsneHus, NpeacTaBneHbl B aHHON Tabnuue:

MuHumManbHas KoHdurypaums PekomeHayemas 6a3oBas

3 (husmyeckmx ysna

2 x CPU sockets (6 CPU cores (x86_64) ) 2 x CPU sockets (10 CPU cores (x86_64) )
64 GB RAM 128 GB RAM
2 x 300GB SSD (DWPD >=3) RAID1 2 x 300GB SSD (DWPD >=3) RAID1
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2 x 1GbE, 2 x 10GbE ports 2 x 10 GbE, 2 x 10 GbE

BbluncnutenbHble Y3/bl

[ns onpeneneHvs MOWHOCTU BbluMCNUTENBHOrO y3na (BY), nogkniouyaeMoro K BbIYMCMUTENBHOMY KnacTepy
(Compute), ucnonbaytotrcs ncxogHble TpeboBaHua K konnuectsy BM Ha oauH BY.

Hanpumep, ana 20-TM BUpTyanbHbIX MallWH, pas3mellaemMbix Ha ogHoM BY, cnegyet ncnonb3oBaTb Haubonee
ynotpebnsembin wabnoH, Tpedytowmn 2 suptyansHbix CPU (vVCPU) n 4 T'6ant onepaTtusHomn namatu (RAM).

JInHenHas kanbkynauma NOTPE6HOCTM BblAENEHN PUINYECKUX PECYPCOB:

+ 20x2 =40 [vCPUJ;
+ 20 x 4096 = 81920 = 80 GB [RAM].

KoadbdomumneHT 3anaca, npepnonaraiownn 20%, Bbibupaetca paBHbiM 1,2 ang oboux napaMeTpos
BblUMCIUTENBHON MOLWHOCTU. COOTBETCTBEHHO, CYMMAaPHbIN Can3uHr, U3 pacuetra Ha oauH BY, coctasuT: 48
vCPU 1 96 GB vVRAM.

C yueToM OBEPKOMMUTA — BbICOKOHArpPYy>XEHHOro COCTOAHNSA — Heobxoaumo nopenutb konnuecTteso VCPU Ha
nokasaTenb nepenoannucku, Hanpumep 8 (ooHO dumsnueckoe aapo npoueccopa: BoceMb VCPU). bymet
NnonyyeHo konmuecTtBo peanbHbix spep CPU, Heobxoanmoe aAna MNOKPbITUA CPeAHecTaTUCTUYECKUX
notpebHocTen:

48/8 = 6 CPU cores (6 domanueckux sgep npoueccopa)

Ncxops 13 npuBedeHHOro pacueTta, OOCTAaTOUYHO BbiObpaTb CEPBEPHYID CUCTEMY C OOHUM OU3UUYECKMM
npoueccopom (CPU), coaepxawunm 6 nnmn 6onee (doumsnuecknx) aaep n 96 ' RAM.

ﬂpMMeanMe‘. COB,OeMeHHbIe CEePBEPHbIE CHUCTeMbl NO3BOJIAT pa3mellarb Ha cucteMHou rnare or AByX n
bornee uanyecknx NpoLeCcCcopoOB, KaXAblii N3 KOTOPbIX coaepXuT 8-16 npoLeccopHbIX a3ep.
He pekoMmeHayeTcs ncnonb3oBaTtb Nepenoanucky ana cpu 6onee uem 8.

Mcnonb3oBaHne nepenoanmckmn no namatn He pekomenayetcs (1’6 RAM : 1TB vRAM).

BCP3 = TpeboBaHusa kK ceTtu

CermeHTayuna cetu

B apxutektype obnavHon nnaTtdopMbl HEOOXOOAUMO MCMOMb30BaTb HECKOMNBKO PU3NUYECKUX CETMEHTOB CETU,
KOTOpble OOMKHbI 0bpabaTtbiBaTh Tpauk C pasnnuHbiM PyHKLMOHaNbHbIM Ha3dHaueHneM. MpuHaT cnegyowmm
CMNCOK CeTen:

- Cetb ynpaBneHus (management network). [pegHasHaueH ons Tpadmka ¢ cogepXxaHuem KomaHa
ynpaBneHus obnaka v KOHTPONA Had BbIUNCUTENbHLIMU PECYPCaMW.
« MuHuManbHas CKOpOCTb MHTEPPENcoB cetun ynpasnexus: 1Gbit/s.
- ViHTepdobenchl cetTu ynpaBneHnsa 0OMKHbI UMETLCA Ha BCEX Y3rax 06nauHon nnatdoopmMbl.
« Jumboframe He obs3aTeneH.
+ MoxHO ncnonb3oBath ANg Lenu pennukauun aHHbIX Knactepa ynpaBnsiow X KOMMNOHEHTOB.
- Certb BbluncneHum (compute network). Vicnoneayetca ona obMeHa TpadonkoM MEXAY BUPTyanbHbIMU
ceTaMmm obnauHon NnatdopPMbl (MHbIMKM CNOBaMK, MEXAY BUPTYyanbHbIMU MalMHaMu).
« MuHuManbHas ckopocTb MHTEpdpencos cetu BblumcrneHun: 10Gbis/s.
+ ViHTepdbenchbl ceTu BbIUMCNEHNA OOMXKHbI UMETLCS Ha BCEX BbIUMCMUTENBHLIX y3nax.
+ Heobxoanmo BknioueHne Jumbo-kagpos, paBHbiM 9000 6anTos.
- Cetb xpaHeHus (storage network). Micnonb3yetcsa ana nonyyeHus goctyna Kk AaHHbiM BM, koTopble
XPaHATCA BO BHELUHUX CUCTEMAX XPaHEHMUS.
- MoxeT ncnonbaoBaTb kak Ethernet, Tak n FibreChannel B kauecTBe NpoTOKONOB KaHaNbHOro
YPOBHS.
« MuHuManbHas ckopocTb MHTEpPhencos cetn xpaHenus: 8Gbit/s (FC), 10Gbit/s (Ethernet).
+ VHTepdbencel cetm xpaHeHUs AOMKHbI UMETLCA Ha BCEX BbIYMCNUTENbHbIX Y3Nax U B y3nax
XPaHEHUs, eCnn OHU ABNAIOTCHA O0bbIYHbIMK yY3naMmm Ha OC Ha 6ase appa Linux.
- YnpaBneHue BHELWHEN CUCTEMON XPaHEHWSA OOMXKHO OCYLLECTBMNATLCA Uepesd CETb YyNpaBneHus.
+ Heobxoanmo BknioueHne Jumbo-kaapos, paBHbiM 9000 6anTos.
- Certb VDI (VDI network). Npwu Hannunn VDI-doyHKkuun ncnonedyetca ana noctyna go VDI-ceccun (noka
Tonbko SPICE).
« MuHuManbHas ckopocCTb MHTEPpencos cetn xpaHernus: 10Gbit/s.
+ WHtepdbencel cetn VDI gonXHbl IMETLCS Ha BbIUNCUTENBHLIX y3nax, KoTopble 4O6aBNeHb! B
npoekTbl VDI
- B aton cetn MOXHO BKNouMTb Jumbo-kagpsbl, paBHble 9000 6anToB, 0AHAaKO HEOH6XOANUMO UMETL
B BUAY, UTO BKMNioUueHne Jumbo HeratuBHO BNUSET Ha 3aaepxXku B padote VDI-npotokonos.

BCP3 = TpeboBaHusa k obnauHon nnarcpopme basnc.Cloud- 8
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CneunanunampoBaHHas ceTb nepepaunm panHbix FibreChannel sBngetca pekomeHayemom, B CBA3UM C
oTcyTCcTBUEM ethernet 3agepxxek U cneumanM3MpoBaHHOCTY AaHHbIX CETEN ANa nepefayn AaHHbIX.

TeMm He MeHee BMonHe AOMYCTMMO UCMoNb3oBaHWe Ethernet ceten ans B3auMoOencTBus ¢ XxpaHunuwamu, npu
obecneyeHnn 4OCTaTOYHON OTKa30yCTOMUNBOCTU U NMPOUSBOAUTENBHOCTU.

BCP3 = ToeboBaHunsa K ANCKOBOMY NPOCTPAHCTBY

B obnauHo nnatdpopme MOryT 6biTb MCMONB30OBaHbI ABa BUAa XPaHEHUs:

+ BbnouHoe yctpowncTteo Cinder.
« DdbeMepHble ANCKN - BUPTYarnbHble AUCKW, PachONOXEHHbIE B doannoBon cucteme BY.

TpeboBaHua K 6nouHbIM ycTponcteam Cinder

Mcnonb3oBaHne OGnOUHbIX YCTpOl;ICTB Cinder sBnsetcs PEeKOMEHAYEMbIM BapuMaHTOM A1 XpaHEeHUA
nonb30BaTENbCKUX OaHHbIX. Tpe6OBaHI/I‘i| Kk CX[, nogkniouaeMblx K cepsucam Cinder, MOryT OTnnyatbCa B
3aBNCUMOCTN OT NCNONb3yeMoro upalhBepa.

Obuwwe TpebosaHuna k CX[ ¢ Ethernet n FC

+ Konnuecteo ak3emnnapos CX[ oonxHo ObiTb HE MeHee aByx. [oTepsa oaHoro sk3emnnsapa CX/ He
LOMXHa NPUBOAUTL K NOoTepe AOCTYNa K AaHHbIM.

« CX[ pomxHbl ICNOMNb30BaTh CETb XPaHEHUS AN 4OCTyNa K NONb30BaTeNbCKUM AaHHbIM.

« CX[O ponxHbl 6bITb AOCTYMHbI NO MHOXECTBEHHbIM MYTAM CETU C UCNOMb30BaHMEM npoTokona Multipath.

+ [Mpun Bo3MOxXHOCTK cnepyet ucnons3oatb TIONIX Driver (cu. cTp. 166), B NPOTUBHOM Criyyae Heo6xoanmo
MCnonb30BaTh ApansBep, NpeaocTaBneHHbIn BeHagopom CX/.

+ Heobxoanmo ncnone3oBatb TONbKkO 0b6pasbl bopmata RAW ans 3anycka BUpTyanbHbIX MawmH. [Mpu
NCMOMNb30BaHNM OCTarnbHbIX (OOPMaTOB CNeayeT NPeaocTaBnTh YY AUCKOBOE NPOCTPAaHCTBO ANs
KOHBepTaumm obpasa B oopmat RAW.

Ob6wune TpeboBaHMa K aheMepPHbIM ANCKaM

+ OdbeMepHble ANCKM OOCTYMNHbI TONLKO NPW Hanuuun amuckoB B BY. [Mpwu ceteBon 3arpyske BY adpemepHblie
OVCKWN HEAOCTYMHBbI.

+ OdbeMepHble ONCKM He NpeaHa3HaveHbl NS 4ONroBPEMEHHOMO XpaHeHNs NONb30BaTENbCKMX AaHHbIX.
+ Heobxoanmo ucnonszosatb chopmatr QCOW2 unu gpyron doopmart, nogaepXxmeaiowmn gensta-gannsi.

BCP3 = TpeboBaHusa k xoctoBbiM OC

CucrteMHble nakeTbl

Auctpnéy Bepcusa Moppepxka Bepcus Bepcus  Bepcusa Bepcus Bepcus
TUB QEMU KVM libvirt oVSs RabbitMQ memcached MariaDB
Almalinux

8.4 5.0 ha 6.0.0 2.12 3.8.0 1.6.0 10.3

Moaynun TIONIX

Moaynb Bepcus
NodeControl 23.0
Dashboard 23.0
Monitor 23.0
Scheduler 23.0
Client 23.0

BCP3 = TpeboBaHusa k obnauHon nnarcpopme basnc.Cloud- 9
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Moaynb Bepcus
Drivers 23.0
Agent 23.0
PointMeter 23.0

BCP3 = TpeboaHus k obnauron nnatrcpopme basnc.Cloud- 10
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BCP3 * HacTpoinka okpyxeHus

BCP3 = Murpauuna ¢ CentOS 8 Ha Almalinux

BeeneHune

HaunHasa co 2 cdespans 2022 ropa npoayktel basuc.Cloud nepewnu Ha ucnons3osaHune OC Almalinux 8.4
BMecto CentOS 8.4, noppepxka kotoponm 3akoHumnach 31 pekabps 2021 ropa. Nostomy Ans Tekywux
MHCTannauum Moxet notpeboBatbca Murpauums OC. [JaHHas cTaTbs OMWCLIBAET OCHOBHbIE lWarM Takomn
MUFpaunm.

anIMeLiaHVIﬂ K npoueccy OOHOBMEHUS:

+ MuHumanbHasa Bepcua CentOS ans murpaunu: 8.4. Bepcum HUXe He NOAAEPXKMBAIOTCS.
- OcyuwecTtBnserca obHoBneHne Ha Bepcuto Almalinux 8.5.

[lpenBaputenbHas HaCTpoOKKa

BeiknioueHne cepsncos nnatdopMbl

MNepen HauanoM MUrpauny HeobxoAMMO NOMHOCTLIO BbIKNIOUNTL BCe cepBuckl OpenStack u basunc.Cloud:

systemctl stop tionix-* openstack-* neutron-* mysqld rabbitmg httpd

N3meHeHne koHdourypaumm dnf

B /etc/dnf/dnf.conf Heobxoammo nomeHaTb Napametp best Ha False:

best=False

Ha stom npeasapuTenbHas HaCTpOI?IKa 3aKOHUEHa.

Mwurpaums anctpmbyTtmea

Ona murpaunn Heobxoommo ucnone3oBaTb ckpunT almalinux-deploy. Monyunte ckpunt ¢ git-penosntopwus
npoekTa:

git clone https://github.com/AlmaLinux/almalinux-deploy

MNepenaute Ha katanor almalinux-deploy n sanyctute cam CKpunT:

cd almalinux-deploy
chmod +x almalinux-deploy
./almalinux-deploy
Ckpunt paboTaeT NONHOCTbIO aBTOMaTMyecku. lMpouecc BbIrNSaAnT NPUMEPHO Tak:

- BHauane ckpunT npoBepseT okpyxeHune, Bepcuio CentOS 1 nHble napaMeTpbl Ha COOTBETCTBME
TpeboBaHMAM CKpunTa.

« MeHsieT ctaHpapTHble peno3utopun CentOS Ha cBow.

« OGHOBMSAET CNNCOK PENO3UTOPUEB U BKNIOUYAET HA OOHOBNEHNE BCE NAKEThI, KOTOPbIE OTHOCATCSH K
cTaHgapTtHbiM naketam CentOS. NMpoune peno3ntopum TPOHYThI HE ByayT.

- 3anyckaet npouecc O6HOBMNEHUS, OH 3aIMET HEKOTOPOE BPEMS.

Mocne okoHUaHWs NpoLecca NepeycTaHOBKM NakeToB ¢ penoauTopust Almalinux notpebyetcsa nepesanyck OC:

reboot

lNocne nepesanycka NpPOBEPLTE, UTO CUCTEMA OENCTBUTENBHO CMeHunack Ha Almalinux:

cat /etc/redhat-release

BCP3 = HacTtpowika okpyxeHus- 11
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BCP3 = HacTtpownka ceTteBbix UHTEPGENCOB

MNepen TEM, Kak HauyaTb YCTAaHOBKY MPOrpaMMHOro obecrneuyeHus, HeobxoAWMO HaCTPOUTL WMEIoLMecs
ceTeBble MHTepMENCHI. ITa CTaTbsd ONUCHIBAET OOLWUI anropUTM HaCTPOMKN CETEBLIX MHTEPXDENCOB.

KoHdourypaumsa ceteBbix MIHTEPENCOB HAXOANTCS MO NyTU:
- Jetc/sysconfig/network-scripts/ifcfg-{interface-name}

[anee B kauecTBe npumepa byneTr ncnonb3oBaHo uma uHtepdoenca ethO. B kauecTBe 6akeHAa ynpaBneHus
ceTblo ucnonsayetca NetworkManager?,

MuHuManbHas KoHdUrypaums

1. MNpwu Hannunm DHCP onda ceTtn, kyoa NnoaknioveH CETEBON UHTEPEPENC, LOCTAaTOUHO UCMONbL30BaTh
cnegyoLyio KoHdurypauuio:
®ann koHdUrypauum

TYPE=Ethernet
BOOTPROTO=dhcp
IPV4_FAILURE_FATAL=no
NAME=eth0

DEVICE=eth0
ONBOOT=yes

2. B aTOM crnyuae ceTeBoW UHTEPENC NONYYUT afpec U ceTeBylo Macky. Ecnum Heo6xoaumo, utobbl
UHTEpPENC nCnonb3oBancs Ans MaplpyTa no yMonuaHuio, To fob6aBbTe CrefytoLLyio CTPOKY:

DEFROUTE=yes
() Y6eanTtecs, UTo TOMLKO OAUH MHTEPXENC HACTPOEH CO BKIOYEHHbLIM NapamMeTpoM MapLipyTa no
YMOIYaHuIo.
3. MNepesanyctute cepsuc NetworkManager:

systemctl restart NetworkManager

CMeHa MEeHN MalUUHbI

B atom PYKOBOJJ,CTBe B KayeCtBe OCHOBHOINo MMEHW MallnHbl NCNONb3YyeTCAa NMA controller. lna nameHeHns
MMEHN MallnHbI CneayeTt BbINONMHUTL Creayiowyo KOMaHay:

hostnamectl set-hostname controller
[ns BM3yanbHOro M3MEHEHUS MMEHU MawwuHbl (HanpuMmep, npu paboTte C y3nom uvepesd SSH-npotokono) B

oborouKke HY)KHO nepesanTy Ha y3en.

PGI’MCTpaLI,Mﬂ OOMEHHbIX UMEH y3n0OB

Mo yMmonuaHuio agpeca BCex Y3MoOB WHMPACTPYKTYpPbl AOMXKHbI ObiTb 3apeructpupoBaHsl B DNS un
npenocTaBneHbl LOMEHHbIE UMeHa. [nd TecToBbIX Lene OOMEHHbIe MMEHa MOXHO ykasaTb B /etc/hosts. B
yacTHOCTK, Ans controller Hy>XXHO ykasaTb agpec, KOTOPbIA NponucaH B mgmt-uHtepdence:

10.0.0.11 controller

BCP3 = HacTtponka penosutopues Almalinux

BeBepneHune

MNepen HavanoMm ycTaHoBKM obnauHow nnatcpopMbl HEO6XxOOANMO AOOGaBUTH AOMOMHUTENBHBIE PENO3NTOPUM
ans Almalinux 8. OHM onXXHbl BbITb O6aBNEHbl Ha BCeX y3nax obnavHon nnarcpopmsl.

3 https:/en.wikipedia.org/wiki/NetworkManager

BCP3 = HacTtpowika okpyxeHus- 12


https://en.wikipedia.org/wiki/NetworkManager

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

() Ecnu Bbl Ham Heobxoanmo npomssectn murpaumnio OC ¢ CentOS 8 Ha Almalinux 8, To ncnonbayinte aty

MHCTPYKUUIO. (cm. cTp. 1)

BknioueHne penosmtopues

OcHoBHble penosutopun Almalinux He TpebytoT Kakon-NMHO HAaCTPOMKN.

OpenStack

[ns yctanoekn OpenStack Tpebyer yCTaHOBUTL AONONHUTENbHbLIE PEMNO3UTOPUN:

+ Penosutopun Powertools B coctaBe Almalinux, KOTOpPbIV BbIKMIOYEH MO YMONUaHMIO.

- EPEL, cogepxawwnn gononHutensHble naketsl ana Almalinux.

+ Penosutopun CentOS SIG, pacnonoxeHHble B CentOS Vault, koTopble coaepXxaTt KOMNOHEHTbI
OpenStack.

Penosutopun Powertools
Ons Hekotopbix naketoB OpenStack Tpebyiotca naketel M3 penosutopua Powertools. Bknounte

peno3ntopun:

dnf config-manager --enable powertools

EPEL

Penosuntopun EPEL gocTtyneH B Buae nakerta, yCTaHOBUTE €rO:

dnf -y dinstall epel-release

Penosutopumn CentOS SIG

oTOT

Ha pgaHHbIn MoMeHT Almalinux He copgepxuTt naketbl OpenStack, nx HeobxoouMo 6paTb C PENnO3MTOpPUEB

CentOS SIG. [Ons atoro cospante dann /etc/yum.repos.d/openstack.repo co cnegylowmnm

coaepPXXnUMbIM:

[centos84-openstack-victoria]

name=Cent0S SIG OpenStack Victoria Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/cloud/x86_64/openstack-victoria/
gpgcheck=0

enabled=1

[centos84-adv-virt]

name=Cent0S SIG Advanced Virtualization Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/virt/x86_64/advanced-
virtualization/

gpgcheck=0

enabled=1

[centos84-rabbitmg38]

name=Cent0S SIG RabbitMQ 3.8 Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/messaging/x86_64/rabbitmg-38/
gpgcheck=0

enabled=1

[centos84-ceph-pacific]

name=Cent0S SIG Ceph Pacific Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/storage/x86_64/ceph-pacific/
gpgcheck=0

enabled=1

[centos84-openvswitch]

name=Cent0S SIG Open vSwitch Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/nfv/x86_64/openvswitch-2/
gpgcheck=0

BCP3 = Hactponka okpyxeHusa- 13
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enabled=1

[centos84-haproxy]

name=Cent0S SIG HAProxy 2.2 Repository
baseurl=http://mirror.nsc.liu.se/centos-store/8.4.2105/nfv/x86_64/network-extras/
gpgcheck=0

enabled=1

O6HoBuTE CUCTEMY:

dnf -y update

basuc.Cloud

Moaynu TIONIX pacnpoctpaHsioTca otaensHo. Coszpante dann /etc/yum.repos.d/tionix-3-0.repo
CO cneayloWwmnm CoaepXXaHnem:

[tionix-modules]
baseurl=http://rpm-centos.tionix.ru/3.0/x86_64/
enabled=1

gpgcheck=0

name=Tionix Modules 3.0 for EL8

[tionix-extras]
baseurl=http://rpm-centos.tionix.ru/extras/el8/x86_64/
enabled=1

gpgcheck=0

name=Tionix Modules 3.0 for EL8 (Extra Packages)

Ha atoM HacTpoiika peno3nTopres 3akOHUEHa.

(@ MNocne pobasnenusi penosutopues TIONIX BO3MOXHbI MNpPo6neMbl OBHOBNEHWS CUCTEMbI UK
YCTaHOBKM HEKOTOPLIX MakeToB. B aToM cnyuae 3anyctute ytunuty dnf ¢ napametpom --nobest.

YcTaHOBKa CUCTEMHbLIX MakeToB

MNocne no6aBneHns pPeno3nToprueB HEOHXOAMMO YCTaHOBUTL CUCTEMHbIE MAaKeThl, KOTOpble MOTpPebyloTcs Ans
JanbHEenLWnX Wwaros HaCTPOWKMU.

OpenStack

1. Bcé B3ammopencTeue ¢ obnayHon nnatpopMon Npon3BoanTca uepes KnneHT openstackclient:
dnf -y dinstall python3-openstackclient
2. YcrtaHosuTte nonutuku SELinux* ans OpenStack:

dnf -y dinstall openstack-selinux

© lNpumeuanne

[Ins NPOOYKTUBHBIX CUCTEM KpalHe HeXenaTerbHO BbIKMoUaTh CUCTEMY MaHAATHOrO AOCTyna
SELinux®.

TIONIX

Ona moagynen TIONIX HeobxoanmMbl cnegytowwine nakeTbl:

1. YctaHoBuTE naket nmueH3npoBaHud Mouynelh:

o BaxHo

4 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010550#BCP3-moccapun-selinux-term
5 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010550#BCP3-moccapwuin-selinux-term
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OTKpbITble NUUEH3MM paboTaloT B TeueHne 3 MecsaueB nocne ero reHepauuun. JinueHamm ans
KOMMEPUYECKMX MHCTaNNAUUA reHeprpyoTCs OTAENbHO U MO 3anpocy.

a. OTKpbIiTas nMueH3ns:

dnf -y dnstall python3-tionix_licensing-3.0.0
dnf -y dinstall tionix-license

b. KOMMepUecKasa NMueH3na:

© [lpumeuanne

Mpv  HamMuMu  yXe  YCTAHOBMEHHOW  OTKPLITOM  NULUEH3UM  HeobxoauMo  ee
npenBapuTENbHO yOanuTh:

dnf remove tionix-license

dnf -y dinstall tionix-license-3.0.0-20211208.el8.noarch.rpm

pe: tionix-license-3.0.0-20211208.el8.noarch.rpm - doann naketa NMUEH3nN.
2. YctaHoBuTe naket Setuptools:

dnf -y dinstall python3-setuptools
3. YctaHoBuTe nakert distro:

dnf -y dinstall python3-distro

BCP3 - HacTtponka cepsuca NTP

- BBepeHue (cm. cTp. 15)

- YctaHoBka cepsepa NTP (cm. ctp. 16)
« YctaHoBka knueHTta NTP (cwm. ctp. 16)
- [lpoBepka yCTaHOBKM (cm. cTp. 17)

BeBepneHune

Mobas obnavHas nnatpopma OUeHb YyBCTBUTENbHA K TOMY BbICTABNEHHOMY B uacax y3noB BpeMeHU. OueHb
Ba)KHO MNPV B3aUMOAENCTBUM MeXAY CETEBbIMU CEPBUCAMU MOMyyYaTb OOHU U Te XE 3HaAUeHUs BPeMeHU. ITo
KacaeTcs [axXe OuUeHb MPOCTbIX WHCTANNAUURM, rae OoTAeNbHO eCTb OAMH  YNpaBnsiownun 1 OauH
BbIUMCIUTENBHBIN Y3EM, HE TOBOPS YXXE O KNacTEPHbIX BapuaHTax U pedepeHcHom apxutektype. B kauecTtse
npoTokona TouHoro Bpemenn B BCP ucnonbayetcs ctaHaapTHbiit npotokon NTP8 (Network Time Protocol), a B
KauecTBe peanusauun aToro npotokona - chrony’. Belbop chrony NpocT: Ha AaHHbLI MOMEHT 3TO CTaHaapT Ae-
hakTo ¢ rmbkom KoHdurypaumen n nogaepxkon cepsepa NTP.

(@ MNpwn ncnonbaoBaHUM PePEPEHCHON apXUTEKTypbl chrony HEOGXOAMMO yCTaHaBnuBaTb TOMbKO Ha
XenesHble y3nbl. BHyTpu koHTENHEpPOB chrony yctaHaBnuBaTb HE HaOo

[nsa nyuwero dyHkunoHnposaHua NTP npeanaraetca ncnonb3oBaTtb CNEAYOWNN BAPNUAHT HACTPONKM:

- B ynpaBnsowem yane unu B kopnopatusHon cetn Hactpamsaetcd NTP-KnueHT, KoTopbIn HAaCTPOEH Ha
nucnonb3oBaHue reorpaduueckmn énmxanwero nyna NTP-cepsepos. Hanpumep, ru.pool.ntp.org unm
no6on NTP-cepsep co stratum <=2.

- OpHoBpeMeHHO 31oT cepBuc NTP gonxeH ObiTb HACTPOEH Kak cepBep.

- Bce octanbHble NTP-knneHTbl, yCTaHOBNEHHbIE B y3nax ob6navyHon nnatpopmbl, LOMKHbI ObITb
HaCTPOEHbI Ha Ncnonb3oBaHue atoro nokanbHoro NTP-cepeepa.

[aHHas koHdMrypaumsa no3BonserT:

- lNonyunTb MeHbLKE YPOBHMU jitter npu pabote ¢ ynaneHHbiMm NTP-cepBepamu.
« lNosBonseT nonyunTb TOUHOE BPEMS NMPU OTCYTCTBUM AOCTyna K VIHTepHeTy Ans y3nos obnauHown
nnatdopMbl Uepes CeTb ynpasneHuns (mgmt).

OpLHaKo HYXXHO Yy4yecTb, UTO YpPOBEHb stratum, KOTOPbLIN BAWAET HA YPOBEHb TOUHOCTWU CUHXPOHWU3aUWUW, ANS
KoHeuHbix NTP-KknneHTOB He [OMKeH onyckatbCi HuxXe 3-4, nHave MexXAy y3namy pPacCUHXPOHM3auuns

6 https:/ru.wikipedia.org/wiki/NTP
7 https:/chrony.tuxfamily.org/
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BPEMEHN MOXET MPEBLICUTbL AONYCTMMbIN Npenen. Yoeamtecb, uyto B ucnonb3dyemom nyne NTP-cepsepos
NCnonbaytoTcs stratum He Huxe 2, B aTOM crniyvae stratum y nokansHoro NTP-cepeepa He 6ynet 6onble 3-4,
uTO BNONHE aonycTuMo. MNoapobHee 06 yPOBHSX stratum MOXHO y3HaTb 31eCkS,

[ns npumepa pewnm, uto NTP-cepBep CTaBUTCS Ha ynpaBnaiownn ysen.

NTP-cepsep ncnonsayet nopt 123/UDP.

@ MNpwv Hanuunn kopnopartnsHoro NTP-cepsepa nponyctute war yctaHosku cepeepa NTP, a B knueHTax
yKauTe agpec KoprnopaTMBHOroO cepBepa B KauyecTBE OCHOBHOIO MO aHanormm C HacTPOWKOM
cepsepa Ha 6ase chrony.

YctaHoBka cepsepa NTP

YctaHoBka NTP-cepBepa goctatouHo npocTa.

1. YctaHosuTe naket chrony:

dnf -y dnstall chrony

() CraHpapTHble nyTn KOHPUrypaLmu:
- /etc/chrony.conf - ocHoBHOM dhann KoHUrypaumn.

2. B ocHoOBHOM dhaine KoHdurypaumm ykaxmnte cepsep ru.pool.ntp.org B kauectse ocHosHoro nyna NTP-
cepBepoB (BCe OCTarnbHble HACTPOEHHbIE MyNbl U CEPBEPLI HEOHXOAUMO YAanNUTb UMK
3aKOMMEHTUPOBAThL):

pool ru.pool.ntp.org iburst

(@ MNapametp iburst ymeHblaeT nHTepBan Mexay nepsbiMM YeTbipbMs 3anpocamu k myny NTP-
cepBepoB Mnocrne 3anyCka cepsuca Ao 2 1N MeHee CeKyHAO. 3710 HeobxoamMmo Aans bonee
ObICTPON NEepBON CUHXPOHM3AUUN BPEMEHU (MO YMOMUAHWIO MUHUMASbHBLIN MHTEPBaNn Mexay

3anpocamMmu paBeH 64 cekyHaaMm).

3. Tak kak chrony B ynpaensioleM yane OomxeH paboraTte B pexunme cepsepa, Heo6Xo0aAMMO PaspeLLnTb
KNMeHTaM C NoaceTen NnatpopMbl MOAKNOYATLCS K HEMY:

allow 10.0.0.0/8

() Bwmecto 10.0.0.0/8 ykaxute nofcetb y3nos obnayHonm nnatgpopmbl, K KOTOPbIM HEOOXOANMO
HacTpouTb JocTyn o atoro cepsepa NTP. PaspeleHo ncnonb3oBaTb HECKONbKO AUPEKTUB
allow B oTAenbHbIX CTPOKAaX.

4. 3anyctute cepsuc chrony n nobaBbTe ero B aBTO3anyck:

systemctl start chronyd.service
systemctl enable chronyd.service

YctaHoBka knmneHTa NTP

YctanoBka knneHTa NTP Ha Bcex ocTanbHbIx y3nax obnavyHon nnatopmbl NPOBOANTCA Tak Xe.

1. YctaHosuTe naket chrony:

dnf -y dnstall chrony

CTraHpapTHble NyT KOHAOUTypaumm:
y y
- /etc/chrony/chrony.conf - ocHoBHoW chaitn koHdurypauum.

2. Ykaxute nokanbHbin cepeep NTP B kOHGMrypaumio ¢ napaMeTpom iburst (Bce ocTanbHble cepBepsbl 1
nyrnbl AOMXKHbI ObITb 3aKOMMEHTUPOBAHbI UMW YAaneHsbl):

8 https:/habr.com/ru/post/79461/
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server controller 1iburst

@ Ecnn nokanbHbIX cepBepoB HECKO/bKO, TO MOXHO n0o6aBUTb HECKOMNbKO OVNPEKTUB server B
OoTAENbHbIX CTPOKaXxX.

3. 3anycTuTte cepsuc chrony n gobasbte ero B aBTo3anyck:

systemctl start chronyd.service
systemctl enable chronyd.service

[lpoBepKa yCTaHOBKM

B oboux cnyuasx nposepka pabotbl cepBmuca NTP cBoantcs K monyyeHMO AaHHbIX O OOCTYMHbLIX CepBepax
NTP.

1. 3anyctute KOMaHAy nonyuyeHus cnncka goctynHbix NTP-cepBepoB:
chronyc sources
2. Onsa cepeepa NTP KomaHaa OOMKeH BEPHYThb NMPUMEPHO TakoW BbIBOA:

MS Name/IP address Stratum Poll Reach LastRx Last sample

A+ 78-36-18-184.dynamic.mur> 1 10 377 978 +5123us[+6066us] +/- 28ms
A+ yggnode.cf 2 10 377 1123 -1271us[ -330us] +/- 17ms
A+ 79.120.30.43 1 10 377 222 -683us[ -668us] +/- 24ms
Ax 128.0.142.251 2 8 377 167 -1762us[-1747us] +/- 22ms

3. AHanornuHo ans knueHta NTP:

210 Number of sources = 1
MS Name/IP address Stratum Poll Reach LastRx Last sample

Ax controller 3 9 377 421 +15us[ -87us] +/- 15ms

() Cepsep, OTMEUEHHbI 3HAKOM *, ABMAETCA BbIGPAHHBIM AN NONYUEHUS BDEMEHN.

A MHorpa paxe c iburst obHoBneHue BPpEeMEeHN nocne 3anyCka cepBuCa nponmcxoogunuTt He
MrHOBEHHO. B aTOM cnyyae MOXHO aABHO NMOMNPOCUTb CepBep caenatb war CUMHXpOHU3aunnu:

chronyc makestep 1 0.3

BCP3 = YcTtaHOBKa 6anaHcuposLmka Harpysku HAProxy

[nsa vactu cepsucos OpenStack nmetotca npobnemsl B peanusauunmn npotokona wmndposaHus npotokona TCP.
[Ona obxopa 3Tux npobnem B pedepeHCHON apXUTEKType ObINnO peLeHo MCNonb3oBaTb HGanaHCUPOBLUKK
Harpyskun HAProxy ¢ dpyHkumen SSL Termination.

HAProxy9 - 9TO NPOEKT C OTKPbITbIM NCXOAHbIM KOOOM, ﬂpe,D,OCTaBI'IHIOU.lMI?I BO3MOXHOCTU 6aﬂaHCI/IpOBLL|,VIKa
Harpy3kyn MetoooM nepeHanpasneHna 3anpoCOB Ha 3K3eMnnapbl ceteBomn Cﬂy)K6bI no onpeaneneHHomMmy
anropuTMy.

B HAProxy ucnoneayetcs aBa KnoUEBbIX NOHATUS:

« ppoHTeHs (frontend) - 310 oTKpbIBaemMbIn HAProxy ceteBoi noprt, NpefHasHaueHHbIn Ans NpuHATAS
3anpoCoOB C KNUEHTCKUX NPUNOXEHUI;

- 63keHa (backend) - aTO ceTeBble cepBUChHI, B KOTOPblE ByayT NepeHanpasneHbl 3anpPoChl C KNMUEHTCKUX
NPVUNOXEHWI NO anropuUTMy pacnpeaeneHuns, ykasaHHoro B KOHourypaumm 6anaHCcupoBLLMKa Harpysku.

YctaHoska HAProxy

1. YctaHosute naket HAProxy:

9 http:/www.haproxy.org/
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dnf -y dinstall haproxy

() CraHpapTHble NyTH KOHPUTrypaLmu:
. /etc/haproxy - kaTanor c kKoHcurypaumen;

- Jetc/haproxy/haproxy.cfg - oCHOBHOW KOH(pUrypaLNOHHbIN chann.

2. Mpueennte KoHdUrypaumo HAProxy k cnegytowemy:

global

log stderr daemon

maxconn 10000

ssl-default-bind-ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-
CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-
AES256-GCM-SHA384

ssl-default-bind-ciphersuites
TLS_AES_128_GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256
ssl-default-bind-options prefer-client-ciphers no-sslv3 no-tlsv1l® no-tlsvll no-
tls-tickets

ssl-default-server-ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-
CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-
AES256-GCM-SHA384

ssl-default-server-ciphersuites
TLS_AES_128_GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256
ssl-default-server-options no-sslv3 no-tlsv1l® no-tlsvll no-tls-tickets
ssl-dh-param-file /usr/local/etc/haproxy/dhparam

defaults

log global

mode http

option httplog
timeout connect 3s
timeout client 3m
timeout server 3m
timeout tunnel 1h

Tabnnua koHUrypaumnm
() JNereHpa Tabnuubl gOCTynHa Ha aTOM ctpanuue™.

Mms napametpa OnucaHue MpumeuaHus

rnobasibHble HaCTPOWKM

aleloel cepBuca HAProxy.

10 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnoBHbleo603HaueHns-table-format-desc

BCP3 = Hactponka okpyxeHusa- 18


https://conf.tionix.ru/pages/viewpage.action?pageId=324010059#BCP3%E2%AC%9D%D0%A3%D1%81%D0%BB%D0%BE%D0%B2%D0%BD%D1%8B%D0%B5%D0%BE%D0%B1%D0%BE%D0%B7%D0%BD%D0%B0%D1%87%D0%B5%D0%BD%D0%B8%D1%8F-table-format-desc

Nma napameTpa

maxconn

ssl-default-bind-ciphers

ssl-default-bind-
ciphersuites

ssl-default-bind-options

ssl-default-server-ciphers

ssl-default-server-
ciphersuites

ssl-default-server-options

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHue

MapameTpsbl HaCTPOWKM
XypHanimpoBaHus.
MaxkcumanbHoe KONMM4YecTBO

COEQUHEHUNIA K CepBuCY.

CnmncoK AOCTYMHbIX a/TOpUTMOB
wngposaHna TLS v1.2 and
OpOHT3IHAO0B (ncnonb3yetcs
ONa AMpekTus bind).

CnncoK JOCTYMHbIX alfOPUTMOB

wndgposanua TLS v1.3 ansg
(PPOHTIHA0B (ucnonb3yetcsa
Ansa anpekTtus bind).

CnucoKk  JOCTYMHbIX — Bepcui
npoTokona TLS ans
(PPOHTIHAO0B (ucnonbayetcs

AN AnpekTus bind).

CnmMCcoK AOCTYMHbIX a/TOPUTMOB
wudposaHma TLS v1.2 ans
69KeHA0B (MCronb3yeTcs  Ans
ONPEKTUB server).

Cnncok AOoCTYNHbIX asirfopuTMoB
wudgposaHms  TLS v13 ang

63KeHJ0B (Ucnonb3yeTca Ans
OVPEKTUB server).
Cnucok  AOCTYMHbIX  Bepcuii

npotokona TLS pana 63keHOoB
(ucnonb3yeTca On1a  AUPEKTUB
server).

11 https://www.haproxy.com/blog/introduction-to-haproxy-logging/
12 https:/blog filippo.io/we-need-to-talk-about-session-tickets/
13 https:/blog filippo.io/we-need-to-talk-about-session-tickets/

MpumeuaHus

YKazaHHOe 3HauyeHve OTnpaBseT >XypHas
cepeuca B stderr,  uTO no3BoANT
nepeHanpaBuUTb €70 B CUCTEMY YNpaB/eHUs
KOHTelHepa.

Ona  06bluHO  ycTaHoBKM  Tpebyercs'

ycTaHoBKa syslog-cepBuca W ykasaHue ero
agpeca:

- log 127.0.0.1 localO
Mapametp global - 310 wWmMa KaHana
XypHauMpoBaHus. MOXHO yKa3aTb HECKOJIbKO
napameTpoB log C pasHbIMU KaHasnamu, ecnm

TpebyeTca pasfgeneHve XypHasioB  AfiA
hPOHTIHAOB.

o ymonuyaHuio 3HayeHne pasHo 2000.

A He 3abyasTe MNoBbICUTL JIMMUTBI Ha

KO/IMYEeCTBO  OTKPbITbIX  (halisios
(nofile) gnsa cepsuca [0 3Ha4veHUs
maxconn.

Mo noBoAy cnucka aropuTMoB LLNMPoBaHUS
03HAKOMbLTECH C OOLMM NpUMeYaHNeM nocse
37Ol Tabnuubl.

Mo noBoAy cnucka anropuTMoB LLINMKPOBaHUS
03HAKOMbTECH C O6OLMM NpUMEYaHNEM nocse
37Ol TAabNMLbI.

B 3TOM napameTpe SIBHO BbIK/HOYAKTCA BCE
Hebe3onacHble Bepcuu npoTtokona TLS ans
hPOHTIHAOB.

TuKeTbl TLS HEOOXOAMMO BBIK/OUYNUTL U3-3a 1X
npo6riem ¢ 6esonacHocTbio'? B Bepcum TLS
vl2 (ana TLS v1.3+ 3T0T napameTp He
NMPUMEHNM).

Mo noBoAy crnucka anropuTMoB LLNMKPoBaHUS
03HAKOMbTECH C 06LUM MPUMEYaHneM nocne
3TON Tabnuubl.

Mo noBogy cnucka aropuTMOB LUNPOBAHUS
03HaKOMbTECH C O6LLMM NpUMeYaHVeM nocne
3TOl TabnuLbI.

B sToM napameTpe SIBHO BbIK/IOYAKOTCA BCe
Hebe3onacHble Bepcuu npoTtokona TLS nns
(PPOHTIHAOB.

TukeTbl TLS HEOBXOAMMO BbIK/OUYNTL U3-3a 11X
npobnem ¢ 6esonacHocTbi™ B Bepcun TLS
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Nma napameTpa

ssl-dh-param-file

defaults

mode

option

timeout connect

timeout client

timeout server

timeout tunnel

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHue

®daiin napameTpoB npoTokona
Anddpu-XennmaHa.

Obuwwe napametpbl ans
(PPOHT3HAOB.

YkasaHuve KaHaa
XYpPHaIMpoBaHus no
YMOJTYaHUIO.

MpoTOKON ANsi NPOKCUPOBAHWS
Mo YyMO/IYaHMo

BknwoyeHne pasInyHbIX
OYHKUNIA GanaHCUPOBLLMKA.

TalimayT NoAKI0UYEHNS K
63akeHay HAProxy no
YMOHaHMIo.

TaiimayT oxugaHuss OTBETA Ha
3anpoc KnmeHTa B PPOHTIHAE.

TaivayT oxugaHus oTBeTa
cepsepa (y3na, ykasaHHOro B
avpekTuee server B
npuBsA3aHHOM 63kKeHe).

TaiimayT B3auMOAelicTBuSA
Mexay KIMEeHTOM W cepBepa
nocne yCTaHOB/EHNS

coevHeHus ("TyHHens").

MpumeuaHus

vl2 (ana TLS v1.3+ 3T0T napameTp He
NMPUMEHNM).

MouTn BCe cepBUCHI B 06N1a4HOI nnatgopme
ncnonb3yetr npotokon HTTP, nostomy ero
yKasblBaeMm no YMOMYaHMIo. Mpwn
HeobxoAMMOCTU ykasaTb MnpoTokon TCP, TO
SIBHO YKaXuTe AWpPEeKTUBy mode tcp B Tene
(bpoHTEHAA 1 B3KEeHAa.

AupektnBa option npegHasHayeHa gnd
BK/THOMEHUS onpeaeneHHbIX QOYHKLNRA.
Hanpvumep, httplog Bkawoyaer  yHKLUIO
perncTpaumm nogxkItoHeHNn K PpoHTIHAY Mo
npotokony HTTP B XypHasiax cepBuca
HAProxy.

MapameTp He OTHOCUTCS K (OPOHTIHAY.

OTOT  napamMeTp  npefgHasHadeH  Ans
[ONTOXNBYLLMX coeauHeHui ans
npeaoTBpaLleHns paHHero paspbiBa
COEVHEHUsI CO CTOPOHbI GaslaHCMPOBLLMKA

Harpysku.

() B cnwucke chiphers copepxarcs coBpemeHHble BapuaHTbl AES Ha 6ase anroputmos ECDSA (c
nopaepxkon annapatHoro yckopenus AES-NI), anroputmel CHACHA20-POLY1305 1 knaccuueckun
AES c wncnonbsoBaHuem npotokona [Oudbcdom-Xennmana (DH). AnroputM CHACHA20-POLY1305
HeobxoauM Aana 6onee O6bLICTPON NPOrpamMMHON 06pPabOTKM LWKNAPOBAHHOIO COEAMHEHUA MNpPU
HEeBO3MOXHOCTU ucnonb3oBaHma AES ¢ ECDSA, a DHE-AES wucnone3yetca B kauvecTtBe legacy-

BapvaHTa.

4. [MpoBepbTe KOPPEKTHOCTL kKOHMUrypaunm HAProxy:

haproxy -c -f /etc/haproxy/haproxy

5. 3anyctute cepsuc HAProxy:

systemctl start haproxy && \

BCP3 = Hactponka okpyxeHusa- 20



BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

systemctl enable haproxy

HacTtpoiika opoHTEHOa 1 BaKeHaa

[na 6onbwuHCTBAa CepBMCOB ObNayHom nnatdopmbl HEOOXOAMMO HACTPOWUTb OTAenbHble (PPOHTEHAbLI U
63keHabl B HAProxy. B aToM pasgene 6yner nokasaHa oblas HacTpowka, a KoHdurypaumsa byaeTr npeanoxeHa

B pa3aenax caMmnx cepBncos.

() QAns cepsncos co cBoen HacTpowkon 6GanaHCUMPOBLIMKA HAarpysku KoHdurypauus Gynet ykasaHa

oTAeNbHO C NOMHbIM ONNCaHNEM OUPEKTUB.

1. O6wasn koHdurypauma dopoHTEHAA BbIrMAANT CNEayloLWnM 0bpas3om:

frontend service_name

bind "$IP:PORT" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1

http-request set-header X-Forwarded-Proto https

default_backend service_name_backend

Tabnnua koHUrypaumnm
() JNereHpa tabnuubl gocTynHa Ha aTOM cTpaHuue™.

MUms napametrpa  OnucaHue

Hauvano cexkummn onvcaHus

frontend
napameTpoB (OpoHTEHA.

bind Agpec u nopT Ans PPoHTEHAa.

MapameTp bind, BkAOYarOWWiA
ssl pexum LWndppoBaHms ans
hpoHTEHaA.

MapameTp pana bind, nyte Ao
(paina ceptndmkara c K/4oM B
thopmaTe pem. Obs3zaTesnieH, ecnm
ykasaH ssl

crt

Mapametp Aana bind, npotokon

alpn Bbl6Opa Bepcuun HTTP.

OVpekTnBa, no3BonstoLLas
http-request MaHUNyMpoBaTb 3anpocamu
HTTP.

BakeHg nNo  ymonuaHuio A4S
default_backend nepeHanpasneHns 3anpocos
KNneHTa, nepefaHHbIX PPOHTEHAY.

MpumeuaHns

service_name sIB/ISIETCS HA3BaHUEM (DPOHTEHAA.

B bind pomkeH O6bITb yKkasaH agpec mgmt-
nHTepceiica.

MOXHO yKa3aTb HECKO/IbKO ANPEKTYUB bind.

Mo3Bonsaer KNNEHTY Ccoo6LWNTb o]
noaaepXxmnsaemblx npoTokonax HTTP B cepBepe.
lNMocne atoro napameTpa HYXHO yKasaTb CMMCOK
noaaepXunBaembix BEPCUA Yepes 3ansTyto.

2. O6was koHurypaums 6akeHaa BbIrNSANT cregylowmM obpasom:

backend service_name_backend
server glance 127.0.0.1:9292

14 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleo603HaueHus-table-format-desc
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Tabnuua KoHdUrypaumnm

(® Ierexpa Tabnuubl HOCTYMHA Ha STOM CTpaHMLE™.

Nma
OnucaHue MNpumMeyvaHus
napametpa
backend Hauano cekuum onucaHusi napameTpoB —service_name_backend $IBNSieTC MMeHeM
63akeHAa. 63akeHAaa.
B nepeoii no3uumu nocne 3Toro napamerpa
server AZpec CeTeBOrO CEpBUCA, PAcrofioxeHHoro —YKA3bIBAETCA MMs cepsepa, BO BTOpoOU - IP-

3a 6a/1aHCMPOBLLMKOM Harpy3sku. afpec n nopr.
MOXHO yKa3aTb HECKO/IbKO CEPBEPOB.

3. lMocne pobaeneHus wunu un3MeHeHWs dpPOHTeHAa/6akeHaa BHavane npoBepbTe MNPaBUNbHOCTb
KOHdourypaumm:

haproxy -c -f /etc/haproxy/haproxy

4. Nepesarpysute kKoHdurypaumio cepsmuca HAProxy

systemctl reload haproxy

A BO Bpema nepesarpy3ks KOHUrypauum BO3MOXHbI  €0UHUUHbIE OBPbLIBbI  YCTAHOBMEHHbIX
COeaVNHEHWNN.

BCP3 = Hactpownka SSL Termination 8 HAProxy

BeeneHue

(@ WHdopmauus

Cwum. Takxe: BCP3 - YcTaHoBKa 6anaHcupoBLmka Harpysku HAProxy (cm. ctp. 17).

Mo npuHATON pedpepeHcHOW apxuTekType wudpoBaHne cepeucoB OpenStack, kpome Keystone, He
NPOM3BOAUTCA Ha YPOBHE CaMOro cepBuca WNM Ha ypoBHe Beb-cepBepa Apache, a BMecTto 3TOro
ncnonbayetcs doyHkuma SSL Termination'® na yposHe 6anaHcuposiumka Harpysku HAProxy”. 9ta craTbs
KpaTKO OMULLET 3Ty YaCTb HACTPONKM BanaHCUPOBLLMKa.

Ecnn kpatko, SSL Termination nossonser ycTaHaBnuBaTb LWMAPOBAHHOE COEAUHEHWE MEeXAY KMUEHTOM U
camnmMm 6anaHCUpPOBLLMKOM Harpy3ku, a He C CaMUM CEPBUCOM. ITO ynpoLlaeT HaCTPOWKY KOHEUHbIX CEPBUCOB
OpenStack, nozsonset odonoannTtb Harpysky Ha WndpoBaHne, OOHAKO AN HEKOTOPbIX TUMOB HAarpys3ku, Kak
NnokKaabIBa€eT OMbIT, TaKOM BapuaHT TepMuHnpoBaHma SSL He noaxoamnT (B OCHOBHOM, OTHOCUTCS K MPOTOKONaM,
6asupyowmxcs Ha TCP 1 KpanHe UyBCTBUTENbHbLIX K €QUHUYHBLIM NOTEPSAM MakeToB).

B ocHoBHOWM cTaTbe yxe npepocTaBneHa KoHdurypaums ¢ SSL Termination, 3pecb uytb 6onee noapo6bHO
OMNMncaH cam MexaHuaMm.

HacTtponka SSL Termination

CxeMaTnueckn cxema TEPMUHNPOBaAHNA SSL B 6aﬂaHCI/IpOBLLWIKe BbIrNAONT TakK:

15 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnoBHblieo603HaueHus-table-format-desc
16 https:/www.haproxy.com/blog/haproxy-ssl-termination/
17 https:/www.haproxy.com/
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HAProxy SSL Termination (HTTPS)

www-backend

i '“\.I
o s ———1-1
|I & I| i |
sst. N
User haproxy-www
https:/fexample.com/ www-2

Cxema tepmuHupoBaHns SSL

Monb3oBaTtenb nNpu coeavHeHuM K (QaHHOM criyyae) K Beb-cepBepy MO WMAPOBAHHOMY COEAUHEHUIO
CoeauHseTcs C 6anaHCUPOBLLMKOM Harpysku.

B cdopoHTEHAE BanaHCKMpPOBLLMKa yKasaHbl cnegyowmne HacTPONKU:

frontend service_name
bind "IP:PORT" ssl crt /usr/local/etc/haproxy/cert.pem ...

MNMapameTp ssl ykasbiBaeT Ha TO, uto HAProxy oxupaer nogkniwoueHus no npotokony TLS, a crt ykasbiBaer,
Kakow Koy ans wudppoBaHus cregyet MCnonb3oBaTk.

MNonb3oBaTenbCkum 3anpoc B PPOHTEHAE pacWMdPOBLIBAETCA M Aanee nepepaercid 63keHay, B KOTOPOM
yKasaHbl agpeca CeTeBblXx CEPBUCOB. IDTOT 6G3KEHA MO YMOMYAHWUIO He WCNOMb3yeT LMdpPoBaHUE MNpu
noaknoueHun. OH coaepXnT CneayoLyio KoOHdUrypaumio:

backend service_name_backend
server service IP:PORT

B napameTpax server gunpekTtnBa ssl He ykasaHa, B aToM cnyuyae HAPRoxy npu coeguvHeHun C CeTeBbIM
cepBNCOM He ByaeT nbiTaTbCa UCMONb30BaTb NpoTokon TLS, a Bocnonbayetcs uncteiM npotokonomM HTTP (npwu
mode http).

OTa HacTponka v ABNAeTCs BKNIOYEHNEM TepMuHupoBaHms SSL.

BCP3 = YctaHoBKa n HacTpounka CYB[l MariaDB

BeepeHune

Bcé coctosaHue obnauHom nnatdopMbl XPaHUTCA B €AMHOM UCTOUHUKE W XpaHunvwe AaHHbix — 6a3e AaHHbIX
SQL. B kauecTtBe pedepeHcHon cnucteMbl ynpaeneHna 6asamm aaHHbix (CYB[) B pedoepeHCHON apxuTekType
ncnoneadyetcsa MariaDB.

MariaDB™ - ato CYB/l C OTKpbITbIM WCXOAHLIM KOOOM, KOTopas sBnsercs dopkoM npoekta MySQL'™ nocne
nepexona Npas Ha sTOT NPOAYKT koMnaHun Oracle?®. Ha aaHHbIl MOMEHT NPOAOMXaeT akTUBHO PasBUBaTLCA?!
N ae-pakTo ABnAseTcs CTaHAapTOM Ans OONbLMHCTBA PachpOCTPaHEHHbIX AMCTpMOYTMBOB Linux. Bbibop
MariaDB cBssaH ¢ TeM, Uto OH nyule Bcero npotectnposaH kak CYB[ ana cepsncos OpenStack.

BTOPOI1 KOMMOHEHT, UCMOMNb3yeMbil B peddepeHCHO apxutektype — ato Galera??. 970 pacwupenue ans
MariaDB, nossonsiolee passopaumBaTb kKnactepHole BapuaHtsl CYB[ MariaDB B pexxume Master/Master: Bce
9K3EeMNNSAPbI TAKOro Knacrepa MOryT NMPUHUMAaThL 3anpochl Kak Ha uTteHue, Tak 1 Ha 3anuck. [lo sBepcum 10.6
Galera ymena pennuuupoBaTh TONbLKO MOMb3oBaTeNnbCkue AaHHble B doopmate InnoDB23, ¢ 10.6 noseunack
noonepxka ABMXKa XpaHeHus Aria®* (B akcnepuMeHTanbHOM pexume, kak 1 MylSAM?®), B koTopoM xpaHaTcs

18 https:/mariadb.org/

19 https:/www.mysgl.com/

20 https:/www.oracle.com/index.html

21 https:/github.com/MariaDB/server

22 https:/mariadb.com/kb/en/what-is-mariadb-galera-cluster/
23 https:/mariadb.com/kb/en/innodb/

24 https:/mariadb.com/kb/en/aria-storage-engine/

25 https:/mariadb.com/kb/en/myisam-storage-engine/
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BCce cucTtemHble Tabnuubl MariaDB. C Bepcumn 10.1 Galera BknioueHa B cocTtas cepsepa MariaDB n otaensHo
€ro yctaHaBnmBaTb He TpebyeTcs.

Cepsep MariaDB ucnonesyet nopt 3306/TCP26, Galera - noptei?’ 4567/TCP, 4568/TCP u 4444/TCP.

YctaHoBka MariaDB
YctaHoBka MariaDB npon3BoamnTCs B HECKOMbKO LIaros.

1. YctaHoBuTe naket MariaDB n 6ubnunoteky Python ans pa6ortel ¢ aton CYB/:

dnf -y dinstall mariadb mariadb-server python3-PyMySQL

() CraHpapTHble NyTM A0 KOHUTypaumm:
- Jetc/my.cnf.d - kaTanor c KoHoUrypaumen.
- Jetc/my.cnf.d/my.cnf - OCHOBHOWN KOHOUIypaLMOHHbIN doann. ToT hann MEHATb

He cnegyer.
« /etc/my.cnf.d/openstack.cnf - chann koHdpurypauumn CYB ana cepencos
OpenStack.

2. B gpann /etc/my.cnf.d/openstack.cnf gobaBbTe cneaytowme napameTpbl (onucanue (cw. ctp. 26)):

[mysqld]
bind-address = 10.0.0.11

default-storage-engine = innodb
innodb_file_per_table = on
max_connections = 4096
character-set-server = utf§
collation-server = utf8_general_ci

3. [ns cepeepa MariaDB Heob6xoanMo NogHATb MMMUTLI Ha OTKPbITbie hannosblie aeckpuntopbl B OC. [Ans
aToro cospante dpann no nytm /etc/systemd/system/mariadb.service.d/limits.conf u
yKaxuTte cnegyioliee:

[Service]
LimitNOFILE=10000

4. lMepesarpysnte koHdurypauuio systemd ana obHosneHus oHuta MariaDB:

systemctl daemon-reload

5. MNocne coxpaHeHus KoHdUrypaumm sanyctute cepsuc MariaDB n nobasbTe ero B aBTo3anyck:

systemctl start mariadb
systemctl enable mariadb

O6bluHag yCTaHOBKa Ha STOM 3aKaH4MBaeTCs.

HacTtpowka knactepa Galera

IOna knactepHoro BapuaHta MariaDB ¢ ucnons3oBaHuem Galera Heobxoanmo [o6aBWUTL NapameTpa Aans
NPOTOKONa CUHXPOHM3aLUKn wsrep?8,

() Galera BctpoeHa B auctpubyumio MariaDB, nostomy otaensHO ycTaHaenueaTth naketsl He Tpebyetcs.
MNaketel MariaDB ponxHbl 6bITb YCTAHOBMEHbI Ha BCEeX y3nax, rae OyayT 3anylweHbl SK3eMmnnsapbl
knacTtepa Galera.

A [Ona npoaykTMBHLIX CUCTEM 06A3aTENbHO HY)XHO WCMONb30BaTh Kak MUHUMYM TpW 3K3emnnspa
knactepa Galera. [To ymonuaHuio Galera cneguT 3a TeM, UYTO GOMbLWMHCTBO 3K3eMmnnapos (>50% ot
obLllero konuMuyecTBa y3noB B Knactepe) MOXET NpuHUMaTb 3anpockl, nHave goctyn kK B[ (paxe

26 https:/www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml?search=3306#Monty
27 https:/galeracluster.com/library/documentation/firewall-settings.html
28 https:/galeracluster.com/library/documentation/architecture.html
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uTeHne) 6ynet 3abnokuposaH (noapobHee?®). BosaMoxeH BapuaHT C WCnonb3oBaHuem apbutpasc,
opHako Takom cnoco6 wuHcTtannauum B basnc.Cloud Ha paHHbIN MOMEHT odouuManbHO He
noaaepXxunsaeTcs.

. YctaHosute MariaDB Ha Bcex y3nax kak npu 06bIUHOM YCTaHOBKE, rae npeanonaraeTca 3anyctuTb
9K3EMMNAPLI KNactepa 1 NPUMUTE MUHUMAaSbHYIO KOHAUIypauuio.

. Cospante cpann /etc/my.cnf.d/galera.cnf co cnegyiowum cogepXXmMbiM (onMcaHune (cum. ctp. 27)):

[galera]

wsrep_on = ON

wsrep_cluster_address = gcomm://controllerl,controller2,controller3
wsrep_provider = /usr/lib/galera/libgalera_smm.so

binlog_format = ROW

default_storage_engine = InnoDB

innodb_autoinc_lock_mode = 2

innodb_doublewrite = 1

innodb_flush_log_at_trx_commit = 0

innodb_buffer_pool_size=2G

Mocne aToro HeobxoavMa MHULManM3aLumus knactepa: OavH U3 y3noB ¢ akaeMmnnsapoM MariaDB gonxeH
3anyCTUTLCS U CTaTb YCMOBHLIM MacTEPOM, C KOTOPOrO OCTallbHbIe 3K3EMMNMAPLI NOMyyYaT PEnuKY.
Bribepute Takom y3en u B HEM 3anycTuTe KOMaHay:

galera_new_cluster

B cnyuae ycnexa npownas koMaHAa OOMKHa BEPHYTb NyCcTon BeiBoA. Yepes systemctl nposepbTe
cTaTyc cepsuca mariadb (ctatyc cepsuca gonxeH 6biTb "Active"):

systemctl status mariadb
Bo Bcex ocTanbHbIX y3nax Hy>XHO NPOCTO 3anyCTuTb cepsuc mariadb:
systemctl start mardiadb
B niobom yane 3anante B nHTepaktuBHyio ceccuio ¢ CYB/;
mysql
MNonyunTe kOonMuecTBO AOBABNEHHbIX B KNnacTep y3nos:
SHOW GLOBAL STATUS LIKE 'wsrep_cluster_size';

Bbl 4ONXXHbI nonyyunTb NPUMEPHO Cﬂeﬂ,y}OLLl,I/II;I BblBOAO:

Fom tmm +
| Variable_name | Value |

Fom tmm +
| wsrep_cluster_size | 3 |

Fom tmm +

Tenepb npu obpalleHnn k Nob6oMy agpecy n3 cnucka knactepos Galera Bbl 4OMKHbI NONYUNTb
oavHakoBbIn otBeT oT CYB/.

8. BbinonHute KOMaHAYy Ongd yka3aHuqa 6a30BbIX napameTpos 6e3onacHoOCTU:

mysqgl_secure_installation

Ha sToM nepBuuHas HacTporka knactepa Galera 3akoHuUeHa.

HacTtpownka Galera B HAProxy

@® Cwm. rakxe:BCP3 - YctaHoBka 6anaHcmposlumka Harpysku HAProxy (cwm. ctp. 17).

B pegpeperHcHon apxutekType poctyn oo cepsucoB Galera npepocrtaBnsetcsa uepes ©GanaHCMpOBLUMKA
Harpyskun. KoHdourypauma ana HAProxy BeirnaguT cnefyowmm obpasoM (onucanue (cm. ctp. 28)):

global

29 https:/galeracluster.com/library/documentation/crash-recovery.html
30 https:/galeracluster.com/library/documentation/arbitrator.html
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log stderr daemon
maxconn 10000

defaults

log global

mode tcp

option tcplog
timeout connect 3s
timeout client 3m
timeout server 3m
timeout tunnel 1h

resolvers k8s
parse-resolv-conf
accepted_payload_size 8192

frontend galera
bind :3306
default_backend galera_backend

# Send all traffic to a "master" server. HAProxy should acquire new address 1if current
one s down.

# https://dba.stackexchange.com/questions/203956/mysql-galera-cluster-mass-update-delay
# https://galeracluster.com/library/kb/deadlock-found.html

# https://ghostaldev.com/2016/05/22/galera-gotcha-mysql-users

backend galera_backend

option mysql-check user password

server master galera.domain.loc:3306 check resolvers k8s init-addr none

OTMETMM HEeonMMCaHHbIE YacTy KOHMUrypauum.

OnucaHue HacTponku 63akeHpa
B HacTpownkax 69keHaa MOXHO 3aMeTUTb Cneaylolme HI0OaHCbl HACTPOWKW.
1. JaHHasa cTpoka BKMlouaeT napaMeTp NPoBEepKM 4OCTyNa K 6a3e faHHbIX METOLOM ayTeHTUduKauum B

CYB/ ykasaHHbIM nonb3oBaTeNneM U Naponem:

option mysql-check user password

() Cepsep B KoHGUrypauuu ykagbiBaeTcsi OAMH, MOTOMYy UTO B PEPEPEHCHON apXxuTeKType
NPUHATO, UYTO agpeca y3nos knactepa Galera pernctpupytorcs B cepeepe DNS no ykasaHHOMy
B KOHChUrypauum 6akeHaa agpecy.

2. Mpu 06bI4YHOM yCTaHOBKE MOXXHO NPOCTO yKasaTh Tpu y3na Galera siBHO, B 9TOM Criyyae KoHdurypauus
NPUMET cneayownn Bua:

backend galera_backend

balance source

option mysql-check user haproxy

server nodel 192.168.1.1:3306 check weight 1
server node2 192.168.1.2:3306 check weight 1
server node3 192.168.1.3:3306 check weight 1

AnroputMm 6anaHCMpOBKK Source MOo3BONSAET npueasbiBaTb ceccun TCP KNWMEHTCKUX NPUNOXEHUA K
KoHKpeTHoMy ak3emnnsapy CYB[ B knactepe Galera.

Tabnuubl KOHUrypaumm

(® INerenpa Tabnuu goctynHa Ha stoi crpanmnue®.

O6wwne napametpbl MariaDB

31 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleo603HaueHus-table-format-desc
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Nma napameTpa OnucaHue

Fnob6asnbHble
cepsepa MariaDB.

[mysqld] napameTpsbl

default-storage- YKa3zaHue [ABUMXKa XpaHeHus

engine 6a3bl JaHHbIX.
. . XpaHeHne  Tabnn 6a3bl
innodb_file_per_tab P 4
le [AaHHbIX B OTAENbHbIX
dharinax.
. MakcumasibHoe  KosiM4yecTBo
max_connections o
coefvHeHun kK CYB[.
Koamposka C/MBOJ10B,
character-set-server  UCNO/b3yEMbIX B 6ase
[JaHHbIX.
lNpeacrtaBneHne  CMMBOJSIOB,
collation-server NCNosib3yeMbiX B 6ase
[AaHHbIX.

NapameTpbl knactepusaumm Galera

Nmsa napametpa OnucaHue
I MeTpbl
[galera] apamerp
pennukaumu Galera
BkntoyeHne npoTokona
wsrep_on
wsrep API
Cnucok ajpecos
wsrep_cluster_address 3K3eMNMSPOB Knacrtepa
Galera.

MyTb g0 6GMGAMOTEKU C

wsrep_provider peanusaumner
NpoTOKO/a wsrep.
dopmart GUHapPHbIX

binlog_format ypHanos34cocTosHus
B/,

32 https:/mariadb.com/kb/en/character-sets/
33 https:/mariadb.com/kb/en/character-sets/
34 https:/mariadb.com/kb/en/binary-log/

MpumeyaHus

OpenStack nogaepxmnBaeT TOMbKO InnoDB.

1ot napamMeTp YyKasblBaeTCA KakK onTtumMmnsayns
npon3soanTE/NIbHOCTU.

[na  pediepeHCHON apxuTekTypbl B  KayecTse
AedoniTa NPUHATO KO/IMYECTBO B 4096 coeaMHEHWIA. B
60/IbLUMHCTBE C/ly4yaeB 3TOro AocTtatodHo. OpHako
ANnA o4eHb 6O/bLINX WHCTaNNAUMIA 3TOT napamertp
MOXHO yBenmumBatb U ganee. He 3abygbre Tak Xe
yBenmunTb niuMuTbl OC nofile (06 3TOM HUXE).

JTOT napamMeTp YkKasbiBaeT 06y KOAMPOBKY
CMMBOMIOB, KOTOpble 6yayT UCMONb30BaHbl  MpU
XpaHeHNn TEKCTOBbIX AaHHbIX BHYTpU BJ. OpenStack
noadepXxunBaeTr TOMbKO 3Ty KOAMPOBKY (MariaDB
ncnonb3yet latinl no ymonyaHuw), MNo3ToMy eé
HeobxoaMMo $IBHO YykasaTtb. [NogpobHee 06 3TOM
MOXHO y3HaTb 37ech>2.

JTOoT napameTp TO, KakMM  MOACEMENCTBOM
yKa3aHHOiA KOAMPOBKMN CUMBO/TbI oyayT
npeacTaBneHbl ans KaKnx-moo onepauui,

HanpumMmep, COPTMPOBKK noseit. MNogpobHee 06 3TOM
MOXHO y3HaTh 31echs,

MpumMevaHus
wsrep APl 4BNAETCA  BHYTPEHHUM  MEXaHWu3Mm
pennukauMy  daHHbIX B[ mexay 3k3emnaspamu

Knactepa. 1o ymMon4aHuIo OH BbIK/HOYEH.

Cnncok cepBepoB HYXHO YKasbiBaTb 4Yepes3 3ansiTyto,
NMOPT MOXHO YyKasaTb, [A06aBMB K [OMEHY 3Hak
[IBOETOUMSI.

Y6eantech, YTo NyTb A0 GMGINOTEKN KOPPEKTEH.

Ha  MomeHT  Hanucavusa  Galera  odmumansHO
noaiepK1BaeT Tosbko copmar ROWS® B cuny Toro, uto
OH AiB/MISieTCH cambIM 6e30nacHbIM hopMaToM XpaHeHus
BUHaPHBIX XXYPHa0B.

35 https:/mariadb.com/kb/en/mariadb-galera-cluster-known-limitations/
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Nma napameTpa

default_storage_engine

innodb_autoinc_lock_m
ode

innodb_doublewrite

innodb_flush_log_at_trx
_commit

innodb_buffer_pool_size
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OnucaHue

CTaHOapTHLIN  ABUXOK
XpaHeHusi 6a3bl JaHHbIX

Pexum BGNOKNPOBKN
aBTOMHKpeMeHTa®

BkntoueHne oydepa
[BOIHOW 3anmcu.

Monuntuka 3anucu
[aHHbIX TpaH3akuun B
6ychbepHoMm xypHase.

Pasmepa  GydhepHoro
nyna B O3Y pgna
NPOMEXYTOYHOIA

3anMcy  TpaH3akuuin K

B/,

Hactponkun HAProxy

MpumeuaHus

Galera nognepxuBaeT penvkauuio AaHHbIX TOJIbKO C
OBWXKOM InnoDB.

Ecnn  kpaTko, aBTOMHKPEMEHT Heobxogum  Ons
reHepaumm  uaeHTUukaTtopoB AN OOLEKTOB,
fobaBnsemblx B 6a3y  faHHbIX. [lapavetrp 2
("interleaved") BbIKNOYaET G/IOKUPOBKY MpU KOMaHAax
INSERT, 4yTO MO3BOMSIET 3anyckaTb Cpasy HEeCcKONbKo
WHCTPYKUMiA INSERT 04HOBpPEMEHHO. 3T0 6e30nacHo npu
ucnosb3oBaHunm  ROW-chopmata N GUHApPHBLIX
KYPHA/I0B 11 NO3BONSAET NOBLICUTL BbicTpoaelicTene.

Takke  HYXHO OTMETWTb, 4YTO npu  paboTe
aBTOMHKPeMeHTa |ID 06bEKTOB ByayT yBeNMUMBaThCS Ha
Luar, paBHbI YnCy y3/10B Kractepa Galera.

3TOT napameTp MO3BOMSET YBENYUTb HAAEXHOCTb
knactepa Galera: npy cbpoce CTpaHULbl AaHHbIX Ha
Anck MariaDB BHadvane 3anuwieT faHHble B Oydiep
[ABOWHOI 3anucun 1 NMWb Nocne Toro, kak oHa ybeanTcs,
4yTO 3anucb OblNa BbIMOMHEHA YCNELHO CTpaHuua
6yfeT 3anMcaHa B KOHEYHON Tabnuue 6a3bl AaHHbIX.
Mpy BOCCTAHOBAEHUW [AaHHbIX MariaDB cpaBHWT
YCMELLHO 3anncaHHble 3n1eMeHTbl B Bycdhepe ¢ aHHbIMM
B KOHe4yHOW Tabnuue pAdaHHbiXx. Ecnu 3anucu 6yayTt
OT/INYATbLCS, 3HAYUT, 3aM1Cb B KOHEUYHOW Tabnuue byaeT
cunTaTbeca HeBanuaHo. MoapobHee 3eck3e,

OTpuuatenbHo BAWSET Ha  MPOM3BOAUTENBHOCTb
Knactepa un3-3a ABOIHOW 3anncy Ha ANCK.

Mpy pexume 2 B BydepHbIin XypHan GyaeT nonagartb
NHhopMaUmMsa O TpaH3akUuuMsax, B AUCK 3Ta MHdopmaums
OyLeT copacbiBaTbCA KaxXAylo cekyHay. Ans obblYHbIX
YCTaHOBOK — 3TO OMacHbI NnapameTp, O4HaKo B C/yyae
Galera fgaHHble O TpaH3aKUUSAX PEnMuUUpYTCa Mexay
y3lamy B CUHXPOHHOM pexume, MO3TOMY HeT
HagobHOCTM B cbpoce OGychepHOro >XypHasa npu
KaXXA0W TpaH3aKuMm (PEXUM 1, N0 YMONYaHWIO).

QOueHb CUNbLHO NONOXNTENTbHO
npon3BoanTENILHOCTL KacTtepa.

BNnAeT Ha

JTo0 napameTp AN onTuMu3auMn ObICTPOAENCTBUS,
onpegensownii, ckonbko O3Y  MOXeT  3aHATb
6ydepHblii nyn MariaDB. Pa3paboTunky pekoMeHayroT
ykasbiBath>® pasmep nyna o 80% OT AOCTYMHOrO
ob6bema O3Y. OgHako pasmepbl B OpenStack He cToMb
6onblive, NoaToMy B  OGONbLWMHCTBE  C/yyaes
[OCTaTOYHO  yKaszaHus 2 rurabamt (gaxe  3TO
CBEPXMHOIO, B uvAeasie pasmep Oydepa [O/KEH
COCTaB/IATb pasmep Bcex 6a3 +10-15% cBepxy).

(® Jerenaa Tabnuubl gocTynHa Ha ston cTpanuue®.

36 https:/mariadb.com/kb/en/auto_increment/
37 https:/www.percona.com/blog/2017/07/26/what-is-innodb_autoinc_lock_mode-and-why-should-i-care/
38 https:/mariadb.com/kb/en/innodb-doublewrite-buffer/
39 https:/mariadb.com/kb/en/innodb-buffer-pool/

40 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleo603HaueHus-table-format-desc
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(i) 3mechb BKMOUEHbI TONbKO CTPOKM, KOTOPbIE HYXXHO A0BaBUTL B CTAHAAPTHYIO KOHPUTYPaLMIO (cv. cTp. 17)

HAProxy.

MUma napameTpa

resolvers

parse-resolv-conf

accepted_payloa
d_size

OnucaHue

MapameTpbl PE30/IBUHIA AOMEHHbIX UMEH

JobaBneHune Bcex cepBepoB DNS, ykazaHHbIX
B /etc/resolv.conf, B CIMCOK nameservers ans
HAProxy.

YKasaHne paspelléHHoro pasmepa Tena
3anpoca DNS.

MpumeuaHns

PekomeHyeTcs CNONb30BaTh
BHYTPEHHIOID peanu3auuio  pe3osiBUHra
DNS*'BMecTo cucTeMHoit Ha 6ase libe.

Heo6xoanMo Ans BKIUeHus EDNSA2,

BCP3 = YcTtaHOBKa cepBuca memcached

memcached®® - 3T0 NPOCTON CeTeBOi CEepBUC K3LWMPOBaHUSA AaHHbIX. MHorne cepsuckl OpenStack moryT
KaWnpoBaTb YacTb AaHHbIX B 3TOM CEPBUCE, B YaCTHOCTU, NpoekTbl Keystone n Nova. memcached xpaHuTb
nHcbopMaLMIio B onepaTUBHOM NaMaTh B Buae xelu-Tabnuibi*4. KswmnposaHe Ha AMCK He noanepxmsaercs.

Cepsuc ncnonbayet nopt 11211/TCP.

YcTtaHOBKa cepsuca

YctaHOBKa memcached TpuBmanbHa.

1. YctaHoBuTe nakeT memcached n 6ubnuoteky ans Python:

dnf -y dinstall memcached python3-memcached

(@ CraHpapTHble NyTU A0 KOHUrypaumu:
- /etc/sysconfig/memcached - OCHOBHOW chann KOHUrypauuu.

2. B ocHOBHOM dhanne koHdurypaumm Kaxxmte agpec mgmt-uHtepdoenca B napaMeTpbl MPOCNYLLMBAHWNS:

OPTIONS="-1 127.0.0.1,::1,controller"

@ JononHuteneHbie agpeca MOXHO yKa3blBaTb Yepes 3anaTylo.

3. 3anyctute ceperuc memcached u fo6aBbTe €ro B aBTO3anyckK:

systemctl start memcached.service
systemctl enable memcached.service

A Y memcached HeTr BCTpoeHHbIXx cpeacTs obecneueHns HA. B npoayKTMBHBLIX cpeaax MOXHO
MCMONb30BaTb HECKONbKO OTAenbHbiXx memcached-cepBepoB U yka3aTb WX agpeca B
KoHdourypaumio cepsrucoB OpenStack. B pedepeHcHom apxmtekTtype memcached 3anyckaercs
B €OMHWYHOM 3K3eMnnsipe B CBOEM KOHTEMHEpe U OYHKLMM YCMNOBHOW OTKa30yCTOMUMBOCTU
obecneunBaeTcs Co3naHNEM HOBOIO aK3EMMsApa KOHTENHEPaA C CEPBUCOM Mpu npobnemax co
CTapbIMm.

[lpoBepka paboTbl cepBuca

1. MNMpoBepbTe cTatyc loHMTa memcached:

41 https:/www.haproxy.com/blog/dns-service-discovery-haproxy/

42 https:/ru.wikipedia.

org/wiki/EDNS

43 https:/memcached.org/
44 https:/ruwikipedia.org/wiki/%D0%A5%D0%B5%D1%88-%D1%82%D0%B0%D0%B1%D0%BB%D0%B8%D1%86 %D0%BO
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systemctl status memcached

@ B oTtBerT Ha KOMaHAy Bbl OOMXHbI MONYYNTb NPUMEPHO Cﬂe,D,yFOLIJ,I/IVI BblBOAO:

e memcached.service - memcached daemon

Loaded: loaded (/usr/lib/systemd/system/memcached.service; enabled; vendor
preset: disabled) <---- HOHUT gomkeH nmetb ctatyc enabled (He B vendor preset)
Drop-In: /run/systemd/system/memcached.service.d

L zzz-1xc-service.conf

Active: active (running) since Sun 2021-11-07 21:02:31 UTC; 7s ago <----—
[omkeH 6bITb cTatyc active (running)

Main PID: 733 (memcached)

Tasks: 10 (limit: 204240)

Memory: 1.6M

CGroup: /system.slice/memcached.service

L_733 /usr/bin/memcached -p 11211 -u memcached -m 64 -c 1024 -1
127.0.0.1,::1,controller

Nov 07 21:02:31 tnx-mgmt-almalinux systemd[1]: Started memcached daemon.

2. MNpoeepbTe cTaTyC Nopra:

ss —tnlp | grep 11211

(i) B oTBeT Ha koMaHAy Bbl AOMKHbI NOMYYMTh MPUMEPHO CMEAyIOWNiA BLIBOL:

LISTEN 0 1024 10.236.64.231:11211 0.0.0.0:* users:
(("memcached",pid=733,fd=28))

LISTEN 0 1024 127.0.0.1:11211 0.0.0.0:% users: (("memcached",pid=733,fd=26))
LISTEN 0 1024 [::1]:11211 [::]:* users:(("memcached",pid=733,fd=27))

Konnuectso LISTEN-noptoB [AOMKHO coBnagatb C KOMMUYECTBOM afpecoB, YKas3aHHbIX B
OPTIONS ocHoBHoOro dhanna KoHurypaumm cepsumca.

3. Mopakniountecs K memcached—cepBepy uepes yTunnuTy netcat n BbI3OBUTE KOMaHAY version rnocne
YCTaHOBNEHNA COEANHEHNA C CEPBNCOM:

nc -v controller 11211
—————— lMocne ycTaHOBNEHUSI COEANHEHUSA ——————
version

@ B oTtBeT Ha KOMaHAy Bbl OOMXHbI MONYYNTb NPUMEPHO CﬂeﬂleLLlI/Il;I BblBOL:

nc -v controller 11211

Ncat: Version 7.70 ( https://nmap.org/ncat )
Ncat: Connected to 10.236.64.231:11211.
version

VERSION 1.5.22

quit

BCP3 = YcTtaHoBKa cepBuca RabbitMQ

BeBepneHune

OpenStack cocTtouT n3 MHOXeCTBa CEPBUCOB, KOTOPbIE AOMKHbI OOMEHUBATLCSA Mexay cObon nHopmaunen.
[nsa atoro oHn ncnonbaytot npotokon AQMP B nuue cepsepa RabbitMQ.
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RabbitMQ*® - 310 NPOEKT C OTKPbITLIM UCXOAHBIM KOAOM, PEann3aLmio CETEBON CEPBUC OBMEHa COOBLLEHNAMM
B pexume Publisher-Subscriber (Pub/Sub)®. Beinensercs xopolein NpousBoaUTeNsHOCTLIO, AOCTAaTOUHO
NpPOCTON KOHAUrypaumen n AOCTyneH BO BCEX N3BECTHbIX ANCTPUOYTMBAX.

RabbitMQ ncnonbayet nopt 5672/TCPY.

YctaHOBKa cepBUCa

RabbitMQ poctyneH us odoumumnanbHbIXx PENO3UTOPUEB

1. YcTtaHOBMTE NakeT C CEPBUCOM:

dnf -y dinstall rabbitmg-server

(@ WHdopmauus
CraHpapTHble NyTH A0 KOHUrypauum:
- /etc/rabbitmg - katanor koHdUrypaumuy;

- J/etc/rabbitmqg/rabbitmqg.conf - ocHoBHOW chann koHpUrypauum.

STn nNyTM MOryT OTCYTCTBOBaTb B dpamnoBon cucteme. B aToM cnyyae ux MOXHO co3gaTtb C
npasamMun Ansa nonb3osartens rabbitma:

mkdir /etc/rabbitmqg
> /Jetc/rabbitmq/rabbitmqg.conf
chown -R rabbitmqg:rabbitmqg /etc/rabbitmqg

2. RabbitMQ no ymonuaHuio cnywaet BCe AOCTYMNHbIE CETEBLIE MHTEPAOENCHL. B NpoayKTUBHLIX cpeaax
HeobxoauMO cnylwaTbk TONbKO mgmt-uHTepdenc, ykasas IP-agpec yana B sTon cetu:

listeners.tcp.l = 10.0.0.11:5672

@ MNpvmevarus:
- B pedepeHCHOM apxnTeKType 3TOT NapameTp He TpebyeTcs, Tak Kak ceTeBon AOCTyn A0
RabbitMQ koHTponupyeTca KOHTEMHEPHON BUPTYyann3aumen.
+ He ncnonbaynte noMmeHHble MMeHa aAng listeners, MHaue Bbl NonNyunTe OWNOKY 3anycka.

3. 3anycTute cepBuc n gobasbTe €ro B aBTO3anyck:

systemctl start rabbitmg-server.service
systemctl enable rabbitmg-server.service

[lpoBepka paboTbl cepBuca

1. MNMpoBepbTe cTatyc loHMTa memcached:

systemctl status rabbitmg-server

(i) B oTBeT Ha koMaHAy Bbl AOMKHbI MOMYYMTh MPUMEPHO CMEAyIOWNIA BbIBOL:

e rabbitmg-server.service - RabbitMQ broker

Loaded: loaded (/usr/lib/systemd/system/rabbitmg-server.service; enabled;
vendor preset: disabled) <---- HOHUT gonxeH umetb ctatyc enabled (He B vendor
preset)

Drop-In: /run/systemd/system/rabbitmg-server.service.d
Lzzz-1xc-service.conf

Active: active (running) since Sun 2021-11-07 21:13:32 UTC; 56s ago <----
[omkeH 6bITb cTatyc active (running)

45 https:/www.rabbitmg.com/

8 https:/ruwikipedia.org/wiki/%D0%98%D0%B7%D0%B4%D0%B0%D1%82%D0%B5%D0%BB%D1%8C-
%D0%BF%D0O%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%87%D0%B8%D0%BA_(%D1%88%D0%B0%D0%B1%D0%BB%D0%BE %D
0%BD_%D0%BF%D1%80%D0%BE%D0%B5%D0%BA%D1%82%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D1
%8F)

47 https:/ru.adminsub.net/tcp-udp-port-finder/5672
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Main PID: 1955 (beam.smp)

Status: "Initialized" <---- [oskeH 6bITb cTatyc "Initialized"

Tasks: 91 (limit: 204240)

Memory: 74.2M

CGroup: /system.slice/rabbitmg-server.service

F—l955 /usr/1lib64/erlang/erts-10.6.4/bin/beam.smp -W w -A 64 -MBas ageffcbf
-MHas ageffcbf -MBlmbcs 512 -MHlmbcs 512 -MMmcs 30 -P 1048576 -t 5000000
-stbt db -zdbbl 128000 >

2057 /usr/lib64/erlang/erts-10.6.4/bin/epmd -daemon
F-2211 erl_child_setup 1024

2268 inet_gethost 4

L2269 inet_gethost 4

2. MpoeepbTe cTaTyc nopta RabbitMQ:

ss —tnlp | grep 5672

@ B oTtBeT Ha KOMaHAy Bbl OOMXHbI MONYYNTb NPUMEPHO Cﬂe,D,y}OLIJ,I/Il;I BblBOAO:

LISTEN 0 128 10.236.64.231:5672 0.0.0.0:% users:
(("beam.smp",pid=1955,fd=90))
LISTEN 0 128 0.0.0.0:25672 0.0.0.0:% users: (("beam.smp",pid=1955,fd=77))

MopTOB AOMKHO ObITb KAK MUHUMYM 2:

- 5672 - Tpebyetca ana poctyna k RabbitMQ cepsucamu obnauHon nnatopmbl;

- 25672 - TpebyeTcs ana obueHns mexay nHctaHcamm RabbitMQ (doyHkuum
Knactepusaumu) n ons AocTyna K ynpasneHuio cepeuca yepes CLI. Homep nopra
reHepupyeTcs yBenmueHmeM OCHOBHOro nopta Ha uucno 20000 (5672+20000=25672)

NMonpobHee o ceTeBbix HacTpoikax RabbitMQ MoxHO y3HaTh 3neck?e.

3. lNpoBepbTe cTaTyC NnopTa cepsuca epmd:

ss —tnlp | grep 4369

() B oTtBeT Ha kOMaHAy Bbl AOMKHbI NOMYUYNTL MPUMEPHO CNEayIOWNI BbIBOA:

LISTEN 0 128 0.0.0.0:4369 0.0.0.0:% users: (("epmd",pid=2057,fd=3))
LISTEN O 128 [::]:4369 [::]:* users:(("epmd",pid=2057,fd=4))

epmd no yMonuaHuio NPOCnyLIMBAET BCE MHTEPAENCHI.
NMoapobHee o ceTeBbix HacTpolkax RabbitMQ MoxHo yaHaTh 3neck?®.

4. TonyunTe paHHble cocTosHus RabbitMQ:

rabbitmqctl status

(i) B oTBeT Ha koMaHAy Bbl AOMKHbI NOMYYNTb MPUMEPHO CNEAyOWNiA BLIBOL:

Status of node rabbit@tnx-mgmt-almalinux
Runtime

0S PID: 1955

0S: Linux

Uptime (seconds): 607
RabbitMQ version: 3.8.3

CospaHune HavanbHbIx 06bekToB B RabbitMQ

[ns cepencos OpenStack n TIONIX gonxHbl MCNONb30OBaTLCA CBOW YUETHbIE 3anuUcK ANs AOCTyna K CepBUCy
RabbitMQ

48 https:/www.rabbitmg.com/networking.html
49 https:/www.rabbitmg.com/networking.html
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() Bonee noapobHo 06 ayTeHTUdMKaLMM B RabbitMQ MoxHO yaHaTk no atoi cebinke®,
1. CospaitTe nonb3oBatens openstack n NnpegocTasbTe BCE Npasa:

rabbitmqctl add_user openstack RABBIT_PASS
rabbitmqctl set_permissions openstack ".x" " x" " x"

2. ns cepsucos TIONIX HacTpowka vyTb 6onee cnoxHas. BHauane cospnainTte nonb3oBartens u
BUPTYyanbHbIin y3en® tionix:

rabbitmqctl add_user tionix TIONIX_RABBIT_PASS
rabbitmqctl add_vhost tionix

() Hosbm BupTyanbHbin y3en RabbitMQ Heobxoanm Ans pasaenenus ouepenn coobuieHun
cepsucos TIONIX ot cepsucor OpenStack, kotopble 6yoyT MCnonb3oBaTb BUPTYanbHbIN y3en
Il/ll.

3. lNpenocTtaBbTe nonb3oBaTtenio tionix HeobxoanMble nNpasa:

rabbitmqctl set_permissions —-p tionix tionix ".x" Mok M "
rabbitmqctl set_permissions tionix ".x" ", x" " x"

[oToBO, HacTpoWKa 3aBepLueHa.

A Crapantecb He ucnones3osath knaccuyeckne HA-coyHkummn RabbitMQ. lNpakTuka nokasana, 4to OHU
paboTaloT HEeyCTOMUMBO M M3-3a pPennukauum BCeX COOOLIEeHMN Mexay 3K3eMmnnspamu Knacrepa
CUMbHO CHMXXAEeTCd CKOPOCTb 0bpaboTtkum ouepepen. B pedbepeHcHonm apxutektype RabbitMQ
3anyckaeTcs B €AMHCTBEHHOM 3K3EeMMNsSpPe U YCNOBHAas OTKa30yCTONUMBOCTb rapaHTUPYETCS 3arnyCKOM
HOBOrO 3K3eMnspa KOHTEMHEpa C 3TUM CEPBMCOM NpU Npobnemax co cTapbiM. B npoaykTUBHbIX
cpenax 6€3 KOHTEMHEPHON BUPTyanuaaumm MOXHO ncnons3osatb Pacemaker.

B Oyaoywem nnaHupyetcs MCnonb3oBaTb HOBbIM BapuaHT knactepusauum ang RabbitMQ Ha 6ase
npotokona Raft.

50 https:/www.rabbitmg.com/access-control.html
51 https:/www.rabbitmg.com/vhosts.html

BCP3 = HacTtponka okpyxeHus- 33


https://www.rabbitmq.com/vhosts.html
https://www.rabbitmq.com/access-control.html

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

BCP3 - YctaHoBKa 1 HacTpounka cnyx6 OpenStack

BCP3 = OpenStack Keystone

BCP3 - Indhopmauuna o cepeuce Keystone

- O630p cepsuca (cm. ctp. 34)

« KpaTknit CnMcoK TEPMUHOB (cM. cTp. 34)

« PaboTta oCHOBHOW oyHKLMK CepBuca (cm. cTp. 35)
« [lonmonHuTenbHble MaTeEpMansl (cm. ctp. 35)

O630p cepsuca

OpenStack Keystone®® (panee — npocto Keystone)— 3T0 cepBuUC NpenocTaBneHus  OyHKLMI

ayTeHTUdomkaumm 1 aBTopmM3aumu, a TakXe XpaHeHus paHHbix Bcex cepsucoB  OpenStack,
3apPErnCTPUPOBaHHbIX B 0b6nauHom nnatdopme.

Keystone - 3TO nepBbI CEPBUC, C KOTOPbLIM MOMNb30OBaTENb CTONKHETCA MPW B3aMMOAEWNCTBMM C ObBnayHowm
nnatdopmon. lNocne ayteHTndurkaLmm nonb3oBaTenb CMOXET NCMONb30BaTb BCE AOCTYMHblE PYHKLMN OPYrUX
cepsucos. Cepaucel OpenStack MoryT ncnonb3oBatb pyHkUMM Keystone ana ayTteHTMdOMKaLUUN U NOMYyUYEHUS
npaB Ha BbINMOMHEHNE TEX UMW MHbIX Oonepauun, HeobxoaumMbix None3osaTenio. Keystone MoxeT ncnonb3osatb
Kak BHYTPEHHIO 6a3y AaHHbIX NONb3oBaTeNen, Tak U UCNONb30BaTh BHELWHNE CEPBUCHI (Hanpumep, cepBepsbl
Ha 6a3e npotokona LDAP).

Keystone MoOXeT npenoctaButb nNoONb3oBaTenio uWHdopmaumio o ToMm, Kakme cepsucbl OpenStack
3aperncTpupoBaHbl B obnavyHon nnatpopmMe. ¥ Kaxaoro cepBuca MOTyT UMETbCS pPa3fuuHble TOUKU BxoAa
(endpoint) - agpeca cepBMCOB, MO KOTOPbIM OHWM OyAyT AOCTYNHbl. Kaxpas Touka AOCTyna MOXET ObiTb
LOCTYyNHa uepe3 OTAENbHYIO CETb, YTO MNO3BOMAET pas3fensdTb Tpaduk pasnuuHbIX YPOBHEM pocTtyna Ao
obnauHon nnatcopmsl.

Mo yMonuaHuio 4OCTYMHbI TPW TUMa TOUek Bxoaa:

- admin API network — ata TOuka BxoAa npenocTaBnaeT 4OCTyn K PyHKUNAM ynpaBneHuns obnavyHon
nnaTpopMbl U NpeaHa3HaueH Ans agMUHUCTPaTOPOB.

+ public API network — paccuntaH Ha BO3MOXHOCTb NpeaocTaBneHms oyHKUMM obnavyHon nnatoopMbl
nonb3osatens yepes NHtepHer.

- internal APl network — npegHasHaueH ans MEXCepBUCHOrO ObLWEHNA MEXAY KOMNOHEHTaMM 0bnavyHoOn
nnatgoopMbl.

[ns nosbiweHns macwtabupyemoctn Keystone nognepxmBaer oyHKUMIO pa3aeneHunsa Ha PernoHbl, KoTopble
6ynyT copepxaTb TOUKM BxOA4a B CEPBUCHI CBOMX ObOnauHbix nnatdopm. B gaHHOM pykoBoacTee Ans
ynpoLleHns NpuHATO, uto Keystone coaepXXut oanH PernoH, KoTopbin HasbiBaeTca RegionOne, a B HEM ans
Ka)xaoro cepBuca perucTpupyeTcs Tpu TOUKM BXOAa C pasHbIM YPOBHEM AOCTYMHOCTU CPYHKLUNI.

YctaHOBKa Keystone obasaTenbHa u Tpebyetca Ana BCeEx OcCTanbHbix cepBucoB OpenStack, nostomy ero
HY>KHO YCTaHOBUTb B NEPBYIO ouepesb.

CaM cepBuc Keystone coctont na Tpéx 60nbLInMx yacTem:

- CepBep Keystone — 310 LUeHTpanu3oBaHHasa cnyxba, KoTopas NpenocTaBNAeT PYyHKUNN
ayTeHTMdMKaLmMmn 1 aBTopuaaunm yepes nHtepdoenc RESTTul.

- [dpanBepbl — 310 cneumanbHble KOMMNOHEHTLI cepBuca Keystone, obecneunsatowme nogaepxxKy
pPasnunuHbIX BHELHMX CEPBMCOB NO OoTHoweHuio kK OpenStack, Hanpumep, LDAP-cepeepos.

+ Moaynu Keystone (nHaue middleware modules) — a1o yactu cepsuca Keystone, kKoTopbie BbINOMHAOT
KaKylo-nmbo vacTb paboThl: NPUHATUE U 0OpaboTKa 3anpoca, BblAENeHNE AaHHbIX NONb30BaTENS U3
Hero, reHeprpoBaHNe AaHHbIX aBTopu3aunm, HanpruMep, TOKEHOB, U Tak Aanee. NHTerpauuns mexay
STUMK MOZYNSMU U ApyruMmn kKomnoHeHTammn OpenStack ocylecTBnseTcs uepes NorpaHuUHbIN
nHTepdenc seb-cepsepa Python (WSGI).

KpaTkui cnucok TepMnHOB
B Keystone npuHaTa cBos TEPMUHONOIMS ANS TEX UMW UHbIX TUMOB AaHHbIX.
o obxBaTy cBepxy BHM3 0ObekThl Keystone pasgensaoTcs Ha cneayowme TUnbl:

- PernoH (Region) — a10 camas kpynHasa abcTpakumsa, obo3Havaowasn otaenbHyio obnauHyo nnatgopmy
CO CBOMIMM cepBUCaMu 1 MHAPPaCTPYKTYpon. MIHbiIMu cnoBamu, Keystone uepes permoHbl MOXET ObITb
npoBanaepoM ayTeHTUdoMKaLmMm 1 aBTopmnsaunm cpasy Ans HECKONbKUX obnavHbix nnatcgpopm. No
yMONuUaHuIO NepBbIN pernoH B Keystone HasbiBaetcs RegionOne.

52 https:/docs.openstack.org/keystone/victoria/
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- [omeH (Domain) — 310 abcTpakums, pasaensaowas KpynHble CNUCKU NoNb3oBaTENEN, FPynmn U NPOEKTOB
Mexay coboi. B obliemM cryyae fOMEHbI NPUBA3LIBAIOTCA K KOHKPETHOMY UCTOYHUKY AaHHBIX O
nonb3oBaTtensx (oraenbHaa 6asa gaHHbIx SQL nnu, HanpumMmep, cepeep LDAP. NoapobHee 3aech).

- TMpoekT (Project) — ato abcTpakums, BKAOUatowWwasa pasaeneHme nonb3oBaTenen nu rpynn Mexay cobom
no KakMM-nmbo KpuTepmnsam. Tak e Ha 3TOM YPOBHE HaumHaeT paboTtatb ponesas moaens OpenStack,
TaK Kak KOHKPETHbIN NOoMb3oBaTeNb PErNCTPUPYETCH B 0bnake C ykasaHHOM POrbio.

- MNMonb3oBaTtenb (User) — 310 yHMKanbHbIN O6BEKT PUINYECKOrO NOMb3OBAaTENS, C MOMOLLLIO KOTOPOro
OH MOXET BOWTU B 0OnavHyio NnaTtopmMy 1 nonyunts COOTBETCTBYIOWME NpaBa B paMKax Kakoro-nnb6o
npoekTa.

+ Ponb (Role) — abcTpakuma anga nonb3oBaTens, NO3BONSFOWas onpeaennTs orpaHnyYeHuns no
paspeLleHHbIM OYHKLMAM B 0bnavHOn nnatgpopMe B pamkax kakoro-nmbo npoekTa. MNpu pernctpaunn
nonb3oBaTeNs B NPOEKTE C KaKON-NNMOBO PONbIO CO3AAET Tak HasbiBAaEMYIO "poneByio Npusasky" (role
assignment). Moapo6Hee 06 sToM 31eCk’S,

- pynna (Group) — o6ocobneHHas abcTpakuma, obbeamHaoLWwas Nonb3oBaTenen No KakoMy-nmbéo
npuaHaky. MoryT 6bITb BK/IOUEHbLI B MPOEKT C yKa3aHWeEM OOLLEN pOonu ANs BCEX NOMb3oBaTenem B
npoekKTe.

B Keystone ecTb 06beKTbl BHE 3TON MEPaPXUM:

- Maponb (Password) — 370 yHUKanbHbI MAEHTUAUKATOP AN KOHKPETHOrO Nonb3oBaTens,
npenHa3HaYeHHbIN ANs ero aytreHTMdomKaumnu.

- TokeH (Token) — 37O reHepupyeMbIn NOCNe YyCNELWHOro npouecca ayteHTMdukaumm n asTopunsaumm
YHUKaNbHbIN nAeHTUdMKaToOp, NPMBA3aHHbIA K NONb3oBaTenio B NpoekTe. TOKEH NO3BONSAET y3HaTb
nobomy cepency OpenStack, kakumm npaBamu B NPoOeKTe obnagaet aBTOPM30OBaHHbIA NONb30BaTE Mb.
TokeH aBnseTcs BpEMEHHbIM OOBEKTOM, UEPES HEKOTOPOE BPEMS TOKEH CTAHOBUTCS HEAENCTBUTENBHbIM.

- CepBuc (Service) — a10 abcTpakuma ¢ MHOPMaunen o 3apernctTpupoBaHHeix cepsncax OpenStack B
obnauHon nnatdpopme. CepBUC cCoaepXXmnT Touky Bxoaa B niobon cepsuc OpenStack. Cnucok
cepBuncoB oopMupyeT kaTanor (catalog).

PaboTta OCHOBHOW oyHKLMK cepBuca

KoHeuHon doyHkumen Keystone ¢ Toukum 3peHus noneb3oBaTens u cepsucos OpenStack sBnsetcs
reHepunpoBaHue TOKeHa aBTopu3auuun, NPEeLoCTaBnAoWMA AOCTYN K YacTu UNn KO BCeM OyHKLMAMN obnavHon
nnathopMbl, U €ro aanbHenwas NpoBepKa Ha BanMAHOCTb. [And nonyyeHus Takoro TOKEHa AOMKHO MPONTU
Heckonbko atanoB paboTtkbl cepsBuca Keystone. Kpatko onuwem umx.

- Nonb3oBaTtens Ang Bxoaa B NNatopmy (He BaxXHO, uepes Beb-nHTepdenc nnm Hanpsamyto uepes API)
UCMNOoNb3yeT TPU TUNa AaHHbIX:

- Ums pomeHa, raoe HaxoamTcs NPOEKT UK NPOEKThI, B KOTOPbIX MONb30BaTENb 3apPerncTpUpoBaH.
- Wms nonb3oBaTtens.
- Maponb nonb3osartens.

- lNocne 3anpoca Ha Bxoa Keystone, ncnonb3ys NonyyYeHHble AaHHbIe, AenaeT 3anpoc B CBOIO
BHYTPEHHIO 6a3y AaHHbIX NN BO BHELLHIOIO CUCTEMY XPaHEHUS AaHHbIX NOMb3oBaTeNnen Ansa NPOBEPKU
Hanuuns nonb3oBartens.

- Keystone nonyuaet oTBET Ha 9TOT 3anpoc. [pu oTpuuaTtenbHOM OTBETE (HET Takoro Nonb3oBaTens,
HeBEpPHbIV NapOnb, HEBEPHO YKa3aH AOMEH U T. [.), 3anpoC OTKNOHAETCA U NOMb3oBaTenb NONyYnT
CoobLeHEe O HEBO3MOXHOCTM BXOAA.

- Ecnu 3anpoc BosBpallaeT nonoXuTenbHbln OTBET, TO Keystone obpallaeTtca kK nposanaepy TokeHoB. Ha
9TOM LLare 3akaHUMBaeTCs NPoLEeCcC ayTeHTUdMKaLMM N HAUNHAETCSA NPoLEeCC aBTopuaaLmm.

- Keystone nposepseT ponb Nonb3oBatens, Nocne yero obpataetca K nposanaepy TOKEHOB
aBTopu3aumu. Ecnu nonb3oBatens He UMeeT HeObXxoAMMbIX NPaB B paMkax CBOEW ponu, TO Ha 3TOM Lware
MOXET BO3HUKHYTb OLLIMOKaA.

- [lpoBanaep TOkeHa reHepupyeT yHUKanbeHbeI MAeHTUUKaTop 1 nepenaet ero cepsucy Keystone.

- Cepsuc Keystone nepeHanpaBnser TOKEH NONb30OBaTENIO.

+ lNonb3oBatenb nepenaét aToT TOKeH cepsucam OpenStack.

+ Cepsucbl OpenStack npoBepsioT BanMaHOCTb TOKEHa, NOCe Yero NpefocTaBnaioT AOCTYMNHbIE
doyHKUMM nonbaosatenio. Mpouecc aBTopnsaLnm Ha 3ToM 3akaHumBaeTcs. TokeHbl fernet cogepxar BCio
OCHOBHYIO H(POPMaLIMIO B CaMOM Tene TOKEHa, NO3TOMY cepBucy Keystone HeT HeobxoanMocTu
NPON3BOANTL OT3bIB TOKEHA.

+ [1lpy OKOHUYAHMN BPEMEHUN XU3HN TOKEHA BECbH 9TOT NPOLIECC MOBTOPSAETCA C CaMOro Hauvana.

[lononHuTeneHble MaTepumarnbl

- naBHas cTpannLa® odpuLmanbHON AOKYMEHTaLMY NPOEKTA.

- MNMoapo6Has apxutekTypa cepsuca®.

. OcbuumanbHbIt penosutopuin®® npoekra.

53 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010191

54 https:/docs.openstack.org/keystone/victoria/

55 https:/docs.openstack.org/keystone/victoria/getting-started/architecture.html
56 https:/opendev.org/openstack/keystone
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|57

« Onucanne API®’ cepsuca.

BCP3 - YcTaHOBKa cepsuca Keystone

+ HacTpovika oKpy>XeHus (cm. ctp. 36)
- [MoproTtoBka 6a3bl AaHHbIX keystone (cm. ctp. 36)
- YcTaHOBKa 3aBUCUMBbIX NAKETOB (cM. cTp. 36)
+ Apache n Mmoaynu (cm. ctp. 36)
+ YctaHoBka cepsuca Keystone (cm. ctp. 37)
+ OuHannzauuns yCTaHOBKM (cm. cTp. 38)
+ [lpoBepka paboTbl cepBuca (cm. cTp. 38)
+ @ann HaCTPOMKN CUCTEMHOIO OKPYXEHUS (cm. cTp. 39)

YctaHOBKa cepBuca Keystone COCTOUT N3 HECKONBbKUX Laros.

HacTtponka okpyxeHus

MNepen caMoM YCTAHOBKOW CepBMCA HYXHO MNpeaBapuTENbHO HACTPOWUTb HEKOTOPblIE  KOMMOHEHTHI
NHAPACTPYKTYPbI.

NMoaroTtoeBka 6a3bl naHHbIX keystone

@ Cwm. takxe: BCP3 * Yctanoska u Hactporka CYB/l MariaDB (cm. ctp. 23).

Bcio nHdbopmaunio o gaHHbix ang ayteHTudpukaumm n astopmsauumn no ymonuaHuio Keystone xpaHut B 6ase
naHHbIX MariaDB.

1. Bongute B okpyxxeHue 6asbl AaHHbIX:
mysql -u root -p

2. Cospawnte 6a3y aaHHbIX keystone:
create database keystone;

3. MpepocTaBbTe AOCTYN K 3TOM H6a3e gaHHbIx nonb3oatento keystone B CYB/[ (ans localhost n Bcem
ocTanbHbIM agpecam otaensHo, BMecTto KEYSTONE_DBPASS ncnonb3ynte cBon napornb):

grant all privileges on keystone.* to 'keystone'@'localhost' didentified by
'KEYSTONE_DBPASS';

grant all privileges on keystone.* to 'keystone'@'%' identified by
'KEYSTONE_DBPASS';

4. Bbingnte 3 ceccumn CYB/U:

exit;

YctaHOBKa 3aBMCUMbIX NAKETOB
[na ceoen pa6OTbI Keystone NCNonb3yeT HECKOJTbKO BHELWHNX KOMMNOHEHTOB!

- Apache®® - Be6-cepsep B kauecTse peanunsaunn HTTP-npotokona;
- mopynb WSGI mod_wsgi ana Apache - ons nogaepXky norpaHMyHoro uHtepdernca seb-cepeepa,
no3BonsAWNN 3anycTuTb Keystone kak ceTeBow CepBuC;

- mopaynb SSL mod_ssl ons Apache - ana nogaepXxku WwWndpoBaHusa coeanHeHn oo cepeuca Keystone
no npotokony TLS;

- memcached®® - cepBuC KaWIMPOBaHUA OBBLEKTOB ANS YCKOPEHUS YacTo NCMONb3yeMblX 3aNpPOCOB B
Keystone. YcTaHOBKa onucaHa 34ech (cu. ctp. 29).

Apache u moaynu

1. YctaHoBuTe nakeTbl Beb-cepBepa Apache u mogynem K Hemy:

dnf -y dinstall httpd python3-mod_wsgi mod_ssl

2. [Nobaebte cepBuc Apache B aBTo3anyck:

57 https:/docs.openstack.org/api-ref/identity/v3/index.html
58 https:/httpd.apache.org/
59 https:/memcached.org/
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systemctl enable httpd

3. YkaxuTte uMmsi cepepa Apache B koHdurypaunoHHoM canne /etc/httpd/conf/httpd.conf.

JXenatensHo ncnonb3oBatk dakTnueckmmn agpec DNS ynpasnsiowero ysna unm uma mMaluunHbl, roe
yctaHoBneH Apache:

ServerName controller

YctaHoBka cepsuca Keystone

@ Cwm.takxe: BCP3 * HacTtponka penosutopues Almalinux (cm. ctp. 12).

Mocne ycTaHOBKM BCEX HEOHXOAMMBIX BHELHUX CEPBUCOB MOXHO NMPUCTYNUTL K yCTaHOBKe camoro Keystone.

1. YcTtaHOBWTE nakeT cepBuca:

dnf -y dinstall openstack-keystone

() CraHpapTHble NyTn doannos KOHUrypauum:
- /etc/keystone - Katanor koHdurypauum Keystone;

- /etc/keystone/keystone.conf - ocHoBHOWN doann koHdUrypaumm.

2. OuncTuTe OCHOBHOW hamn KOHUrypaumm, KOTopbIn 6bin 4o6aBNeH NOCNE YCTaHOBKW Naketa:
> /[etc/keystone/keystone.conf
3. B ocHoBHoOW chanin nobaBbTe cneaylowwyo KOHUrypaumio (onnucaHue (cw. crp. 48)):

[DEFAULT]

debug = False

transport_url = rabbit://openstack:RABBIT_PASS@controller:5672
log_dir = /var/log/keystone/keystone.log

#use_stderr = True

[oslo_middleware]
enable_proxy_headers_parsing = True

[database]

connection = mysql+pymysql://keystone:KEYSTONE_DBPASS@controller/keystone
connection_recycle_time = 10

max_pool_size = 1

max_retries = -1

[oslo_messaging_notifications]
driver = messagingv2
transport_url = rabbit://openstack:RABBIT_PASS@controller:5672

[identity]

driver = sql
domain_specific_drivers_enabled = True
domain_config_dir = /etc/keystone/domains
caching = True

[token]

revoke_by_id = False
provider = fernet
expiration = 86400

[cache]

backend = oslo_cache.memcache_pool
enabled = True

servers = controller:11211

4. TMpw HacTpoike cny>x6bl 06paTUTe BHUMaHWE Ha criefylolme napaMmeTpbl:
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a. Hactponku cepsuca RabbitMQ B napametpe DEFAULT/transport_url
n oslo_messaging_notifications/transport_url;
b. MapaMeTpbl XypHanMpoBaHus cepBrca (cm. ctp. 49), KOTOPbIE 3aBUCHAT OT MeToAa YCTaHOBKWY;
c. MapameTpbl noaknoUeHns kK 6base aaHHbIX B napameTpe database/connection;
d. MapaMeTpbl cepBurCa KaWwmMpoBaHus B NnapameTpe cache/servers.
5. NHuumannanpynte 6a3y aaHHbIx keystone:

su -s /bin/sh -c "keystone-manage db_sync" keystone
6. MNpwn ucnonb3oaHun npoBanaepa fernet (no ymonuaHuio) HeO6xo0ANMO NPOU3BECTM €r0 HACTPOWKY:

keystone-manage fernet_setup --keystone-user keystone --keystone-group keystone
keystone-manage credential_setup --keystone-user keystone --keystone-group
keystone

® 2m komaHabl cospanyt Primary n Secondary knioun B /etc/keystone/fernet-keys,
No3BONSIOWNE FrEHEPUPOBATL TOKEHbI 3TOro doopmMara.

7. UHnunannampynte cepsuc Keystone cozgaHnemM nons3osartens admin n ctaHaapTHbIX Touek Bxoaa API
cepsuca:

keystone-manage bootstrap \

--bootstrap-admin-url http://controller:5000/v3/ \
--bootstrap-internal-url http://controller:5000/v3/ \
--bootstrap-public-url http://controller:5000/v3/ \
--bootstrap-region-id RegionOne \
--bootstrap-password ADMIN_PASS

() Bwmecto ADMIN_PASS Habepwute naponb ans nons3osatens admin. Ykaxwute cson DNS-umena,
€CNny OHM oTnunyaloTca ot umeHmn "controller”. Mpwu Hanuuun knacTepa ykaxunte obwee DNS-ums.

A [na pasHbix TMNoB Touek Bxopga APl MOXHO ykasaTb pasHble agpeca. ITO MOXET OblTb
HeobxoOUMO B cCryvyae pasfeneHus, Hanpumep, MnyobnumuHoro Tpaduka OT BHYTPEHHErO.
Ncnonb3oBaHue IP-agpecos He pekoMeHayeTcs.

8. [ns BknioueHuns cepsuca Keystone B Beb-cepBepe Hy>XHO cO3aTb CUMBOMUUECKYIO CCbINIKY B Kartanore
KoHdourypaumm Apache:

1ln -s /usr/share/keystone/wsgi-keystone.conf /etc/httpd/conf.d/

duHanmnaaumns YCTaHOBKN

1. MNMepesanycTtute cepsuc Apache:

systemctl restart httpd

() Ecnn panee 6bin yctaHoBneH u 3anyweH HAProxy, HO ero Hactpouka ewé He 6bina
ocyulecTBneHa, To nepesanyck httpd B atom ware 6yner HeynauHbiM. [lpuymMHa B TOM, YTO B
KoHdourypaumm HAProxy no ymonuaHuio HacTpamBaetcs poHTeHa ¢ oTkpbITnem nopra 5000.
B atoM cnyuae ypnanute 3TOoro PpPOHTEHA W3 KOHwurypaumm /etc/haproxy/haproxy.cfg,
nepesanyctute HAProxy, nocne uero nepesanyctute httpd.

[NpoBepka paboTbl cepBuca

1. MNpoBepbTe Hanuune oTkpbiToro nopra 5000:

ss —tnlp | grep 5000

(@ OrtBer LoMmXeH 6biTb NPUMEPHO TaKNM:
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LISTEN 0 128 *:5000 *:x users:(("httpd",pid=20299,fd=11),

Mo

("httpd",pid=20298,fd=11), ("httpd",pid=20297,fd=11),
("httpd",pid=20289,fd=11))

yMonuaHuio Keystone cnywaet Bce UHTepdenchi.

2. MpoBepbTe, UTO NO 3TOMY NOPTY OTBeuUaeT cepsuc Keystone:

curl http://controller:5000/v3

() OTBeT fonkeH 6biTb NPUMEPHO TaKMM:

{"version": {"id": "v3.14", "status": "stable", "updated":
'"'2020-04-07T00:00:00Z2", ...

dann HaCTPOMKN CUCTEMHOIO OKPYXEHUS

1. MNepen Te

M, KaK MpoAo/KuTb paboTy Hajl CEPBMCOM C MOMOLLLIO KNUEHTA AN KOMaHAHOW CTPOKM

openstack cospnante hann C HaCTpoMKaMmn OKpy>XeHus Ana 6onee npoctoro Bxona B nnarcopmy. B
KOPHEBOM KaTanore Balero nonb3osartens (00blYHOro nnn root) B onepaumoHHON CUCTEME Cco3hanTe

dann $HOME /admin-openrc co cnegyolwmnM COAEPXMMbIM (OnrcaHne (cw. ctp. 51)):

export OS_USERNAME=admin

export OS_PASSWORD=ADMIN_PASS

export OS_PROJECT_NAME=admin

export OS_USER_DOMAIN_NAME=Default

export OS_PROJECT_DOMAIN_NAME=Default

export OS_AUTH_URL=http://controller:5000/v3
export OS_IDENTITY_API_VERSION=3

() Bwmecto ADMIN_PASS ykaxute naponb nonb3osatens admin, KOTOPbIV XpaHWTCS B cepBuce
Keystone.

2. [na npuMeHeHus aTMX HaCTPOEK 3anyCTUTe CredyioLyio KOMaHay:

source $HOME/admin-openrc

3. STy KOMaHAy HEOOXOANMO BLINOMNHATL KaX bl pa3 Npu Bxoae B obnauHyio nnatopmy. Ytobsi

aBTomMatun

echo '

oA~

Takon cha
npumepy,

export
export
export
export
export
export
export

31poBaTh 910, fobaBbTe 3Ty KOMaHay B dhann SHOME/ .bashrc:

source "${HOME}/admin-openrc"' >> "${HOME}/.bashrc"

MNepesanante B CECCUIO KOMAHAHOW CTPOKMW ANS MPUHATUS NSMEHEHNN.

NN MOXHO co3faaTh Ana Noboro apyroro NonbL3oBaTtens, €Cnv HeobxoanMo BONTK Noa HMM. K

ana nonb3oBaTtend USGI"GOI

OS_USERNAME=user
0S_PASSWORD=USER_PASS
OS_PROJECT_NAME=user-project
OS_USER_DOMAIN_NAME=Default
OS_PROJECT_DOMAIN_NAME=Default
OS_AUTH_URL=http://controller:5000/v3
OS_IDENTITY_API_VERSION=3

() Bwmecto USER_PASS ykaxute naponb nonb3osatens (B npuMepe - user), KOTopbIn XpaHuTcs B
cepsuce Keystone.

6. [nda npum

source

€HEeHNA 3TUX HaCTPOEK 3anyCTnuTe crnenyrolyo KoMaHay:

$HOME /user-openrc

60 https:/conf.tionix.

ru/pages/viewpage.action?pageld=164102165
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7. Bbl MOXeTe nepekniovatbCs MeX Ay Nonb3oBaTeNs, NPOCTO UCMOSMHASA KOMaH4y Source co
cooTseTcTByloWmM doannom. Ctapble napaMeTpbl Npu NPUMEHEHNN HOBOFO ddainna OKpPYXEeHUS
nepesanuncbIiBaloTCS.

8. lMocne npumeHeHna dhanna OKpPy>XEHUA NOMyunTe CNMCOK nonb3oBartenen B Keystone:

openstack user list

® B otBeT Bbl [OMXKHbI MOMNYYUTb CAUCOK MNOMb3OBaTeNs, KOTOPbLIM AOMXKEH coAepXaTtb
nons3osartens admin:

e tom———— +
| ID | Name |

e tom———— +
| e8f0a2078a9548029f7f9025beeec983 | admin |
e tom———— +

BCP3  Co3gaHue nepsbix OOLEKTOB

- CospaHue npoekTa service (cm. ctp. 40)
- CoapaHne HOBOro AOMEHa (cm. cTp. 40)
+ CospaHne HOBOro nNpoekTa (cwm. ctp. 41)
« CospgaHne 06bIYHOrO NONbL30oBATENS U YKa3aHWe PONn B NMPOEKTE (cm. cp. 41)

MNocne uHnumnanmsaumm n 3anycka cepsuca Keystone Heo6xoauMo co3aatb HECKOMBKO HOBbIX OOBbEKTOB.

Co3spaHue npoekTa service

1. Ob6a3aTenbHbIM Warom nocne nHuumnanuaauunm n 3anycka Keystone sisnsetca coszgaHve npoekra service
B npoekTe default:

openstack project create --domain default --description "Service Project" service

® |_|pVI yCnewHOM BbIMONMHEHNN KOMaHAbl Bbl OOMNXHbI MONYYNTbL NPUMEPHO Cﬂeﬂy}OLLl,I/IPI BblBOAO:

Fom e +
| Field | Value |
Fom e +

| description | Service Project |
| domain_id | default |
| enabled | True |

| id | fbba4d8ef4924ee9852f09d48503a43e |
| is_domain | False |
| name | service |

| options | {} |

| parent_id | default |
I

tags | [1 |
Fom e o +

() HaHHbIN NpOEKT npeaHasHauyeH AN PerncTpauun CEepBUCHLIX MONb3oBaTenen, C MOMOLWbIO
KoTopbix cepBucbl OpenStack ©6Oyayr ayTteHTudpmumpoBatbcs B Keystone. Bce atu
nosb30BaTENN AOMKHbLI PETMCTPUPOBATLCS TOMBKO B MPOEKTE Service.

CospgaHue HOBOro ooMeHa

1. Mo ymMonuaHuio nocne uHMunanusaunm 6ynet cosgaH goMeH default. Ecnm Bbl xoTuTe co3fgaTb HOBbIV
LOMEH, TO BbINOMHWTE CreayowWyo KoMaHay:

openstack domain create --description "A Production Domain" production

@ |_|pl/l yCnewHOM BbIMONMHEHNN KOMaHAbl Bbl OOMXXHbI MONYYNTb CI'Ie,El,y}OLLlI/IVI BblBOAO:
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Fom o +
| Field | Value |
Fom o +

| description | A Production Domain |

| enabled | True |

| id | ee598d687d744c93869b53175d2ade22 |
| name | production |

| options | {} |

| tags | [ |

n mncnonb3oBaHMnM pgomMeH-CneuncOunYHbIX O anBepoB anga cepBepos oTaenbHO
M cl LDAP
co3aaBaTb JOMEHLBI He Tpe6yeTCﬂ.

Co3spaHne HOBOro NpoekTa

Mo YMOJMYaHNIO nocne wuHununannsaumm Keystone 6y,ueT OOCTyNneH MNpoeKT admin, npe,uHaSHaquan?l ana
nonb3oBartenemn c aaAMUHNCTPaTMBHBbIMKU NMpaBamMn.

[ns obbluHbIX 3apau PEeKoOMeHAYEeTCA NCNONb30BaTb 06bIYHOrO nonb3oBaTens, 3aperncTpnpoBaHHOro He B
aAMUHNCTPAaTUBHOM MPOEKTE. C

1. [Ons cospaHuns npoeKkTa B AOMEHE default Heo6xoaMMO BbINOMHUTL KOMaHAay:

openstack project create --domain default --description "User Project" user-
project

(® MNpm ycnewHoM BbINOMHEHUM KOMaHAbI Bbl AOMKHbI MOMYUYNTb CNEAYIOWNIA BbIBOL:

Fom o +
| Field | Value |
Fom o +

| description | User Project |
| domain_id | default |
| enabled | True |

| id | e8chb062fd4b44222a98cffeed63247ch6 |
| is_domain | False |
| name | user-project |
| options | {} |

| parent_id | default |
I

tags | [1 |
Fom o +

CospnaHune ob6bIYHOro Nonb3oBaTeNns u YKa3aHune ponn B NpoeKTe

Ona ob6bluHbIX 3agay pPeKkoMeHayeTca ncnonb3oBaTb 0ObIYHOTrO nonbL3oBaTens, 3aperncTpnpoBaHHoOro He B
aAMUHNCTPAaTUBHOM MPOEKTE.

1. CospanTte obblYHOro Nonb3oBaTeNs:

openstack user create --domain default --password-prompt user

@ I'Ipm BbINOMHEHUN KOMaHObl MHTEPAKTUBHO 6yneT 3anpolweH naponb ang nonb3oBatend

(® MNpu ycnewHoM BbINOMHEHUM KOMaHAbI Bbl ACMKHbI MOMYUYNTb CNEAYIOWNIA BbIBOL:

o o +
| Field | Value |
o o +

61https:/conf.tionix.ru/pages/viewpage.action?
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| domain_id | default |

| enabled | True |

| id | 65d58683983a49d0979652be4aebd4a2 |

| name | user |

| options | {} |

| password_expires_at | None |

o e +

2. CospanTte HOBYIO POfb:

openstack role create user-role

@ I'Ipm yCnewHOM BbIMONMHEHNN KOMaHAbl Bbl OOMXHbI MONYYNTb Cﬂe,ﬂy}OLLI,VII;I BblBOLO:

Fom - et it +
| Field | value |
Fom - et it +

| description | None |

| domain_id | None |

| id | 04261b93e23c47fb869f97d0e98dcaf7 |

| name | user-role |

| options | {} |

Fom - et it +

3. [obaBbTe nonb3oBaTens B NPOEKT NOA CO34aHHOW PONbIO:

openstack role add --project user-project --user user user-role

() HOns npenocraenexns anMUHUCTPATUBHBIX NAPB NOMb3OBATENIO MOXETE yKadaTb ponb admin.
(@ [lpu ycnewHoM BbINOMHEHWN KOMaHAa AOMKHA BEPHYTL MyCTOW BbIBOA.

() Bce cospasaeMbie ponu No yMOnuaHuio pasHbl ponu member. [ina cO3AaHWs OTAEMbHbIX

npaswn Ansg HOBOW PONN HEOOXOAMMO NPUMEHUTE M3MeHeHuns B poneson moaenu OpenStack.

NMoapo6Hee o PONeBoil MOAENN MOXHO y3HaTb B 37Ol cTaThe®2,

BCP3 = Bepudukauma pabotel cepsuca

lNocne nepBNUHON HACTPOMKN HEOBXOAMMO ybeanTbCs, uto 6asoBble cbyHKUUn Keystone paboTaior ucnpasHo.
[ins 3TOro AOCTaTOUHO NPOBEPUTL KOPPEKTHOCTL FrEHEPALIMN TOKEHA.

MpoBepka reHepauny TokeHa OT PONu agMUHUCTpaTopa

1. HactpouTte napaMeTpbl OKpYXeHUs (cm. cTp. 39) AN BXOo4a B 06navHyto nnatdpopMy Kak nonb3osarterb
admin:

source $HOME/admin-openrc
2. BbInoONHWUTE KOMaHAy reHepPUPOBaHKS 1 BbiMyCKa TOKEHa (KoMaHga CnpoCuT Naporb):

openstack token dissue

(i) B oTBET Bbl AONMXHbI NOMYUYNTL AAHHbIE CTEHEPUPOBAHHOIO TOKEHa:

62 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010191
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| expires | 2016-02-12T20:14:07.056119Z |

| id | gAAAAABWvi7_B8kKQD9wdXac8MoZiQldmjEO643d-e_j-XXq9AmIegIbATUHGPV |
| | atnN21gqtOMjCFWX7BReJEQNVOA]j3nclRQgAYRsTSU_MrsuwWb4EDtnjU7HEpoBb4 |
| | o60zsA_NmFWEpLeKyOuNn_WeKbAhYygrsmQGA49dclHVnz-0OMVLiyMOws |
| project_id | 343d245e850143a096806dfaefa9afdc |
| user_id | ac3377633149401296f6c0d92d79dcl6 |

I'IpOBepKa reHepaunm TokeHa ot posnn nonb3oBaTtens

OToenbHO HeobXxoAMMO MPOBEPUTL TeHepauuio TOKEeHa MOMb3OBaTENEM, WMEWUn Pofb OBbLIYHOMO
nonb3oBaTens.

1. HacTpoiTe napametpbl oKpy>XeHus (cu. ctp. 39) ANs BXxoaa B 0bnayHyto nnatdopmMy Kak nonb3osaTtenb
6e3 aAMUHUCTPaTUBHLIX NPaB (B npumepe - user):

source $HOME/user-openrc
2. BbINONHWUTE KOMaHAY FreHEPUPOBaHUA 1 BbiNyCKa TOKeHa (koMaHAa CnpoCuT naporb):

openstack token -dissue

3. (D B oOTBeT Bbl AOMXKHBI NONYUNTE AaHHbIE CTEHEPUPOBAHHOrO TOKEHa:

| expires | 2016-02-12T20:14:07.056119Z |

| id | gAAAAABWvi7_B8kKQD9wdXac8MoZiQldmjE0643d-e_j-XXq9AmIegIbA7UHGPV |
| | atnN21gqtOMjCFWX7BReJEQnVOAj3nclRQgAYRsfSU_MrsuWb4EDtnjU7HEpoBb4 |
| | 060zsA_NmFWEpLeKyOuNn_WeKbAhYygrsmQGA49dc1lHVnz-OMVLiyMOws |
| project_id | 343d245e850143a096806dfaefa9afdc |
| user_id | ac3377633149401296f6c0d92d79dcl6 |

BCP3 - lUndbposaHue cepauca

Cepsuc Keystone saBnsercs nybnmuHbIM CEPBUCOM C KPUTUUHBLIMW AN NNaTdPopMbl PyHKUUAMK, NOITOMY B
NPOAYKTMBHbIX cpeaax oba3aTenbHO BKYeHUs windpposaHus 3anpocos APl npotokonom TLSv1.2 n Bbiwe.

B oTtnuumne oT ocTanbHbIX (cm. cTp. 22) CEPBMUCOB, WndpoBaHne Keystone HacTpavBaeTcs Ha ypoOBHE Beb-
cepsepa Apache. Takoe pelueHne 6bIn10 NPUHATO MNOTOMY, UTO TaKOW CNOCOH ABAAETCA HATMBHBIM ANa CcepBuUca.

[ns ocTanbHbIx cepsrcos OpenStack ncnonssosanne SSL Termination®3asnsetca obxoaHbIM NyTéM Npobnem
LWndopoBaHnsa Ha ypoBHe bubnunotek Python.

BknioueHune npotokona TLS B Beb6-cepaepe

1. B pedepeHcHOM apxuTekType Ans BKNoueHus wndpoBaHna B Beb-cepeepe Apache ncnonsdyercs
cnepyiollas KoOHUrypauus, kotopas HaxoauTcs no nytn /etc/httpd/conf.d/wsgi-

keystone.conf (onucaHue (cwm.cTp. 45)):

ServerName controller

ServerRoot "/etc/httpd"

Include conf.modules.d/*.conf

User apache

Group apache

LogLevel warn

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

63 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010550#BCP3-noccapuit-lb-ssl-term
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ErrorLog /dev/stderr

CustomLog /dev/stdout combined
TypesConfig /etc/mime.types
AddDefaultCharset UTF-8
EnableSendfile on

<Directory />
AllowOverride none
Require all denied
</Directory>

SSLProtocol all -SSLv3 -TLSvl -TLSvl1l.1

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256 :DHE-RSA-AES256-GCM-
SHA384

SSLHonorCipherOrder off

SSLSessionTickets off

Listen 5000

<VirtualHost *:5000>

WSGIDaemonProcess keystone-public processes=5 threads=1 user=keystone
group=keystone display-name=%{GROUP}
WSGIProcessGroup keystone-public
WSGIScriptAlias / /usr/bin/keystone-wsgi-public
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On

LimitRequestBody 114688

ErrorLogFormat "%{cu}t %M"

ErrorLog /dev/stderr

CustomLog /dev/stdout combined

SSLEngine on

SSLCertificateFile certs/cert.pem
SSLCertificateKeyFile certs/privkey.pem
Protocols h2 http/1.1

<Directory /usr/bin>

Require all granted

</Directory>

</VirtualHost>

Alias /identity /usr/bin/keystone-wsgi-public
<Location /identity>

SetHandler wsgi-script

Options +ExecCGI

WSGIProcessGroup keystone-public
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On

</Location>

2. lNocne npunHATMA aTOW KOHUrypauumn Heobxoanmo nepesanyctuTte cepsep Apache:
systemctl restart httpd

3. lNocne atoro ybeamTecs, UTo WMdpoBaHHble coednHeHns AocTynHbl no nopTy 5000, Hanpumep,
KomaHgou curl:

curl -v https://keystone.{domain}:5000
A Ecnv ceptndounkaT caMonoanuCaHHbIn, TO yKaxuTe:

- napameTp -k, B 3ToM cniyvae Bepudomkauns ceptncmkaTta 6yaeT BblKMOYEHS;
« unu napametp --capath go danna CA Bawero ueHTpa cepTndomnkaumm.

0 (DYHKLI,I/IOHI/IpOBaHI/Ie NPOAYKTUBHbIX Cpen C camonoannCaHHbIMKU CepTI/ICbMKaTaMI/I OCbI/ILl,I/IaﬂbHO
HE nogaepxmBaetca.
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Tabnuua KoHdUrypaumnm

(® JNerenpa Tabnuubl focTynHa Ha aton cTpaquue®.

Nms napametpa OnucaHue MpumeuaHus
B pedepeHcHol apxuTekType ServerName
reHepupyetrcsa BO BpeMs [Jension KOHTeillHepa WU
ServerName Nms cepeepa Apache BbIMNAANT Kak keystone.$K8S_DOMAIN.

Mpy 06bIYHOIN ycTaHOBKE ServerName HYXHO yKasaTb
BPYYHYH0, 06bIYHO OH COBMAAAET C MMEHEM Yy3/a.

MyTb OO KOpHEBOro Katasora 7
ServerRoot yTb A p O He MeHsnTe 3TOoT napameTp 6e3
Be6-cepsepa. HEeo6XOAMMOCTM.
BkntoueHve
[ONOMHNTENbHBLIX  dhaiinos
Include KOHdourypauuu,
pacnonoXeHHbIX no
yKasaHHOMY MyTu.
lNonb3oBartesnb
onepaLuoHHOl CUCTEMbI, OT
User NMEHU KoToporo  6yayt
3anyLieHbl npoueccbl Beb-
cepsepa Apache.
Mpynna onepaLyuoHHO
CUCTEMBI, OT UMEHW KOTOPOL
Group
6yayT 3anylleHbl npouecchbl
Beb-cepBepa Apache.
dopmar  XypHasMpoBaHuA
LogFormat b o yp P
COObITUIA.
EcTb Tpu BapuaHTa ncnonb30BaHus:
- /dev/stderr - ons pedepeHCHON apxXUTEKTYpPSI,
nepeHanpasuT XypHarbl B CUCTEMY yrNpaBneHus
KOHTEeNnHepamu.
MNyTb na XpaHeHus . - -
ErrorLog y 1t p /var/loq/ httpd/keystone-error.log - ans
XYPHa/I0B OLUMOOK. OObIUHON YCTaHOBKM, MEPEHaNPaBuUT XXypHan no
yKazaHHOMY MyTu.
- journald - ans o6bIYHOM YCTaHOBKM,
nepeHanpasuT XypHan B cepsBuc journald.
Tpebyetcs BKnioueHue moayns mod_journald®®.
EcTb Tpn BapuaHTa Ncnonb30BaHus:
- /dev/stdout - ona pedoepeHCcHON apXUTEKTYPbI,
nepeHanpasuT XypHarbl B CUCTEMY YNpaBneHns
KOHTEenHepamu.
Myt ans XpaHeHus - /var/log/httpd/keystone-custom.log - ans
CustomLog XYpHasI0B 3anpocoB K Beb- 06bIYHON YCTAHOBKM, NepeHanpaBuT XypHan rno
cepsepy. yKazaHHOMY MyTu.

. journald - ans o6bIUHOM YCTAHOBKMN,
nepeHanpasuT XypHan B cepsuc journald
(>kypHanbl 6yayT OOCTynHbI OHUTY httpd).

TpebyeTtcs BKnoueHue moayns mod_journald®®.

64 https:/conftionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleo603HaueHus-table-format-desc
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Nma napameTpa

SSLProtocol

SSLCipherSuite

SSLHonorCipherO
rder

SSLSessionTickets

Listen

VirtualHost

WSGIDaemonProc
ess

WSGIProcessGrou
P
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OnucaHue

YKazaHne nogaaepxnsaemMbix
Bepcwuii NpoToKoNoB TLS/SSL.

Cnucok OOCTYMHbIX
aNropuMTMOB LIMGIPOBAHUSA.

OrpaHu4yeHune noaaepXxku
aIropnTMoB ~ LUMCPPOBaHNUS
cnnckoB SSLCipherSuite.

BkntoyeHne noaaePXKN
TUKETOB ceccuit TLS (session
tickets).

Appec " nopt
npocnyLwmnsaHus ans
BMPTYyasibHOro y3na Apache.

JunpekTrBa onucaHus
BMPTyasIbHOTO y3na Apache.

Nma
npotiecca

3afnyckaemoro

pynna npoueccoB WSGI, K
KoTopomy oTHocutca WSGI-
NnpunoXeHne C CepPBUCOM
Keystone.

B https:/ru.wikipedia.org/wiki/
%D0O%AD%D0%BB%D0%BB%D0%B8%D0%BF %D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B0%D1%8F_%D0%BA%D
1%80%D0%B8%D0%BF%D1%82%D0%BE %D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F

8 https:/ru.wikipedia.org/wiki/

MpumeuaHus

Heo6xoayMo sSIBHO BbIK/OUNTL BCE CTapble BepcumM SSL
1 TLS (80 Bepcuu 1.1 BKAKUMTENBLHO). [0 yMOYaHNUIO
0CTaKTCs BEPCUM NPOTOKONA TLS v1.2+,

[aHHbIli cnMCoK Obl1 COCTaB/IEH MO ONpPeAeseHHbIM
KpUTEPUAM, B OCHOBHOM, no NTOroBOWA
NPOM3BOAUTENBHOCT W YPOBHIO 6e3onacHocTM B
Lenom. BHauane vcnonbaytotcst EC®-apuanTbl AES®E B
pexnme GCM®® 1 BOIMOXHOCTBIO — anmnapaTHoro
ycKopeHus (Yepes AES-NI), 3aTem ChaCha20-Poly1305 kak
3(pDEKTUBHBIA MPOrPaMMHbIA  anropuTM, U B KOHLE
cnucka — 6osee knaccuvecknii AES ¢ MCNosib30BaHMEM
npotokona [ucbcu-Xenmvana’® B kadectBe legacy-
BapuaHTa.

Mpu BK/IKYEHUM 3TOTO MapameTpa K/AMEHT MOXET
NCMNO/1b30BaTb TO/IbKO T€ a/ITOPUTMbI, KOTOPbIE YKa3aHbl
B SSLCipherSuite.

Session ticket ABnsgeTcA MexaHM3MOM ONTUMU3ALUN
npouecca XeHALeka, Korga KAMeHT MOXET nepepatb
session ticket ¢ gaHHbIMW NPOLUSIOA ceccun cepeepy U
cpasy, B OfMH 3anpoc YCTaHOBUTbL CoefuHeHue. 3ToT
napameTp AeilcTBuTeneH Tonbko gns TLS v1.2, B TLS
v1.3+ MCnonb3yeTcs CBOM MexaHu3M session ticket. B
cnyyae TLS v1.2 u3-3a Haauuua npobnem”’ 3ty
OVPEKTUBY CrieflyeT BbIKMHOUUTD.

Uepe3s ykasaHHbIi nopT 6yger pgoctynHo WSGI-
npunoxeHue c APl cepBuca Keystone.

Mo ymonuaHuio nopT paseH 5000.

A Tpv yKasaHun TOMLKO mnopta Apache 6ygert

cnywatb  ero BO  BCEX  [OCTYMHbIX
uHTepdpelicax. EcnM  HEOGXOAUMMO  OTKPbITb
3TOT MOPT TO/MILKO B ONPeAeNEHHOM

nHTepcpeiice, TO ABHO yKaxuTe agpec:
- Listen controller:5000

B 370l cekumMm onucbiBaKOTCA NapameTpbl npouecca,
peanuayrowmii WSGI-npuioxeHue.

B aToM napameTpe ykasblBalOTCA NapaMeTpbl 3anycka
cepsuca Keystone kak WSGI-npunoxeHus.

AES_(%D1%81%D1%82%D0%B0%D0%BD%D0%B4%D0%B0%D1%80%D1%82_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2

%D0%B0%D0%BD%D0%B8%D1%8F)
69 https:/ruwikipedia.org/wiki/Galois/Counter_Mode
D https:/ru.wikipedia.org/wiki/

%D0%9F %D1%80%D0%BE %D1%82%D0%BE%D0%BA%DO%BE%D0%BB_%D0%94%D0%B8%D1%84%D1%84%D0%B8_%E2%80%
94_%D0%A5%D0%B5%D0%BB%D0%BB%D0%BC%D0%B0%D0%BD%D0%BO

71 https:/blog filippo.io/we-need-to-talk-about-session-tickets/
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Nma napameTpa

WSGIScriptAlias

WSGIApplicationG
roup

WSGIPassAuthoriz
ation

LimitRequestBody

ErrorLogFormat

SSLEngine

SSLCertificateFile

SSLCertificateKey
File

Protocols

Directory

Require
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OnucaHue

Ccbinka Ha nytb go WSGI-
NPUIOXEHNA.

Mpynna npunoxeHnii WSGI, Kk
KoTopoMmy oTHocutca WSGI-

NpuIoXeHWe C CepBUCOM
Keystone.
BkntoveHune 06paboTKM

3arofloBKOB aBToOpu3aLun B
3anpocax HTTP.

MakcrMaUTbHbIi pasvep
3anpoca HTTP (B GaliTax).

dopmart )ypHana OLLNGOK.

BkntoveHne pexnma
WKdpoBaHMa  COEAMHEHMNIA
4N BUPTyaNbHOTO  y3na
Apache.

MyTb o haiina
cepTMdmkaTa ans
WMdpoBaHNSA  COeANHEHNUS.
O6sA3aTeneH, ecnM ykasaH

SSLEngine on.

MyTe pgo dhaiina kawua K

cepTudpmkary ans
WndpoBaHMa  COeAUHEHNSI.
O6n3ateneH, ecnM YykasaH

SSLEngine on.

JocTtynHble
npotokona HTTP.

BEPCUM

AupekTuBa joctyna K
thainnoBoii  cucteme AN
BUPTYaUTbHOTO y3/1a Apache.

MNpaBa jocrtyna K
yKazaHHOMY B AMpPEKTMBE
nyTu.

MpumeuaHus

B gaHHOM criyyae ykasbiBaeTcsd, NO kakomy nyTtm URL
Apache pomkeH 6ygetr obpatutbea K WSGI-
MPUIOXEHWIO.

MOXHO yKka3aTtb:

+ abCconioTHbIN NyTb C yKa3aHueM "/" B Havane nyTu.
+ OTHOCUTENbHbIV MYyTb, KOTOPLIN HAYMHAETCA C NyTH
ServerRoot. B 3toM criyuae "/" B Hauane nytn He

yKasblBaeTcs.

A daiin ceptuchmkata gomkeH 6bITb AOCTYNEH
4Nna yteHns npoueccaM Apache.

MOXHO yKasarThb:

+ abCoMIOTHLIN NYTb C YKa3aHueM "/" B Hauane nyTu.
+ OTHOCUTENbHBIN MyTb, KOTOPbIA HAYMHAETCS C NyTK
ServerRoot. B stoM cnyuae "/" B Hauane nyTtv He

yKa3sblBaeTcH.

A daiin ceptudpmkara fomkeH 6bITb JOCTYNEH
ANnsA uTeHns npoueccam Apache.

@ MNpu ykasaHun npotokona h2 aBToMaTM4ecku
BK/IlOYaEeTCA MpoToKo/a APLN, nO3BONSHOLLWI
K/TMEHTY Y3HaTb, Kakve Bepcun npoTokona
HTTP nogaepxnBaeTcsa cepBepom.

[aHHan anpekTnBa Heobxoguma ans Toro, YTobwl WSGI-
MOZy/lb  CMOT MOMlYYUTb [OCTYN K WCMOSIHAEMOMY
Ghaiiny cepsuca Keystone.

B paHHOM cnyyae npegocTaBnsiTcs Bce npaBa kK
Katanory /usr/bin.
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Nma napameTpa Onucaxue

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

MpumeuaHus

FnobanbHbIi  annac  Ha B cnyyae cepeuca Keystone HEOGXOAMMO CO3[aTb

anmac /identity, oTkyga no ymonyaHuio [OSKEH ObiTb

pocTyneH ero API.

Alias pecypc npwv 3anpoce CCbl/KM
HTTP.
Location MapameTpbl ccbiiku HTTP.

YKa3zaHue obpaboTumka npu

SetHandler
BbI30BE CChbI/IKN.
BkntoueHne
. OMNONMHUTENbHbIX
Options A

napameTpoB npu obpaboTke

3arnpoca.

wsgi-script  BKtoYaeT 06paboTuvMK AN UCMNOJSTHEHUA
WSGI-npunoxeHus.

BCP3 = OnucaHnune cdanna koHdurypaumm Keystone

B onucaHumn npouecca no yctaHoBke cepBuca Keystone npeanoxeHa koHdurypaums ana cepsuca Keystone,
a Tak XXe HaCTPOWKM BxOfa B CEPBUC. DTO CTpaHMLa COAePXUT NoapobHOE onncaHne aTUX HaCcTPOEK.

MNpwn nameHeHnn kKoHdUrypaumm Heobxoanmo nepesanycTnte Beb-cepeep Apache:

systemctl restart httpd

Tabnnua koHUrypaumnm

Cepsuc Keystone

() lNerenpa tabnuubl gocTynHa Ha aTOM cTpaHuue’?

® MyTb 0o KoHdpurypauuu: /etc/keystone/keystone.conf

MNma napameTpa

DEFAULT

debug

[oslo_messaging_notifica
tions]

driver

transport_url

OnucaHune

MnobasibHble  nNapameTpsbl
cepBuca Keystone.

BknoyeHne  oT/1af404HOro
pexuma xypHasimpoBaHus.

BkntoueHue NoAAePXKKN
yBEeAOMJIEHWIA O COObITUSIX
B cepsuce c
ncnonb3oBaHneM RabbitMQ.

MpumeuaHuns

B MpoAyKTMBHBLIX cpefax WCNofb3yiTe TOMbKO
[N TECTMPOBAHWS U BbISIBAIEHWSI NTPOG/IEM.

& OTNafouHbIi pexuM MOXeT NoBANATL Ha
MPOW3BOANUTENBHOCTb "
KOH(MAEHUMANBHOCTb [aHHbIX.

OTM napamMeTpbl HeobxoAuMMbl /715 cepBuca
Journal (cm. ctp. 118), BXOGALWMIA B COCTaB MOZLY/IA
TIONIX Client (cm. cTp. 114).

Heckonbko apecoB ykasblBarTcs B transport_url
yepe3 3ansTyl. [loakIYeHUss K HUM  6yayT
MPOVCX0AUTL NOC1eA0BaTENBHO.

72 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHblieob03HaueHus-table-format-desc
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Nma napameTpa

use_stderr
log_dir
use_journal

oslo_middleware

enable_proxy_headers_p
arsing

database

connection

connection_recycle_time

max_pool_size

max_retries

identity

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHune

MapameTpsl
XypHannpoBaHusa cepsuca.

MapameTpsl 06paboTkm
3anpocoB K APl cepBuca
Keystone.

O6paboTka 3aro/lIoBKOB
NpoKcKu-cepeepa.
MapameTpbl NOAKNHOYEHUSA

K 6a3e gaHHbIx keystone.

Agpec  6a3sbl

keystone.

AaHHbIX

Bpems Xu3HU coeivHeHWit
K 6asze [AaHHbIX, KOTOpble

nmeroTcs B nyne
COEINHEHMWIA.
MakcrMasibHbI pasmep

nyna coeAuHeHwii kK 6ase
JaHHbIX.

MakcumasibHoe
KOIMYeCTBO NonbITOK
COeANHEHWIA B Nyne.

OCHOBHble napametpbl
06paboTkM OaHHbIX
ayTeHTudurkauum B
Keystone.

3HayeHne "-1"
KO/INYEeCTBY MOMbITOK.

MpumevaHns

Heo6xoayMo BbiGpaTh OAMH U3 TPEX YKa3aHHbIX
napameTpoB:

- use_stderr = True, ecnu yctaHoBka

rpoOU3BOANTCS B paMKax peghepeHCHOM
apXUTEKTYpbl, B 3TOM CnyJae XypHansl oyayT
nepeHanpasneHbl B BUPTyanbHoe
ycTpowncTtBo /dev/stderr. 91o nossonser
NOMyYnTb NOrM CUCTEME YNpaBneHns
KOHTEMHEpamu.

log_dir = /var/log/keystone, ecnu
NPOon3BOANTCA ObbIYHAS yYCTaHOBKE, B 9TOM
cnyyae XypHarsbl 6yayT COXpaHaTbCs B
hannax B ykazaHHOM KaTtarnore.

use_journal = True, ecnun npounssoaunTcs
0bbIYHas yCTaHOBKa, B 3TOM Cnyyae XypHansl
OynyT nepeHanpasneHbl B CMyXoy
ynpasneHns xypHanamm systemd-journald.”®

& Pexum use_syslog Ana nepeHanpasneHns
XypHanoB B cnyxo6y syslog nepeseféH B
paspsag, yCTapeBLUNX, noaTomy
ohuLmanbHO He NoaAepPXMBaeTCs.

& 2J370T  napameTp
Ncnosib30BaHNN
Harpysku HAProxy.

obsizateneH  npu
6anaHcMpoBLMKa

MoXHO yKasaTb TOJIbKO O4uH aapec.

BbIK/TOYaAET OrpaHnyeHne no

73 https:/www.freedesktop.org/software/systemd/man/systemd-journald.service.html
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Nma napameTpa

driver

domain_specific_drivers_
enabled

domain_config_dir

caching

token

revoke_by_id

provider

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHune

MeTopg, XpaHeHus! "
focTyna K [laHHbIM
ayTeHTUMKaLMN.

BknroueHne
cneynguyHbIX
Apaiisepos’®.

[IOMEH-

Karanor KOHhurypauum
LOMeH-crneungunIHbIX

ApalisepoB. O6sA3aTeneH,
€C/IM  BK/OYEHbl  [OMEH-
cneunduryHble gpalisepsl.

BkoyeHne KalmpoBaHus
ans co3faHus "
Ba/IMAaLNN TOKeHa.

MapameTpel
reHepvpoBaHuns
aBTopu3auumn.

TOKEHOB

Bk/itoueHue oT3biBa TOKEHa
no ero ID.

Anroputm
TOKeHa.

reHepunposaHusa

74https:/conftionix.ru/pages/viewpage.action?
pageld=324010190#BCP3-/cnonb3oBaHnecBa3aHHbIXCAOMEHOMCHUCTEMXPaHEHUAAaHHbIXNONb30BaTene-ks-domain-specific-drivers
75https:/conf.tionix.ru/pages/viewpage.action?
pageld=324010190#BCP3-Ucnonb30BaHnecBs3aHHbLIXCAOMEHOMCUCTEMXPAHEHU AaHHbIXMONb3oBaTenen-ks-domain-specific-drivers
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MpumevaHns

driver MOXeT MMeTb fABa 3HayYeHus p[ns Tpex
cUTyaLuii:

"sql" - B 3TOM cnyvae gaHHble
ayTeHTUdmKaumnm 6yayT coxpaHeHbl B 6ase
naHHbix Keystone B CYB/[] MariaDB ans Bcex
nomeHos OpenStack.

"Idap" - B aTOM Ccnyuyae gaHHble
ayTeHTMdoMKauum nonb3oBaTtenen u rpynn
obnauyHon nnatpopMbl ByayT NonyyeHsl ¢
LDAP-cepBepa B paMkax goMmeHa "default”
Mo yMOYaHuIo.

"sql" » BKNIOUEHNE [OMEH-CNEeLMPUUHBIX
npaiisepos’ - B aToM cnyuae npm
COXpaHeHU OOMEHOB NPU OTCYTCTBUU
oTAenbHbIX KoHdUrypaumm B Keystone 6yayt
CcoxpaHeHbl B 6ase AaHHbIX, TPy Hanuium
OaHHble nonb3oBaTenen 6yayT 6paTbCcs C
LDAP-cepBepa.

"tnx_ldap" - 310 pacwmnpeHHbIn KOMNaHnen
basuc.Cloud BapuaHT gpansepa (cm. ctp. 119)
"Idap". MoxeT pabotatb COBMECTHO C

[OMEH-CMneUnUUHLIMI apaisepamn’>,

JTa (hyHKUMA NO3BONSAET ONA KaKOOro AOMeHa
OpenStack ykasaTb CBOM [laHHble NOAKIYEHUS B
LDAP-cepBepam.

(G Tpebyer BKJ/THOUEHUS rnobasibHO
OYHKUUN K3LWMPOBaHNSA B ceKUun cache.

& [Ona nNpoayKTUBHbLIX  CUCTEM
ncnosnbayiite anroputm fernet.

BCeraa

¢© Pabota c fpyrMmn Tunamy TOKEHOB B
MPOAYKTUBHBLIX CcUCTEMAX OMULMASILHO
He NoAdepXnBaeTcs.
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Nma napameTpa

expiration

cache

backend

enabled

servers

BCP3 -

OnucaHune

Bpemsa Xn3Hn TokeHa.

FnobasnbHble  NapameTpsbl
K3LLIMpOBaHNS cepsuca
Keystone

MapameTp peanvsaunm
K3LLUMPOBaHUS.

Ob6si3aTeneH, ecnu ykasaH
enabled B cekuuu cache.

BkntoueHus pexnma
K3LIMPOBaHUA.

Cnucok cepeepoB
Memcached.

YcTaHOBKa 1 NepBuUHas HacTpomka obnayHon nnatdoopmel

MpumevaHns

A B NPOAYKTUBHbIX cuctemax He
ncnosnbayiite C/INLLIKOM 60NbLUOWA
WHTEpBaJ1 XMN3HN TOKeHa (He 6onblue 24
yacos).

MoxeT nmeTtb gBa napametpa:

- dogpile.cache.memcached -
pekomeHayeTcsa ana HebonbLumx
WMHCTannaumm.

- oslo_cache.memcache_pool -
peKoMeHayeTCs AN BbICOKOHArpy>XeHHbIX
CUCTeM 1M3-3a NOAAEPXKKWN NyNMHra

COEANHEHNN.
A To ymonyaHMio AnA NPOAYKTMBHbIX
cuctem NCnonb3yiiTe

oslo_cache.memcache_pool.

HacTpauBaetrcs B Buae
pasfeneHHble 3ansaTbIMU.

cnucka  addr:port,

dain akcnopTa napameTpoB BXxoaa

() lNerenpa tabnuubl gocTynHa Ha aTOM cTpaHuue’’.

MyTb Ao KoHpurypaumu: $HOME/{0S_USER}-openrc.

Nms napametpa OnucaHue MpumMeuaHus
0S_USERNAME rj:ngmolo;?osaTenﬂ B 06nadvHoi
OS_PASSWORD Maponb nonb3osaresns.
OS_PROJECT_NAME Vimsa npoekra.
Vms npoekKTa, B KOTOpOM

OS_USER_DOMAIN_NAME

OS_PROJECT_DOMAIN_NAM
E

OS_AUTH_URL

OS_IDENTITY_API_VERSION

3aperncTpmnpoBaH nosib3oBartesib.

Wmsi gomeHa, roe 3aperncTpupoBaH

MPOEeKT.

Appec cepBuca Keystone.

Bepcus Keystone API.
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BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

BCP3 = OpenStack Glance

BCP3 - MIndphopmauuna o cepeuce Glance

OpenStack Glance’® - s1o cnyx6a npenoctaBneHns U xpaHeHUs HaboOPOB AaHHbIX, HEOBXOANMbIX KOHEUHbIM
nonb3oBaTensaM ANnd CO3A0aHWUS BbIUUCMMTENbHBIX 06bEKTOB 0bnavHon nnatdopmbl. MHbIMM cnosamu, B Glance
XPaHATCA pasnuyHble TUMbl 06pPa3oB, HEOOXoAMMbIE ANS 3anycka BUPTyanbHbIX MalWWH U KOHTENHEPOB, a TakxXe
MeTafaHHble, onpenensiowmne pasnnuHbie napamMeTpbl 3anycka u goyHKUNMOHUpoBaHus pecypcos OpenStack.

[nsa Bepcun Victoria nogaepxueaetcs Bepcusa Glance APl v2.

O6pasbl

CepBuc Glance rnaBHbiM 06pa3oM npu3BaH HaxoAuTb, PErncTpMpoBatb UM NPEeNoCTaBnATb 0b6pasbl,
npenHasHauyeHHble Ans 3anycka BUPTyanbHbiXx MawwuH. Y cepeuca umeetcs RESTful API, nossonsowwni
nonyvyatb kak o6pasbl B BuMAEe MOTOKa AaHHbix. O6pasbl MOryT MMETb pa3nuuHbin copmat (B ToM uncne
noanepXusBatoTcs obpassl a4pa, MHMLManu3auun BupTyansHom doC 1 Tak Aanee), Tak U MOryT pacrnonaratbcs B
pPas3nuuHbIX CUCTEMaxX XpPaHEeHUs: HaumHas C OObIYHOM nokanbHOW doalnoBOM CUCTEMbI W 3aKaHUMBasR
pacnpeneneHHbIMY O6bEKTHBIMU CUCTEMaMU XPaHEHUS.

MeTtagaHHble

Btopas dyHkuusa cepsuca Glance - ato npegocTaBneHve KaTanora onpeaenéHHbiXx MeTagaHHbix (metadefs).
OHKN NpefHa3HayeHbl ANs yKa3aHus pasnnuHbIX NapaMeTpoB, KOTOPble MOTFYT 6biTb NMPUMEHEHLI NPU paboTe C
pasnunuHeiMm pecypcammn OpenStack (06bIUHO 31O Kacaetcs 3anycka BM n pabote ¢ guckamun). MNpencrasnser
cobon Ob6bIUHBLIN KaTanor, coagepxXawme CTPOKM Tuna "Knioy=3HaueHme" u camm no cebe OHWM HUUEro He
nenatot, cepucbl OpenStack OMKHbBI YMETb UX HAXOAUTE U MPUMEHSATE CAMOCTOATESNBHO.

CocrTaB cepsuca
CepBVIC COCTOUT N3 HECKOJMbKNX KOMMNOHEHTOB:

- glance-api - peanuayowmn AP| cepsuca c nogaep>xkon 3anpocos 0b6pasos;

- Bbasa paHHbIX glance, xpaHsilas cocTosHne cepsuca Glance: cnMcok o6pas3oB, MeTafaHHbIX 1 Tak
nanee;

- BHelwHsasa cuctema xpaHeHus A5 pasMeLleHns goannoB obpasoB. ITO MOXET ObiTb U OObIYHASA
hanoBasi cucTeMa, U pacnpeneneHHoe 0bbLEKTHOE XPaHUNuLLE;

« ®yHkumm Glance, oTBevatowme 3a 06pabOTKy MeTaAaHHbIX.

BCP3 - YctaHoBKa cepsuca Glance

- HacTtpowka okpy>XeHus (cm. ctp. 52)
- [MoaroTtoBka 6a3bl AaHHbIX glance (cwm. ctp. 52)
- CospaHune obbekToB B Keystone (cm. cp. 53)
- YctaHoBka cepsuca Glance (cm. ctp. 54)
- OuHanusauuns yCTaHOBKM (cm. cTp. 55)
+ [lpoBepka paboTbl cepBuca (cm. cTp. 55)
+ KoHdpurypauuns ang HAProxy (cw. ctp. 56)

HacTtpoiika okpy>xeHus

MNepen caMoOM YyCTaAHOBKOW CepBMCA HYXHO MNpeaBapuUTENbHO HACTPOWUTb HEKOTOPblIE  KOMMOHEHTHI
NHAPaCTPYKTYpPBbI.

NoarotoBka 6a3bl AaHHbIX glance

(® Cm. takxe: YcTaHoBKa 1 HacTpoiika CYB/] MariaDB’®

Bcio nHdpopMaumio o aaHHbIX 06pa3oB U MeTaAaHHbIX No yMonuaHuio Glance xpaHuT B 6a3e gaHHbIx SQL.

1. Bongute B okpyxeHue 6a3bl AaHHbIX:
mysgl -u root -p

2. CospawnTte 6a3y gaHHbIX glance:

78 https:/docs.openstack.org/glance/victoria/
79 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643445
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create database glance;

3. lMpenocTaBbTe AOCTYN K 3TON 6a3e AaHHbIX nonb3oBaTtento glance B CYB/[ (ans localhost n Bcem
ocCTanbHbIM agpecam OTAENLHO):

grant all privileges on glance.* to 'glance'@'localhost' identified by

'GLANCE_DBPASS' ;
grant all privileges on glance.* to 'glance'@'%' identified by 'GLANCE_DBPASS';

() Bwmecto GLANCE_DBPASS ucnonb3ynte cBon naporb, oH 6yaet Heobxoaum nanee.
4. Bbingnte ns ceccumn CYB/:

exit;

CospnaHue ob6bekToB B Keystone

@ CM. Takxe: Dann HaCTPOMKN CUCTEMHOIO OKPY>XeHUS (cm. cTp. 39) U CosaaHne obbekToB B Keystone (cwm.
cTp. 40).

[ns cepsuca Glance Heobxoommo co3paTtb NMONb3OBaTeNs U 3aperucTpupoBaTb €ro B CEPBUCE KaTanoros
Keystone.

1. HacTtponTte okpy>XeHne KoMaHAHOM CTPOKM:

source $HOME/admin-openrc

2. Cospawvte nonb3oBaTtens glance (komaHga MHTEPaKTUBHO CNPOCUT Naporb, Aanee aToT napons éyaert
ncnonb3oBaThCs B NapameTpax, roe ykasaH GLANCE_PASS):

openstack user create --domain default --password-prompt glance
3. [lobaBbTe nonb3oBaTens glance B NpoekT service (cu. ctp. 40) € ponbio admin:
openstack role add --project service —--user glance admin
4. CoszpawnTe cepBuc image B cepBuce kaTtanoros Keystone:
openstack service create --name glance --description "OpenStack Image" -image

5. Cospawvite TpM TOUKM BxOda ANs cepBuca image:
a. nyénuunyto:

openstack endpoint create --region RegionOne 1image public http://
controller:9292

b. BHyTpeHHIo0:

openstack endpoint create —--region RegionOne image 1internal http://
controller:9292

C. aAMUHUCTPAaTUBHYIO:
openstack endpoint create --region RegionOne 1image admin http://

controller:9292

() controller ucnonbayetcs B kKauecTse npuMmepa agpeca. B npoaykTMBHbIX cpenax BMeCTo
pomeHa "controller” ykaxute eamHbin DNS-agpec ans cepsuca Glance, Kotopbin 6bin
BblOpaH B Balen uHdpacTpykType. icnons3osanune IP-agpecos He pekomeHAayeTcs.

() Ans pasHbix TMNOB Touek Bxoaa APl MOXHO ykasaTb pasHbie agpeca. 10 MOXET ObITh
HeobxoauMO B criyvae pasfeneHus, Hanpumep, nybnuyHoro Tpaduka ot BHyTPEHHErO.
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YctaHoBka cepsuca Glance

® Cw. takxe: HacTtpoiika penogutopues Almalinux®.

MNocne YCTaHOBKUN BCEX HEOBXOONMbIX BHELLIHUX CepBNCOB MOXHO NMPUCTYNNTb K YCTAaHOBKE CepBuCa Glance.

1. YcTtaHOBUTE OCHOBHOWN NMaket cepsuca:

dnf -y dinstall openstack-glance

() CraHpapTHble NyTn pannos KOHdUrypaumu:

- Jetc/glance - Katanor koHdurypauum Glance;

. /Jetc/glance/glance-api.conf - OCHOBHbIN doann kKoHdUrypaumm.

2. OumncTute OCHOBHON chaln KOHUrypaLmm, KOTopbin 6bin fo6aBNeH Nocne yCTaHOBKY NakeTa:

> /etc/glance/glance-api.conf

3. B ocHoBHOWM chann gobaBbTe Crneayiowyio KOHGUrypaumto (onmcaHmne (cw. ctp. 58)):

[DEFAULT]

debug = False

bind_host = LISTEN_ADDR
log_dir = /var/log/glance
#use_stderr = True
show_image_direct_url =
transport_url =
cinder_catalog_info =
node_staging_uri = /var/lib/glance/staging

True

[database]
connection =
retry_interval = 5
connection_recycle_time = 10
max_pool_size = 1
max_retries = -1

[keystone_authtoken]
www_authenticate_uri =
auth_url = http://controller:5000
memcached_servers = controller:11211
auth_type = password
project_domain_name = Default
user_domain_name = Default
project_name = service

username = glance

password = GLANCE_PASS

[paste_deploy]
flavor = keystone
config_file =

[glance_store]
stores = file,http
default_store = file

[oslo_messaging_notifications]

driver = messagingv2

[cache]

backend = oslo_cache.memcache_pool
enabled = True

memcache_servers = controller:11211

[oslo_middleware]

80 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643451

rabbit://openstack:RABBIT_PASS@controller:5672
volume:cinder:internalURL

mysql+pymysql://glance:GLANCE_DBPASS@controller/glance

http://controller:5000

/usr/share/glance/glance-api-dist-paste.ini

BCP3 = YctaHoBKa 1 HacTpowka cnyx6 OpenStack- 54


https://conf.tionix.ru/pages/viewpage.action?pageId=163643451

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

enable_proxy_headers_parsing = True

[file]
filesystem_store_datadir = /var/lib/glance/images/

[task]
work_dir = /var/lib/glance/tasks_work_dir

() ®ann no ymonuaHuio, KOTOPbIN MOSBUTCS NOCNE YCTaHOBKM MakeTa, Nyyile BCero OuncTuTb Ot
BCEX CTPOK:

> [etc/glance/glance-api.conf

4. B koHourypaumm Hy>xHO 06paTnTb BHUMAHWE Ha cneaylowme napaMeTpsbl:
a. Appec npocnywusaHus cepeuca Glance API, koTopble 3aBUCAT OT METOa YCTaHOBKU;
b. Agpec cepsuca RabbitMQ, ykasbiBaeMmbin B DEFAULT/transport_url, B yacTHOCTH, Napornb K
nonb3oBatenio openstack Bmecto RABBIT_PASS;
c. MapameTpbl XypHanMpoBaHus cepBurca (cm. ctp. 58), KOTOPbIE 3aBUCAT OT METOAA YCTaHOBKY;
d. MNapameTtpbl nogkniouerns k CYB/ B database - connection, B uactHocTn, napons k B[] glance
BMecto GLANCE_DBPASS;
e. MMapametpbl nogknioueHns k Keystone B keystone_authtoken, B uactHocTu, naponsb
nonb3oatens glance BMecto GLANCE_PASS;
f. Mapametpbl noakniovueHus kK cepsepy memcached B keystone_authtoken/memcached_servers
n cache/memcache_servers.
g. Tak e Ans NpoAyKTVBHBLIX CUCTEM CnedyeT NCNONb30BaTb CETEBbIE CUCTEMbI XPAHEHNS, @ He
nokanbHylo cpannosyio cuctemy (file).
5. lNocne HacTponkn KoHUrypauumn sanyctute npouecc ninumanusaunm bl glance:

su -s /bin/sh -c "glance-manage db_sync" glance

duHannsaums YCTaHOBKMU

1. MNocne onpenenexns KOHdUrypaumm Heobxoaumo 3anyctutb cepsuc Glance APl n po6asuts ero B
aBTO3anyck:

systemctl start openstack-glance-api.service
systemctl enable openstack-glance-api.service

[NpoBepka paboTbl cepBuca

1. MNpoBepsbTe cTatyc toHnTa Glance API:

systemctl status openstack-glance-api

() OrtBer LOMXeH 6bITb NPUMEPHO TaKMM:

e openstack-glance-api.service - OpenStack Image Service (code-named
Glance) API server

Loaded: loaded (/usr/lib/systemd/system/openstack-glance-api.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/openstack-glance-api.service.d
Lzzz-1xc-service.conf

Active: active (running) since Sun 2021-11-07 22:06:22 UTC; 1min 15s ago
Main PID: 13485 (glance-api)

Tasks: 6 (limit: 204240)

Memory: 106.7M

CGroup: /system.slice/openstack-glance-api.service

13485 /usr/bin/python3 /usr/bin/glance-api

Nov 07 22:06:22 tnx-mgmt-almalinux systemd[1]: Started OpenStack Image

Service (code-named Glance) API server.

2. lMNposepbTe Hannuue oTKpbITOro nopra 9292:
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ss —-tnlp | grep 9292

® OTBET OOMXEH ObITb MPUMEPHO TaKMM:
LISTEN 0 128 10.236.64.162:9292 0.0.0.0:% users: (("glance-
api",pid=32432,fd=3),...
3. lNpoBepbTe, UTO NO 3TOMY NOPTY OTBEUaeT cepsuc Keystone:

curl http://controller:9292

(@ OrtBer LOMXeH 6bITb NPUMEPHO TaKMM:

{"versions": [{"id": "v2.9", "status": "CURRENT", "links": [{"rel": "self",
"href": "http://controller:9292/v2/"}1},...

KoHndourypauus pns HAProxy

@® Cwm.Takxe: BCP3 - YcTtaHoBKa 6anaHcuposiumka Harpysku HAProxy (cw. crp. 17)

B pedepeHcHom apxutekType goctyn ao cepsuca Glance APl npepoctaBnsetcs uepes bGanaHCUpPOBLUMKA
Harpyskm.
1. KoHdurypauus ana HAProxy Bbirnsant cneaylowmnm obpasom:

frontend glance_api
bind "IP:PORT" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1

http-request set-header X-Forwarded-Proto https
default_backend glance_api_backend

backend glance_api_backend
server glance 127.0.0.1:9292

2. TNocne BkNoUeHUs 3TON KOHdUrypaumm nepesarpysute koHdpurypaunio HAProxy:

systemctl reload haproxy

BCP3 * [lobaeneHune tectoBoro obpasa B Glance

lNocne NepBUUHOWM HAcTPOMKM HeobxoauMo ybeanTtbcs, uto 6asoBble yHkunm Glance pabortaloT ncnpasHO.
[ns storo nocratouHo nob6asnTh 0bpas B xpaHunuuie Glance.

[NpoBepka 3arpy3kn obpasa

@ Cwm. takxe: ®ann HaCTPOMKN CUCTEMHOTO OKPYXXEHUs (cm. cTp. 39)

OcHoBHOM NpoBepKon paboTbl cepsuca SBMSETCa 3arpyska TecToBoro obpasa B xpanunuie Glance.

1. HacTtpoiite okpy>xeHne KOMaHAHOW CTPOKM:
source $HOME/admin-openrc
2. [anee 3arpy3aute TectoBbin obpas Cirros:

dnf -y dinstall wget
wget http://download.cirros-cloud.net/0.5.2/cirros-0.5.2-x86_64-disk.img

3. 3anycTute koOMmaHAy 3arpys3kun obpasa:

glance image-create —--name "cirros" --file cirros-0.5.2-x86_64-disk.img \
--disk-format qcow2 --container-format bare --visibility=public
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() Ortser HONXeH 6bITb NPUMEPHO TaKNUM:

|
|
|
|
a
|
|
|
|
|
|
|

6
e

checksum | b874c39491a2377b8490f5f1e89761a4 |
container_format | bare |

created_at | 2021-11-07T22:10:35Z |

direct_url | file:///var/lib/glance/images/d8a305ac-650f-4557~
9d9-845042a4da0df |

disk_format | qcow2 |

id | d8a305ac-650f-4557-a9d9-845042a4dadf |
min_disk | 0 |

min_ram | O |

name | cirros |

os_hash_algo | sha512 |

os_hash_value |
b813aa46bb90b4da216a4d19376593fa3f4fc7e617f03a92b7felle9a3981cbe8f0959dbeb
3622 |

| 5e5f53dc4492341a4863cac4edleed909f3fc78ef9c3e869 |
os_hidden | False |

owner | 891267elce4044a3b91ac90c41lcal603 |

protected | False |

size | 16300544 |

status | active |

tags | [ |

updated_at | 2021-11-07T22:10:36Z |

virtual_size | 117440512 |

visibility | public |

4. Yepes HEKOTOPOE BPEMSA NOCNE NPUHATMA 3anpoca 3anpocuTe CNUCoK 06pas3oB:

glance

image-Tlist

() B otBete Bbl 4OMXHBI NOMNYUMTH CNUCOK 06Pa3oB ¢ A06GABNEHHbLIM NEPBbIM O6PA3OM Cirros:

d8a305ac-650f-4557-29d9-845042a4dadf | cirros

e fom - +

BCP3 - On

ncaHne danna koHdurypaumnm Glance

B onncaHuu npouecca no yCtaHOBKe cepBuca Keystone npennoxexHa KOHCbI/IrypaLI.I/Iﬂ ona cepeuca Keystone,
a TakK Xe HaCTpOMKK Bxoaa B CEPBUC. 3710 CTpaHuua coaepXxunT no,upo6Hoe onncaHne aTux HaCTpoOeEK.

Mpy MBMEHEHMMN KOHPUrypaLum HeobXxoaMMO nepesanycTuTb Beb-cepaep Apache:

systemctl restart openstack-glance-api
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Tabnuua KoHdUrypaumnm
Cepsuc Glance

(® Ierenpa Tabnuubl foctynHa Ha ston cTpaqnue®.
® MyTb oo KoHdpurypauuu: /etc/glance/glance-api.conf

Nms koHdurypauum OnucaHue cpyHKLMUM NpumeuaHue

Fno6anbHble NepemMeHHble

[DEFAULT]
cepsuca.

Vicnonb3yiiTe TOMbLKO ANs aHanmsa npobem.

BknwoyeHne pexnmva

© OTnafouHblii pexum MOXeT MOoBUATb Ha
oTnagxu.

NMPOU3BOANTENBHOCTb "
KOHIMAEHUMANBHOCTb AaHHbIX.

debug

Heo6xoaMMo yka3aTb OAWH U3 C/EAYHOLLUX
BapWaHTOB:

bind host Appec, KoTopblii  GyAeT - localhost, ecnu yctaHoBka npousBoanTcs B
B cnywarb cepsuc Glance. pamKax pegepeHCHON apXUTEKTYPb,
- Appec B mgmt-unrtepdpence, ecnm
NPOWN3BOANTCS O6bIYHAS yCTaHOBKA.

Heo6xoauMo Bbl6paTh OAWUH U3 TPEX YKa3aHHbIX
napameTpoB:

- use_stderr = True, ecnu yctaHoBKa
npon3BOANTCS B paMKax peghepeHCHom
apXUTEKTYpbl, B STOM Cllyyae XypHarnbl 6yayTt
nepeHanpasneHbl B BUPTyarnbHOE YCTPOUCTBO /
dev/stderr. 910 No3BONAET NONYUNTL NOTYK
cucTeMe ynpaBneHus KOHTeNHepPamu.

- log_dir = /var/log/glance, ecnu npoussoautcs
0b6bIYHas YCTaHOBKaE, B 9TOM Cryyae >XXypHarbl

MapaveTpbl OynyT coxpaHsATbCs B dpannax B yka3aHHOM

XypHanmposaHua KaTanore.

cepsuca. - use_journal = True, ecnv Npon3BoAMNTCS
0b6bIYHas YCTaHOBKaE, B 9TOM Cryyae >XXypHarbl
6ynyT nepeHanpasneHbl B Cnyxby ynpasneHus
xXypHanamu systemd-journald.82

use_stderr
log_dir
use_journal

A Pexum use_syslog a1s nepeHanpas/ieHus
XypHanos B Ccnyxby  syslog/rsyslog
nepesefiéH B paspsL ycTtapesLunx, NoaTomy
ohuLManibHO He NoaaepPXKMBaeTCs.

Mo ymonyaHnio paBeH Konuyectsy CPU, HO He
6onblle 8, O4HAKO NO HEKOTOPbIM MPUYMHAM
yKa3blBaeTCs 5 BOPKEPOB.

Konnyectso npotieccos
cepsuca.

workers

81 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbieo603HaueHns-table-format-desc
82 https:/www.freedesktop.org/software/systemd/man/systemd-journald.service.html
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Nma koHdurypaumm

show_image_direct_url

transport_url

cinder_catalog_info

[database]

connection

retry_interval

connection_recycle_ti
me

max_pool_size

max_retries

[keystone_authtoken]

www_authenticate_uri

auth_url

memcached_servers

auth_type

project_domain_name
user_domain_name
project_name
username

password

[paste_deploy]

flavor
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OnucaHue cbyHKUUN

Moaonepxka nokasa
NPAMbIX CCbIIOK o
ob6pasa.

Cnucok  agpecoB A0

cepBepoB RabbitMQ.

WcTouHnk appeca  TOYKM
Bxofa B Cinder.

HacTpolikn goctyna k 6ase
[aHHbIX.

Appec po CYB/.

WHTepBan Mexay
NonbITKaAMWU NOAK/THOUYEHNS.

Bpema  XuW3HM  Of4HOro
coefiHeHus.
MakcumanbHbIi  pasmep

nyna coeguHeHunin Kk CYB/,.

MakcnmasibHoe
KOMIM4YEeCTBO NnonbITOK
coeavHeHun Kk CYB/.

MapameTpbl NOAKMIHOYEHUSA
K cepBucy Keystone.

Apapec 0o cepsuca
Keystone.
Afpeca OO cepBuUCOB

KalwmpoBaHnA memcached.

Tvin ayTeHTMdMKaLMK.

[JaHHble ayTeHTUdUKaunm
B cepBUC Keystone OT
NMeHu rnosib3oBaresnis
glance B npoekTe service.

MapameTpelinterface
pennioa WSGI-cepsuca.

VMcnonb3yemas
ayTeHTUprKaLmm.

cncrtema

MpumeuaHue

Vcnonb3yiite 3TOT napamMeTp TO/IbKO C CUCTEMOW
xpaHeHus Ceph (815 doyHKUMM CoW-KOMMpOoBaHUs).

[lokymeHTauusi  npegocTeperaeT o
6esonacHocT®® sToro napamertpa.

npo6neme

CepBepbl yKka3blBaOTCA Yepes 3anfATylo C yKasaHnem
npedvkca B KaX40M aniemMeHTe.

-1  BbIKOYaeT
MNOMbITOK.

orpaHnyeHmne Ha  KOJ/IN4ecTtBO

O6a napameTpa [o/IXHbl coBNaaTb ApYr C APYrOM.

JTOT napameTp AeWCTBUTENEH NNLLb /15 3anpoCcoB
ayTeHTUmKaL K.

Heckonbko aipecoB MOXHO ykasaTb Yepes 3anTyio.

Bcerga gomkeH 6bITb paBeH napameTpy "password".

OcTaBbTe 3TV NapaMeTpbl N0 YMOYaHUIO.

Bcerga nosmkeH 6bITb paBeH "keystone'.

83 https:/docs.openstack.org/glance/victoria/configuration/glance_apihtmI#DEFAULT.show_image_direct_url
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Nma koHdurypaumm

config_file

[glance_store]

stores

default_store

[oslo_messaging_notifi
cations]

driver

[cache]

backend

enabled

memcache_servers

[oslo_middleware]

enable_proxy_headers
_parsing

*store
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OnucaHue cbyHKUUN

Myt po  paste-gpaiina
cepsuca Glance.

MapameTpsbl CUCTEMbI
XpaHeHusa ons o6pasos.

Cnucok AOCTYMNHbLIX TUNOB
XPaHEeHUA.

OCHOBHOIN TVN XpaHeHUsi
06pa3os. O6s3arterneH,
ecnu len(stores) > 1

MapameTpbl OMNOBELLEHWIA
cobbITHiA cepsuca.

Tun
ONOBELUEHNIA.

ApariBepa

MapameTpbl KalMpoBaHUs
3anpocos cepsuca.

Tun BHewHero cepsuca
K3LLIMPOBAaHWS.

MapameTp
K3LIMpoBaHuA.

BK/THOHEHUA

Apnpeca BHELLUHUX
CEepPBUCOB K3LLUNPOBaHWS.

MapameTpbl 06paboTkm
3anpocos cepsuca Glance.

MapameTp 06paboTkM
3aro/I0BKOB npoKcu-
cepsepa.

MNapameTpbl,
onpegensowe mMecTa
XpaHeHus pas/inyHbIX

AaHHbIX cepauca Glance.

MpumeuaHue

file - xpaHeHne 06pa3oB B JI0Ka/IbHOW (hainoBoi
cucTeme, NyTb ykasaH B cekumu file.

http - BO3MOXHOCTb MONyYeHUs 06pas3oB yepes
ykasaHune HTTP-CCbI/IKM B KA4ECTBE UCTOYHUKA.

Glance BbIGEPET 3TOT TUM XPaHEHUS NO YMOJYAHUIO,
€C/IN K/TMEHT SIBHO He 3anpocuT ApYroii.

[nsa  aToro napametrpa Heo6XoAMMO —ykasaHue
agpeca RabbitMQ B transport_url.

B pechepeHce Bcerga Ao/mkeH OblTb paBeH
"messagingv2".

B pedepeHCcHOli CcxemMe HyXHO WCMNo/b30BaTb
oslo_cache.memcache_pool.

OTOT napameTp [AelCTBUTENEH A1  3anpocoB
Glance.

HeckosnbKo afpecoB MOXHO yKa3arb yepes 3andartyo.

BCP3 * OpenStack Placement

BCP3 - VIndpbopmauusa o cepeuce

OpenStack Placement®® - sto otpenbHbil cepeuc REST APl npedHasHaueHHbI NS yuéTa [OaHHbIX O

OOCTYMHbIX pecypcax obnauHom nnatdopMbl. TakMM pPECYpCoM MOXET ObiTb BbIUMCAUTENbHBIN Yy3en,
pacnpeneneHHas CUCTEMa XpaHeHWa AaHHbIX UM nyn aocTtynHeix |[P-agpecos. Placement xpaHuT He TOMbKO
WHPOPMaLUKN O OOCTYMHbIX Pecypcax, HO U XPaHUT AaHHble ux noTpebneHus. Kaxabin MHCTaHC, CO3AaHHbIN B
Nova, bynet perncTpmpoBaTb U CBA3bIBATb Pa3NUYHbLIE TUMbI PECYPCOB C HUM B Placement.

84 https:/docs.openstack.org/placement/victoria/
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Tunbl pecypcoBs, ucnons3yemble B Placement, HasbiBaloTca knaccamu (classes). Wmetotcs craHpapTHbie
Knacchbl pecypcos (Hanpumep, DISK_GB nnn VCPU), Takxxe MOXHO co3aBaTb CBOW BapUaHThbl KNacCcos.

Kaxpbin pecypc, peructpupyemein B Placement, Ha3biBaeTcsi npoBangepoM, B KOTOPOM COLEPXKUTCS
MHpOpMaLnUs O CBOWNCTBaAxX 3TOro pecypca. Hanpumep, Ans CUCTEMbI XpaHUIMLLa MOXHO yKa3aTb, Kakom Tun
LVCKOB UCMONb3yeTcs AN XpaHeHUs AaHHbIX. [10 3TUM JaHHbIM MOXHO nydle onpenennTb ypoeeHb QoS ans
WHCTaHCOB B NpoekTax o6bnavyHon nnaTtoopmMbI.

Placement conepxunt REST API®% Ha 6ase npotokona HTTP, cam APl noaaepxmsaeT MUKPOBEPCUOHNPOBAHME.
Placement B OCHOBHOM B3aMOAENCTBYET C CEPBUCAMU:

+ OpenStack Nova ans yuéta BbIMMCMUTENbHBIX PECYPCOB U UX NOTPEBNEHNA NHCTaHCaMu;
« OpenStack Neutron ana yuérta notpebneHuns cetesbix PECYpPCOB U UCNONb30BaHMA nNynoB |IP-agpecos;
+ OpenStack Cinder ans yuéta notpebneHunsa B xpaHunmwax aHHbIX.

BCP3 = YctaHOoBKa cepsuca Placement

+ HacTpowka oKpy>XeHus (cm. ctp. 61)
- YcTaHOBKa 3aBUCUMbIX NAKETOB (cMm. cTp. 61)
- [MoproTtoBka 6a3bl gaHHbIX placement (cm. cTp. 61)
- CospaHue obbekToB B Keystone (cwm. cTp. 62)
- YctaHOBKa cepsuca (cwm. cTp. 62)
« ®uHanusaumns yCTaHOBKM (cwm. cTp. 63)

HacTtponka okpyxeHus

Mepen caMom yYCTAHOBKOM CEpBUCA HY)XHO MNpeaBapuTeNlbHO HACTPOUTb  HEKOTOPblE  KOMMOHEHThI
NHAPACTPYKTYPbI.

YctaHOBKa 3aBMCUMbIX NAKETOB

Placement pabotaer kak WSGI-npunoxeHue ¢ ucnons3oBaHuem Beb-cepBepa Apache. lNostomy nepen
ycTtaHoBkon Placement B y3en ero Heob6xooMMo ycTaHoBuUTb. Ecnu yctaHoBka Placement nponssoautcs B 1ex
Xe yanax, rge 6bin yctaHoBneH Keystone, TO kakux-nnbo AONOMHUTENbLHLIX AENCTBUN He Tpebyetcs. Ecnn xe
Placement ctaButcsa otraoenbHo, TO:

1. YctaHoBuTe nakert httpd:
dnf -y dinstall httpd

2. 3anycTute Beb-cepBep 1 fobaBbTe €ro B aBTO3anyck:
systemctl start httpd
systemctl enable httpd

(® MNoapobHee 06 3TOM MOXHO y3HaTb 3aech.

MoaroToBka 6a3bl AaHHbIX placement

® Cw. takxe: YcTaHoBka 1 HacTporika CYB/[ MariaDB®

Bcio MHdpopMauuio o gaHHbIx 06pa3oB U MeETagaHHbIX NO yMonuaHuio Placement xpaHuT B 6a3e gaHHbIx SQL.

1. Bongute B okpyxeHue 6a3bl AaHHbIX:
mysql -u root -p

2. Cospawnte 6a3y gaHHbIx placement:
create database placement;

3. MpepocTaBbTe AOCTYN K 3TOM H6a3e aaHHbIx nonb3osatenio placement 8 CYB/[ (ana localhost 1 Bcem
OCTanbHbIM agpecam OTAENbHO):

85 https:/docs.openstack.org/api-ref/placement/
86 https:/docs.openstack.org/placement/victoria/install/index.ntml
87 https:/conftionix.ru/pages/viewpage.action?pageld=163643445
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grant all privileges on placement.* to 'placement'@'localhost' identified by
'PLACEMENT_DBPASS';

grant all privileges on placement.* to 'placement'@'%' didentified by

'PLACEMENT_DBPASS';

() Bwmecto PLACEMENT_DBPASS ucnonbaynte cBon napors, oH byaer Heobxoanm aanee.
4. Bbingnte n3 ceccumn CYB/U:

exit;

CospaHue o6bekTOB B Keystone

® Cm. Takxe: dain HaCTPOVKM CUCTEMHOTO OKPYyXeHns

[ns cepsuca Placement Heobxoanmo co3gaTbe Nonb3oBaTeENa N 3aperncTpupoBaTh ero B CepBMUCE KaTanoros
Keystone.

1. Coapaitte nonb3oBatens placement:

openstack user create --domain default --password-prompt placement

() KomaHpa MHTEpPaKTMBHO CNPOCWT Maponb, fanee SToT Naponb GyaeT NCNonb3oBaTbCs TaMm, rae
ykasaH PLACEMENT_PASS.

2. [obaBbTe nonb3oBaTtens placement B NpOeKT service (cw. ctp. 40) C ponbto admin:
openstack role add --project service --user placement admin
3. CoapanTte cepsuc placement B cepauce katanoros Keystone:

openstack service create --name placement --description "Placement API" placement

4. CospanTte Tpu TOUKM BxOAa ANs cepsuca placement:
a. nyénuunyto:

openstack endpoint create --region RegionOne placement public http://
controller:8778

b. BHyTpeHHIoI0:

openstack endpoint create --region RegionOne placement internal http://
controller:8778

C. aAMUHUCTPAaTUBHYIO:

openstack endpoint create --region RegionOne placement admin http://
controller:8778

() Bwmecto pomena "controller” ykaxwte eauHbin DNS-agpec ans cepsuca Placement,

KoTopbln 6bin BbIGpaH B Bawen uHdppacTpyktype. Vcnonb3osaHue |P-agpecos He
peKkoMeHayeTcs.

(@ Ans pasHbix TMNOB Touek Bxoaa APl MOXHO ykasaTb pagHbie agpeca. 10 MOXET 6bITb
HeobxoauMO B criyvae pasfeneHus, Hanpumep, nybnuyHoro Tpaduka ot BHyTPEHHErO.

YcTtaHOBKa cepBuca

88 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643419
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® Cw. takxe: Hactpoiika penogutopues Almalinux®®.

lNocne ycTaHOBKM BCeXx HeOobXOOAUMbIX BHELWHMX CEPBMCOB MOXHO MNPUCTYNUTL K YCTaHOBKE CepBuca
Placement.

1. YctaHOBUTE OCHOBHOW NakeT cepeuca Placement:

dnf -y dinstall openstack-placement-api

() CraHpapTHble NyTn pannos KOHMUrypaumu:
- J/etc/placement - Kartanor koHdurypauumn Placement;

. Jetc/placement/placement.conf - OCHOBHbIN hann KOHUrypaLmn.

2. OumncTuTe OCHOBHOM haln KOHUrypaLmm, KOTopbin 6bin fo6aBNeH Nocne yCTaHOBKY NakeTa:

> /etc/placement/placement.conf

3. B ocHoBHOWM chann gobaBbTe Creayilowyio KOHGUIypaumto (onmcaHme (cm. ctp. 65)):

[placement_database]
connection = mysql+pymysql://placement:PLACEMENT_DBPASS@controller/placement

Lapi]
auth_strategy = keystone

[keystone_authtoken]

auth_url = https://controller:5000/v3
memcached_servers = controller:11211
auth_type = password
project_domain_name = Default
user_domain_name = Default
project_name = service

username = placement

password = PLACEMENT_PASS

4. TMpwn KOHUrypauun cnegytotr obpaTnTb BHUMAHWE Ha cneaytoLlee:
a. [aHHble coeauHeHns no B/l placement B placement_database/connection, B uactHocTy,
naponb k 6asze Bmecto PLACEMENT_DBPASS;
b. Mapametpbl coeanHeHus oo nons3osartens placement B keystone_authtoken, B uactHocTu,

ykaxxuTe ero naponb Bmecto PLACEMENT_PASS.
5. MHuumanusunpynte 6a3y aaHHbIx placement:

su -s /bin/sh -c "placement-manage db sync" placement

duHannsaumsa YCTaHOBKMU

1. MNepesanycTtute Beb-cepBep Apache:
systemctl restart httpd
2. [Insa npoBepKn BOCMONb3yNTECH KOMaHAOM:

placement-status upgrade check

(i) B oTBeT Bbl LOMKHBI NOMYUYMTL MPUMEPHO CNEayIOLLNA BbIBOA:

| Check: Missing Root Provider IDs |
| Result: Success |
| Details: None |

89 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643451
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| Check: Incomplete Consumers |
| Result: Success |
| Details: None |

BCP3 * ludposaHne cepeuca Placement

Placement 3anyckaetcsa ¢ nomouwbto Beb-cepBepa Apache B otaensHoM BupTyansHom yane (VirtualHost). [na
BKMIOUEHNs WndpoBaHUS cneayet AONOMHUTbL HaCTPONKY Be6-cepBepa.

1. B pedbepeHcHoM apxutekType koHdurypauus sedb-cepsepa ansa Placement no nytn /etc/httpd/
httpd.conf Beirnaaut cneayownm o6pasom:

ServerName placement.k8s_domain_name
ServerRoot "/etc/httpd"

Include conf.modules.d/*.conf

User apache

Group apache

LogLevel warn

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
ErrorLog /dev/stderr

CustomLog /dev/stdout combined
TypesConfig /etc/mime.types
AddDefaultCharset UTF-8
EnableSendfile on

<Directory />
AllowOverride none
Require all denied
</Directory>

SSLProtocol all -SSLv3 -TLSvl -TLSvl.1

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256 :DHE-RSA-AES256-GCM-
SHA384

SSLHonorCipherOrder off

SSLSessionTickets off

Listen 8778

<VirtualHost *:8778>

WSGIDaemonProcess placement-api processes=3 threads=1 user=placement
group=placement

WSGIProcessGroup placement-api
WSGIScriptAlias / /usr/bin/placement-api
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On

ErrorLogFormat "%M"

ErrorLog /dev/stderr

CustomLog /dev/stdout combined

SSLEngine on

SSLCertificateFile certs/cert.pem
SSLCertificateKeyFile certs/privkey.pem
Protocols h2 http/1.1

<Directory /usr/bin>

Require all granted

</Directory>

</VirtualHost>

Alias /placement-api /usr/bin/placement-api
<Location /placement-api>

SetHandler wsgi-script

Options +ExecCGI

WSGIProcessGroup placement-api
WSGIApplicationGroup %{GLOBAL}
WSGIPassAuthorization On
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(@ VHpopmauus o koHdurypaumn Beb-cepsepa onncaHa B 3101 YacTy (cm. cTp. 45) PykoBoAcTsa.

2. locne BKMOUEHUs aTon KoHMpUrypaummn nepesanyctute seb-cepeep:

systemctl restart httpd

3. Mocne storo y6enmTecs, UYTo LWNGPOBaHHbLIE COEAMHEHUS AOCTYMNHbI NO nopty 8778, HanpuMmep,

KoMaHgom curl:

curl https://placement-addr:8778

A Ecnv ceptndounkaT caMonoanuCaHHbIn, TO yKaxuTe:
- napameTp -k, B aToM cniyvae Bepudomkauns ceptncmkaTta 6yaeT BbIKMOYEHS;
« 1nu napametp --capath go danna CA Bawero ueHTpa cepTndonkaumm.

o (DYHKLII/IOHI/IpOBaHI/Ie NPOAYKTUBHbIX Cpen C camonoannCaHHbIMA CepTI/ICbMKaTaMI/I OCbI/ILl,I/IaﬂbHO
HE nogaepxmnBaetca.

BCP3 = Onucanue danna koHdurypaumm Placement

B onucaHum npouecca no ycrtaHoBke cepsuca Placement npepnoxeHa cTaHgapTHas KoHpurypaums. 370
CTpaHuua COAepPXUT NOAPOOHOE ONMCaHNe HacTPOEK 3TON KOHAUIypaunu.

MNpwn naMeHeHnmn KoHdurypaumm Heobxoammo nepesanycTntb Beb-cepeep Apache:

systemctl restart httpd

Tabnuua KoHdUrypaumnm

Cepsuc Placement

® MyTb 0O KOHurypaumm: /etc/placement/placement.conf

() JNerenpa tabnuubl gocTynHa Ha aTOM ctparnue®.

MUma napameTpa

[placement_database]

connection

[api]

auth_strategy

[keystone_authtoken]

auth_url

OnucaHue MpuMeuaHus

MapameTpbl pJoctyna K 6ase  AaHHbIX
placement.

MapamMeTpbl coeguHeHuUs K 6Gasle AaHHbIX
placement.

MapameTpbl paboTbl Placement API.

Bcerga pgomkeH ObITb

YKkazaHue mexaHusma ayTeHTugukaumn. "keystone"

MapameTpbl  NOAKNHYEHUA K CEpPBUCY
Keystone.

Afpec BHyTpeHHero API Keystone.

90 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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Nma napameTpa OnucaHue MpumeyaHus

A,u,peca BHELUHEN CUCTEMbI K3LWnpoBaHuA MoXHO yKasarb HECKO/J1IbKO

memcached_servers
Memcached. CepBepoB Yepes 3andaTyo.

project_domain_name
user_domain_name
project_name
username

password

[JaHHble Ansa ayTeHTudmnkaumm B Keystone ot
MMEHW nonb3oBatens placement.

BCP3 = OpenStack Nova

BCP3 = MIndhopMmauua o cepsuce Nova

+ O630p cepsuUca (cm. ctp. 66)

« CocrTaB cepBuca (cwm. cTp. 66)

+ OCHOBHble 0b6beKThbl CepBuUCa (cwm. cTp. 67)

« [ononHutensHaa nHdopmaums (cm. ctp. 68)

O630p cepsuca

OpenStack Nova®' - aT0 KOMNNEKc cepBUCOB, KOTOPbIE NPEAOCTABNSIOT PasnuyUHble UHTEPAENChI ynpaBneHns
TaKk Ha3blBaEMbIMM BbIUMCNUTENBHBLIMU MHCTAHCaMK (sk3emnnspamu, compute instances). O6bluHO noA
"MHCTaAHCOM" MOHUMAaETCA BUPTyanbHas MalivHa, OOHAKO MPW HaMMUUKU HY>XHbIX CEPBUCOB, 3TO MOXET ObITb U1
XKenesHbIn y3€en, U CUCTEMHbIE KOHTENHEPHI.

OyHpameHTansHO Nova pasgensercs Ha aBe 6onbwne YacTu:

- Ynpasnsiiowas yactb CEPBUCA, KOTOPble NpenocTasnsaoT goctyn Kk APl n 6usHec-noruke.
YcTaHaBNMBalOTCA B ynpaBnsiowWwmx yanax.

+ BbluMcnutenbHas yacTb cepBuca, KoTopas 3aHUMaeTCs PakTUYECKUM 3anyCKOM MHCTaHCOB (Hanpumep,
B BUAE BUPTYyalbHbIX MalWH). YCTaHaBNMBAIOTCS B BbIYMCIIUTENbHbIX y3nax.

Nova ncnonb3yet nopThbl:

- 8774/TCP onsa Nova API.
- 8775/TCP nna Nova Metadata API.
- 6082/TCP ans noVNC Proxy.

CocraB cepsuca
Cepsuc Nova COCTOUT N3 HECKONMbKMNX KOMMOHEHTOB:

- B ynpasnsowux ysnax:

+ nova-api - 910 cepsuc, peanuaytowmin Nova AP| n cepenc gpoctyna Kk metagaHHbiM yepes Nova
Metadata API;

+ nova-scheduler - cepsuc, oTBevalowmnin 3a NnnaHMPOBaHNE Pa3NNUHbIX 3a4ay Hag MHCTaHCaMmu;

+ nova-conductor - cepBuc, oTBevaloWwmnin 3a cOOp AaHHbIX ¢ cepBnUcoB Nova B BbIUNCINTENbHbIX
ysnax;

+ nova-novncproxy - cepsuc noVNC Proxy, nepenanpasnsiowmnn ceccuio VNC BuptyanbHon
MawuHbl B Be6-uHTepdenc OpenStack Horizon;

+ nova-spicehtml5proxy - cepsuc SPICE Proxy, nepeHanpasnsowmn ceccuio SPICE
BMpPTyanbHOM MaluunHbl B Beb-nHTepdenc OpenStack Horizon. 31oT cepsuc ocdmumnansHo He
nogaepXxuBaeTcs,

- nova-api-metadata - cepsuc, npegocTtasnsaowmn nHTEpdenc goctyna k APl metagaHHbix Nova.
Ncnonb3yetcs TONbKO B TOM cnyyae, ecnm Heobxoammo npenoctaentb cepenc Nova Metadata
APl B oToenbHOM y3ne 6€3 ncnonb3oBaHMsa nova-api.

- basa paHHbIX nova c cocTosHueM cepauca Nova;

- Ouepenb coobweHnn RabbitMQ ans BzanmogencTensa mexay cepsmcamm Nova.

- B BbluncnutenbHbIx y3nax:

+ nova-compute - cepsuc, oTBevalowWwun 3a 06paboTky 3agau oT ynpasnaoWmnx CEpPBUCOB U 3a
(*)aKTI/IHeCKoe X BbIMNOMHEHNE Ha KOHEUHbIX BbIMNCNUTENbHbIX Y3nax (Hanp., co3pgaHue
BMPTYyanbHOW MallUHBbI).

91 https:/docs.openstack.org/nova/victoria/
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Basuc.Cloud Ha OaHHbIN MOMEHT odouLManbHO NoAAEPXMBaeT Tonbko runepsusop QEMU®? ¢ nopnepxkoit
annapatHoro yckopenus KVM®. MostoMy B cocTaBe BblUMCMUTENBLHLIX Y3NOB 6yAyT AoGaBneHbl elle aga
OCHOBHbIX KOMMOHEHTa:

- QEMU®* - 310 runepsusop Type2, KOTOPbI NOAAEPXKMBAET 3aMyCK BUPTYaNbHbIX MaLINH C
SMYNUPOBaHUEM Pas3nNUUHbIX annapaTHbiXx NnaTtdopM. NoaaepxmMBaeT BOSMOXHOCTb annapaTtHOro
YCKOPEHWa BUPTYyanu3aumum npu nomotum moayns KVM®;

- libvirt®® - 310 cepBuC ynpaBneHns BUPTYanbHLIMU MaLWIMHAMU U NapaMeTpamMu rnepsrn3opos.
MNonnepxuneaet ynpasneHune runepsmsopoMm QEMU, ncnonbdyertcs cepencom nova-compute kak
npoMexyTouHbin API K runepeunsopy.

[ns nonHoueHHon paboTbl Nova TpebyeTtcs AocTyn Kk cnegytowmm cepsucam OpenStack:

- Glance - Nova Tpebyetcs gocTtyn kK obpasam 1 nx MetTagaHHbIM A9 3anycka MHCTaHCOB.

- Placement - Nova nonyuaet nHgpopMaLmio O AOCTYMHbIX Pecypcax ¢ 3Toro cepauca.

- Neutron - Nova TpebyeTtcs AOCTyN K CeTEBLIM MOPTaM 1 agpecam ANns HaCTPOWKKM AOCTyna Ao
WHCTaHCOB.

- Cinder - Nova moxeTt ncnons3oatb Cinder B kauectse 63keHaa Ans 6nouUHbIX YCTPOWCTB,
noaknouaemblx K MHCTaHCaM. TexHnueckn Nova MoxeT pabotatb 6e3 cnyx6el Cinder, ogHako B
pedepeHCHON apxXNTEKTYpe Ana NPOAYKTUBHLIX CUCTEM OH O6S3aTENEH.

lpadbnueckn apxmutektypa cepsuca Nova BbIrngaant crnegyilownm obpasom (He BkAtoueHa yacTb ¢ hoVNC
Proxy):

O External service
D Nova service

——»  oslo.messaging

------ » DB
—--9 HTIP
1
———— .
—
--_--‘--'
e — - ARL F------ »| DB N
~.. ¥ A
A =% H
e '\:
i .
‘/ _lﬁr.
Ve
Glance &
Conductor Scheduler Cinder
\ )
s\ \ -‘/
. heS _/‘-
‘\ \~ - \
“
‘\\ - ————— Racement
\\
.\ -
. -/‘

Apxntektypa cepsuca Nova

OCHOBHblE 06bEKTHLI CepBMCa
Nova B cBOen paboTte NCnonb3yeT HECKONLKO TUMOB OOBLEKTOB.

- 9k3emnnap nnu UHctaHc (Instance) - o6bekT Nova, accounmnpoBaHHbIN C BUPTyanbHOM MallUHON,
KOoTOpas 3anyckaetcs B OAHOM M3 FrMNepBU3OPOB.

- TunepBusop nnu Ysen (Hypervisor n Host) — o6wekT Nova, npeacraensaiowmin onsnueckun
BbIYMCMUTENBHBIN Y3en, NPpeAHa3HaUeHHbIN ANs 3anycka BUpPTyanbHbIX MalWH B BUOE MHCTAHCOB.

92 https:/www.gemu.org/

93 https:/www.linux-kvm.org/page/Main_Page
94 https:/www.gemu.org/

95 https:/www.linux-kvm.org/page/Main_Page
96 https:/libvirt.org/
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- fluenka (Cell) - meToa nsonauunm ob6vektToB Nova. lNo3sonseT pasnenatb BbIYUCIUTENbHLIE PECYPCHI Ha
nornyeckme rpynnbl C XpaHEHNEM AaHHbIX B OTAENLHON 6a3e AaHHbIX U C UCMNOb30BaHUEM CBOErO
cepsuca obmeHa coodbueHnamn. ECTb aBa BMaa sueek:

- Tak HasbiBaemas "HyneBasa" avenka cellO, KOTOpbIN NPeaoCTaBNeH UCKMIOUNTENBHO ANS XPaHEHUS
LlaHHbIX MHCTAHCOB, KOTOPbIN He 3anyCTUINCh U3-3a Pa3NUUHbIX OLLUNOOK.
- CraHpapTtHas suenka "celll", kyna nomecTtaTcs ycnewHo 3anyLeHHble UHCTaHChI.

- Cxema pecypcos unu ®nasop (Flavor) - 06vekT Nova, ucnonb3yembin Ana onucaHusa KonmuecTsa
npenocTaBnsEMbIX PECYPCOB UHCTaHCY.

- Arperauums y3nos (Host Aggregation) - o6bekT Nova, npeaHasdHaueHHbIN Ana o6beanHeHns
rMNepBU3OPOB B FPYMMbl C BOZMOXHOCTbLIO YKa3daHUs O0LWMX METaAaHHbIX.

HononHntenbHas nHdopmaums

1. OcbuumansHas nokymeHtaumns® npoekra.
a. MNopnpo6Hoe onucanue apxutekTypbl®® cepsuca.
b. UHdopmauus o aueiikax (cells v2)°.

2. OcHoBHom penoautopuin™® npoekra.

3. Onucarve AP npoekra.

BCP3 - YcTaHoBKa ynpasnsiowmx cepsmncos Nova

- HacTtpowka oKkpy>XeHus (cm. ctp. 68)
- [logrotoBka 6a3 gaHHbIX Nova 1 nova_* (cm. cTp. 68)
- CospaHne obbektoB Nova B Keystone (cwm. cTp. 69)
- YctaHoBka cepsucos Nova (cm. ctp. 70)
- [lepBUUHas HacTporka KOHJoUrypaumum (cu. ctp. 70)
- @OuHanmMsauns yCTaHOBKM (cwm. cTp. 72)
- [lpoBepka cTaTyca cepsuca (cm. ctp. 73)
+ KoHdpurypauuns ana HAProxy (cwm. ctp. 73)

YcTtaHOoBKa ynpasndaownx cepencoB Nova COCTOUT U3 HECKOMbKMX Llaros.

HacTtpoiika okpy>xeHus

MNepen caMoOM YyCTaAHOBKOW CepBMCA HYXHO MNpeaBapuUTENbHO HACTPOWUTb HEKOTOPblIE  KOMMOHEHTHI
NHAPaCTPYKTYpPBbI.

MoaorotoBka 6a3 gaHHbIX hova U nova_*

(® Cm. takxe: YcTaHoeka 1 HacTporika CYB/l MariaDB™?

Bcio nHghopMaumio 0 COCTOSHUN MHCTAHCOB U Npouyio nHgoopmMaumio Nova xpaHuT B 6a3e aaHHbIx SQL.

1. Bongute B okpyxeHue 6a3bl AaHHbIX:
mysgl -u root -p
2. Nova Tpebyetca Tpu 6a3bl AaHHbIX, CO3AaNTE UX:

create database nova_api;
create database nova;
create database nova_cello;

® ®OyHKUNK aTNX 6a3 AaHHbIX cnegylolme:
- nova_api conepxut cxemy Nova API;
+ hova COAepPXUT nHpopmaumio obo BCEX MHCTAHCAaX, B TOM uncne nHcpopmaumio
CTaHOapTHOWN AYENKMU.
« nova_cellO conepxuT "HyneByto" suenky.

3. MNpenocTtaBbTe AOCTYN k 6a3am AaHHbIX cepauca Nova
a. nova_api:

97 https:/docs.openstack.org/nova/victoria/index.html

98 https:/docs.openstack.org/nova/victoria/user/architecture.html
99 https:/docs.openstack.org/nova/victoria/user/cellsv2-layout.html
100 https:/opendev.org/openstack/nova

101 https:/docs.openstack.org/api-ref/compute/

102 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643445
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grant all privileges on nova_api.* to 'nova'@'localhost' didentified by
'"NOVA_DBPASS' ;
grant all privileges on nova_api.* to 'nova'@'%' identified by 'NOVA_DBPASS';

b. nova:

grant all privileges on nova.x to 'nova'@'localhost' identified by
'"NOVA_DBPASS';
grant all privileges on nova.* to 'nova'@'%' identified by 'NOVA_DBPASS';

c. nova_cellO:
grant all privileges on nova_cell@.* to 'nova'@'localhost' identified by
'NOVA_DBPASS';

grant all privileges on nova_cellO.* to 'nova'@'%' identified by
'NOVA_DBPASS';

(@ Bmecto NOVA_DBPASS ykaxuTte cBomn naporib.

4. Bbingnte ns ceccumn CYB/:

exit;

CospnaHune obbekToB Nova B Keystone

® Cwm. Takxe: ®ailn HaCTPOKM CUCTEMHOTO OKPYXXeHMs 03

Ons cepsnca Nova HeobxoouMmo co3faTb NOMb3OBATENS U 3aperucTpupoBaTb €ro B CepBMCE KaTanoros
Keystone.

1. Cospanite nonb3oBaTens nova (KOMaHAa MHTEPAKTMBHO CNPOCUT Naponb, ganee aToT naponbs byner
ncnons3oBaTtbcs B NOVA_PASS):

openstack user create --domain default --password-prompt nova
2. [lobaBbTe nonb3oBaTensa nova B MPOEKT Service (cm. cTp. 40) € ponblo admin:
openstack role add --project service --user nova admin
3. CospawnTte cepBuc compute B cepauce katanoros Keystone:
openstack service create -—-name compute --description "OpenStack Compute" compute

4. CoapanTte Tpu TOUKK BXxOAa ANs cepBuca compute:
a. nyénuunyto (public):

openstack endpoint create --region RegionOne compute public http://
controller:8774/v2.1

b. BHyTpeHHIOIO (internal):

openstack endpoint create --region RegionOne compute internal http://
controller:8774/v2.1

C. agMuHUCTpaTmMBHYyto (admin):
openstack endpoint create —--region RegionOne compute admin http://

controller:8774/v2.1

() Bwmecto pomera “controller” ykaxute eanHbin DNS-anpec ans cepsuca Nova, KOTOpbin
Obin  BblOpaH B Bawew WHpacTpyktype. Wcnonb3oBawne IP-agpecoB He
pekoMeHayeTcs.

103 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643419
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() [Lns pasHbix TUNOB TOouek Bxoda APl MOXHO ykasaTb pasHble agpeca. 910 MOXET ObITh
Heobx0aoMMO B criyuyae pasfeneHus, HanpuMep, nybrnmuHoro Tpaduka ot BHyTPEHHETO.

YctaHoBka cepsucoB Nova

lNMepBuyHasa HacTponka KoHcUrypaumm

A Nepen ycraHoskon cepsucos Nova ybeauTecb, UTO Bbl YCTaHOBUMM U HaCTPOUNU  CryxoOy

Placement (cwm. ctp. 680).
1. YctaHoBuTe nakeTbl cepBucos Nova ansa ynpasnsiowero yana:

dnf -y dinstall openstack-nova-api openstack-nova-conductor \
openstack-nova-novncproxy openstack-nova-scheduler

() CraHpapTHble NyTU KOHUIypaunu:
- Katanor koHdourypaumnoHHsix coannos: /etc/nova

« OcHoBHoM hann koHdurypaumn: /etc/nova/nova.conf

2. OuucTtute ocHoBHOM hann KoHUrypaunm, KOTopbin 6bin fO6aBNEH NOCNE YCTAaHOBKU NakeTa:

> /etc/nova/nova.conf

3. OCHOBHOW KOHOUTYpPaLMOHHbIN doann BbIrNAanT cnegyowmM obpasom (onucaHue (cw. ctp. 75)):

[DEFAULT]

my_ip = MGMT_IP_ADDRESS

osapi_compute_listen = $my_ip

metadata_listen = $my_ip

enabled_apis = osapi_compute,metadata

transport_url = rabbit://openstack:RABBIT_PASS@controller:5672
use_stderr = true

allow_resize_to_same_host = true

[api_database]

connection = mysql+pymysql://nova:NOVA_DBPASS@controller/nova_api
connection_recycle_time = 10

max_overflow = 1000

max_pool_size = 1

max_retries = -1

[database]

connection = mysql+pymysql://nova:NOVA_DBPASS@controller/nova
connection_recycle_time = 10

max_overflow = 1000

max_pool_size = 1

max_retries = -1

[api]
auth_strategy = keystone
use_forwarded_for = true

[keystone_authtoken]

www_authenticate_uri = http://controller:5000/
auth_url = http://controller:5000/
memcached_servers = controller:11211

auth_type = password

project_domain_name = Default

user_domain_name = Default

project_name = service

username = nova

password = NOVA_PASS

[vnc]
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enabled = true
server_listen = S$my_ip
server_proxyclient_address = $my_dip

[cinder]

catalog_info = volumev3:cinderv3:internalURL
os_region_name = RegionOne

auth_url = http://controller:5000

auth_type = password

project_domain_name = default
user_domain_name = admin

project_name = service

username = cinder

password = CINDER_PASS

[placement]

region_name = RegionOne
project_domain_name = Default
project_name = service

auth_type = password
user_domain_name = Default

auth_url = http://controller:5000/v3
username = placement

password PLACEMENT_PASS

[neutron]

url = http://controller:9696
auth_url = http://controller:5000
auth_type = password
project_domain_name = Default
user_domain_name = Default
region_name = RegionOne
project_name = service

username = neutron

password = NEUTRON_PASS
service_metadata_proxy = true
metadata_proxy_shared_secret = METADATA_PASS
valid_interfaces = internal

[oslo_concurrency]
lock_path = /var/1lib/nova/tmp

[cache]
backend = oslo_cache.memcache_pool
enabled = True

memcache_servers = controller:11211

[scheduler]

max_attempts = 10
discover_hosts_in_cells_interval = 300
workers = 3

[wsgi]
secure_proxy_ssl_header = HTTP_X_FORWARDED_PROTO
api_paste_config = /etc/nova/api-paste.ini

[oslo_middleware]
enable_proxy_headers_parsing = True

[privsep]
helper_command=sudo nova-rootwrap /etc/nova/rootwrap.conf privsep-helper --config-
file /etc/nova/nova.conf

[upgrade_levels]
compute = auto

4. Vinmumanuanpynte 6a3bl aaHHbIx cepsuca Nova:
a. nova_api co cxemomn AP| cepsuca:
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su -s /bin/sh -c "nova-manage api_db sync" nova
b. nova_cellO ¢ gaHHbIMK "HyneBon" AUenKu:

su -s /bin/sh -c "nova-manage cell_v2 map_cell®" nova

() MWrHopupynte ownbkm, CBA3aHHbIE C yCTapeBaHuem ucnonb3osaHns dpopmara JSON B
davnne policyjson ana cepsnca Nova.

C. [aHHble OBbIYHON AUENKHN

su -s /bin/sh -c "nova-manage cell_v2 create_cell --name=celll --verbose"
nova

() B BbiBOAE KOMaHAbl MOTYT MOSIBUTLCA COOBLIEHUS, UTO HEKOTOPbIE MapameTpbl He
yKasaHbl 1 6epyTcsa ¢ OCHOBHOro channa koHdurypaumm Nova. 3Tm COOBLUEHU MOXHO
UrHopMpoOBaTh.

B kOHuUe BbIBOA Bbl AOMXKHbI Nonyuntb maeHtudpukatop dopmata UUID cospaHHOM
AUENKMN.

d. OCHOBHYytO 6a3y AaHHbIX NOVa, KOTOpas B MTOre OKOHUUT MHMUnanunaaumio auenkn celll:
su -s /bin/sh -c "nova-manage db sync" nova
() MWrHopupynte ownbKm, CBA3aHHbIE C yCTapeBaHuem ucnonb3osaHns dpopmara JSON B
channe policy.json ana cepsuca Nova.
5. Y6enutecs, uto "Hynesas" n obbluHas AUYENKU NOABUNNCH B CMIUCKE AOCTYMHbIX:

su -s /bin/sh -c "nova-manage cell_v2 list_cells" nova

@ B oTBeT Bbl AOMXHbI nonyyunTb NPUMEPHO Cﬂeﬂy}OLLWIVI BblBOA!

R e
oo

A fmm +
| Name | UUID | Transport URL | Database Connection | Disabled |
R e
oo

A fmm +

| cello | 00000000-0000-0000-0000-000000000000 | none:/ | mysql+pymysql://
nova:**xxx@controller/nova_cell® | False |

| celll | abaele90-7751-4683-9cO0f-de455cffce76 | rabbit://
openstack:xxxx@controller:5672 | mysql+pymysql://nova:*xxxx@controller/nova
| False |

dunHannsauums YCTaHOBKMU

1. SaHYCTI/ITe BC€ CepBUCHI Nova n gobaBbTe 1x B aBTO3anyck:

systemctl start \
openstack-nova-api.service \
openstack-nova-scheduler.service \
openstack-nova-conductor.service \
openstack-nova-novncproxy.service
systemctl enable \
openstack-nova-api.service \
openstack-nova-scheduler.service \
openstack-nova-conductor.service \
openstack-nova-novncproxy.service
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lNposepka cTatyca cepsuca

1. MpoBepbTe cTaTyCc KOMNOHEHTOB cepBuca Nova, Hanpumep, nova-api:

systemctl status openstack-nova-api

@ B oTBeT Bbl AOMXHbI nonyynTb NPUMEPHO cne,qyiou.wuh BblBOAO:

e openstack-nova-api.service - OpenStack Nova API Server

Loaded: loaded (/usr/lib/systemd/system/openstack-nova-api.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/openstack-nova-api.service.d
L-zzz-1xc-service.conf

Active: active (running) since Sun 2021-11-07 22:37:23 UTC; 1lmin 28s ago
Main PID: 16644 (nova-api)

Tasks: 9 (limit: 204240)

Memory: 497.6M

CGroup: /system.slice/openstack-nova-api.service

F—16644 /usr/bin/python3 /usr/bin/nova-api

2. MpoBepbTe cTatyc nopra:

ss —tnlp | grep 8774

(i) B oTBeT Bbl AOMKHBI NOMYUMTb MPUMEPHO CNEayIoLWNA BbIBOA:

LISTEN 0 128 10.236.64.231:8774 0.0.0.0:% users: (("nova-
api",pid=16684,fd=7),...

Anpec LISTEN ponxeH 6biTb paBeH agpecy, ykasaHHbii B DEFAULT/my_ip ocHoBHOro doanna
KoHdourypaumm Nova.

3. Monyuunte ctatyc Nova API:

curl http://controller:8774

@ B oTBeT Bbl AOMXHbI nonyyunTb NPUMEPHO Cﬂeﬂy}OLLWIl;I BblBOA!

{"versions": [{"id": "v2.0", "status": "SUPPORTED", "version'": "",
"min_version": "", "updated": "2011-01-21T11:33:21zZ",...

Kondurypaumsa ana HAProxy

(@ Cwm. rakxe:BCP3 * YcTaHoska 6anaHcuposlvka Harpyskn HAProxy (cm. ctp. 17)

B pedbepeHcHoOM apxutekType gocTyn Ao cepsncos Nova (KpomMe nova-novncproxy) npenoctaBngerca vyepes
6anaHCMpPOBLLMKa HarpysKu.

1. KoHdurypauus ana HAProxy Bbirnaant cneaytowmnm obpasom:

frontend nova_api

bind "MGMT_IP:8774" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https

default_backend nova_api_backend

backend nova_api_backend
server nova 127.0.0.1:8774

frontend nova_metadata

bind "MGMT_IP:8775" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https

default_backend nova_metadata_backend
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backend nova_metadata_backend
server nova 127.0.0.1:8775

2. lNocne BkNioueHUs aton KoHdurypaum nepsarpysute kondurypaunio HAProxy:

systemctl reload haproxy

BCP3 = YcTaHOBKa BbIUMCNUTENBHOWM YacTu

eYCcTaHOBKa BbIYNCNTENBHOM YacTu NPON3BOAUTCA Ha BbIMNCNUTENbHbIX Y3ax.

YcTtaHoOBKa cepBuca nova-compute
YcTaHOBKa cepBuMca nova-compute 4OCTaTOUHO NPOCTa.

1. YcTtaHOoBuMTE nakeT cepBuca nova-compute:

dnf -y dinstall openstack-nova-compute

(@ [o ymonuaHuio STOT MmakeT yCTaHOBMT naketbl runepsusopa QEMU v cuctembl ynpasneHus
runepsn3opos libvirtd. ix otaenbHO ycTaHaBnmMBaTh He TpebyeTcs.

2. MNpuMeHnTE KOHPUIYPaALMOHHbIN doann, ONMCaHHbIN B pasaene yCTaHOBKY YNPaBsioLe YacTul (cm. cp.

70), no nytm /etc/nova/nova.conf.

() Ha Tekywem ware BbluMCNUTENbHbIE Y3Mbl GyAyT MCMNOMb30BaTh CTaHAAPTHLIN Apansep
(compute_driver) libvirt.

3. 3anycTute cepsuc nova-compute n cepsuc libvirtd n no6asbTe ero B aBTo3anyck:

systemctl start libvirtd openstack-nova-compute
systemctl enable libvirtd openstack-nova-compute

MNpoBepka no6aBneHnUs BbIYUCIUTENBHOrO y3na

Mo ymonuaHuio BbLIUNCAUTENBHBIN Yy3€n aBToMatMuyecku He pobasnseTcs B auenky. B pedbepeHcHon
apXMTEKTYpe BKNIOUYEH napameTtp, KOTOPbI OOHOBUT COAEPXMUMOE AYEVNKN NPU NOSBNEHUU BbIYNCMNTENBHOIO
y3na pa3 B 5 MuHyT. OgHako 3TOT NPOLECC B PYYHOM pPeXMME Ans Lenen TECTUPOBAHUA MOXHO YCKOPWUTb.
[anbHenwmne KOMaHabl HyXKHO BbIMOMHMTE Ha yNpaBnsiowWeM yane.

1. MpoBepbTe, UTO CEPBUC hova-compute 3apeructTpuposanca B obnavyHon nnatpopme:

openstack compute service list --service nova-compute
o —— Fom +————— fomm———— Fomm - o

+
| ID | Host | Binary | Zone | State | Status | Updated At |
Fom Fom o o o o

+
| 1 | nodel | nova-compute | nova | up | enabled | 2017-04-14T15:30:44.000000 |
Fom Fom o o o o

+

2. Bkniouute KOMaHOy o6Hapy>KeH|/|9| HOBbIX BbIYNCTUTENbHbIX Y3/10B B CTaHﬂapTHOl;I auenke:

su -s /bin/sh -c "nova-manage cell_v2 discover_hosts --verbose" nova

() B otBer Bbl 4OMXHBI NOMYUMTH MPUMEPHO CNEayOWNIA BbIBOL:

[rootetnx-mgmt-almalinux ~]# su -s /bin/sh -c "nova-manage cell_v2
discover_hosts --verbose'" nova

2021-11-07 22:44:49.859 24841 WARNING oslo_policy.policy
[req-6d80d63f-6a6d-4fb5-966a-14f88f4a8066 - - - - - ] JSON formatted
policy_file support is deprecated since Victoria release. You need to use
YAML format which will be default in future. You can use " “oslopolicy-
convert-json-to-yaml ~ tool to convert existing JSON-formatted policy file
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to YAML-formatted in backward compatible way: https://docs.openstack.org/
oslo.policy/latest/cli/oslopolicy-convert-json-to-yaml.html.

2021-11-07 22:44:49.860 24841 WARNING oslo_policy.policy
[req-6d80d63f-6a6d-4fb5-966a-14f88f4a8066 - - - - - ] JSON formatted
policy_file support is deprecated since Victoria release. You need to use
YAML format which will be default in future. You can use " “oslopolicy-
convert-json-to-yaml ~ tool to convert existing JSON-formatted policy file
to YAML-formatted in backward compatible way: https://docs.openstack.org/
oslo.policy/latest/cli/oslopolicy-convert-json-to-yaml.html.

Found 2 cell mappings.

Skipping cell0® since it does not contain hosts.

Getting computes from cell 'celll': a6aele90-7751-4683-9c0f-de455cffce76
Checking host mapping for compute host 'tnx-mgmt-almalinux':
7f17e0f3-03fe-416b-96b8-7669a87821c7

Creating host mapping for compute host 'tnx-mgmt-almalinux':
7f17e0f3-03fe-416b-96b8-7669a87821c7

Found 1 unmapped computes in cell: a6aele90-7751-4683-9c0f-de455cffce76

Ownbkmn yctapesaHusa popmata JSON B policy.json ana Nova MOXHO MrHOpMpOBaTh.

BCP3 = Onucanue canna koHdpurypaumm Nova

B onuncaHumn npouecca no yctaHoBke cepeuca Nova npeanoxeHa ctaHgapTHas KoHdourypaumsa. 310 cTpaHmua
COLEPXMNT NOAPOOHOE ONMCcCaHne HaCTPOEK B HEM.

MNpwn namexHeHnn koHdurypaumm Heobxoammo sce cepsucel Nova:

systemctl restart openstack-nova-*

Tabnnua koHUrypaumnm

Ynpasnsiowmne cepsucol Nova

® MyTb o KOHUrypaumm: /etc/nova/nova.conf

() Nerenpa Tabnuubl AOCTYMHa Ha aTON cTparuLe’®?,

Nma napameTpa OnucaHue napamertpa MpumeuaHus

[DEFAULT]

my_ip

osapi_compute_listen

Ino6asibHble napamMeTpbl
cepsucoB Nova.

Heo6xoanMo Bbi6paTh OAUH U3 ABYX YKa3aHHbIX

napameTpoB:
IP-agpec cepsuca Nova API B . 127.0.0.1, ecni1 yCTaHOBKa 11pOM3BOAUTCS B
mgmt-CeTH MHPPACTPYKTYPbI. pamKax pegbepeHCHON apXUTEKTY LI,

- Anpec B nHTEpPCOENCE mgmt-ceTn, ecnu
NPOW3BOANTCS OOblUHAs yCTaHOBKa.

Mo ymonyaHuio appec [n1A 3TOr0 napamMerpa
6epéTtca co 3Ha4YeHns napameTpa my_ip.

Aapec NpPOCYyLUINBaHNS a Lns npocnywneaHns BCEX

cepsuca Nova API. MHTGpd)eVICOB MOXHO YyKasaTb apjpec
0.0.0.0, oAHaKO Takas KoHdUrypaumus He
pekoMeHAyeTcsl K WCNONb30BaHWIO B
NPOAYKTOBbIX UHCTANNALMNSAX.

104 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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Nma napameTpa

metadata_listen

enabled_apis

transport_url

use_stderr
log_dir
use_journal

allow_resize_to_same_
host

ssl_only
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OnucaHue napametpa

Aapec cepsuca API
MeTagaHHbIX Nova.

BkoyeHne AOCTYMNHbIX TUMNOB
Nova API.

Appeca cepBucoB RabbitMQ
Ans  obMeHa CooO6LeHMAMMN
mMexay cepsucamm OpenStack.

MapameTpbl XypHanmposaHuA
cepsuca.

BkntoveHne BO3MOXXHOCTU
N3MEHEeHUA pasmepa
MHCTaHCa, HE MeHAA y3en, rge
OH 3anyLieH.

BkntoueHue windpoBaHus ans
Nova.

MpumeuaHus

Mo ymonyaHuio agpec Ans 3TOT0 napameTtpa
6epéTtca co 3HauYeHns napameTpa my_ip.

A LOnAa npocNyLWmnBaHms BCEX
MHTEpPdEeNCcoB MOXHO YyKasaTb agpec
0.0.0.0, o4HaKO Takas KOHurypauusi He
peKkoMeHAyeTCs K WCMO/Ib30BaHNO B
NPOAYKTOBbIX MHCTaNSALMSIX.

MOXHO yka3aTb 4yepes 3ansdTylo.

& YrasaHve npedmkca rabbit://
Kaxkaoro ysna obszatesibHo.

ans

Heo6xoayMo BbIGPaTh OAUH U3 TPEX YKa3aHHbIX
napameTpoB:

- use_stderr = True, ecnn yctaHoBka
rpomn3BOANTCS B paMKax pegbepeHCHON
apXUTEKTYpPbl, B STOM Cryyae XypHanbl 6yayTt
nepeHanpaeBneHbl B BUPTyanbHOe
ycTpowncTBo /dev/stderr. 31o nossonser
nony4YnTb NOrM CUCTEME yNpaBneHus
KOHTEMHEpPaMW.

- log_dir = /var/log/keystone, ecnu
npon3BOANTCA 0b6bIYHAES YCTaHOBKAE, B 9TOM
cnyuJae XXypHanbl 6yaoyT COXpaHATLCH B
hbannax B yka3aHHOM KaTanore.

- use_journal = True, ecnu nponsBoamnTcs
0bbIYHas yCTaHOBKa, B 9TOM CnyJae
XypHanbl 6ynyT nepeHanpasneHbl B Cnyxoy
ynpaBneHuns xypHanamm systemd-

journald.™®

A Pexnm use_syslog ans
nepeHanpasneHNss XYpHasIoB B CEpBHUC
syslog nepeseféx B pa3psag
yCTapeBLUNX, NO3TOMY O(ULNASIBHO He
nognepXXnBaeTcs.

aToT napameTp npeanaraeTtca yaaintb AONA
NPOAYKTUBHbIX YCTaHOBOK.

JToT napameTp [JeicTBUTENIeH TOMbKO AJ1s

cepsuca NoVNC Proxy. LWudposaHune ans
nogknoveHnin Kk cepsucy Nova APl M Nova
Metadata APl peanusyetca QyHKumein SSL

Termination Ha ypoBHe HAProxy.

105 https:/www.freedesktop.org/software/systemd/man/systemd-journald.service.html
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Nma napameTpa

cert

[api_database]
[database]

connection

connection_recycle_ti
me

max_overflow

max_pool_size

max_retries

[api]

auth_strategy

use_forwarded_for

[keystone_authtoken]

www_authenticate_uri

auth_url

memcached_servers

auth_type
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OnucaHue napametpa

YkazaHne  pem-thaiina c
cepTnchMKaToM U K/IKYOM K
Hewmy.

MapameTpbl coeguvHeHus K
6a3am gaHHbIX Nova.

AZlpec nopknueHus Kk 6ase
[aHHbIX cepauca Nova.

Bpems A1s BOCCTaHOB/EHUS
coeiuHeHus Ao 6a3bl AaHHbIX.

MakcuMasibHoe  KO/IM4YecTBO
COEZIMHEHWIA MPX 3amno/IHeHUN
nyna CoeNHEHNIA.

MakcumanbHbIii pasmep nyna
COeIHEHW K 6a3e JaHHbIX.

MakcumasibHOe  KOJIN4YecTBO
NonbITOK COeAUHEHNST A0 6as3bl
[OaHHbIX.

MapameTpbl pab6oTbl APl Nova.

BktoueHve MexaHu3Ma
ayTeHTUdMKaLmu.
BkntoueHve  3aronoBka  X-

Forwarder-For.

MapameTpbl NOAK/MYEHNA K
cepsucy Keystone

Aapec ny6/IM4YHOro API
Keystone
Anpec BHYTpeHHero  API
Keystone

Afpeca BHELWHeli cucTembl
KalwmposaHnsa Memcached

Tun ayTeHTMdMKaLUN.

MpumeuaHus

A Ybeautecb B TOM, uYTO  (pain
ceptuchmkata JOCTyNeH Oas YTeHWUs OT
MUMEHU Nosb30BaTess nova.

© Pabora c
ceptudmkaramm
nognepXxnBaeTcs.

CamMonoAnMcaHHbIMM
ohuumnanbHo He

-1 BbIK/HOYaET oOrpaHuyeHne Ha KoJIM4YecTBO
nonbITOK CoegNHEeHUA.

& Heobxoanmo ans NOAOEPXKKN
6anaHcMpoBLMKa Harpy3ku HAProxy.

MOXHO yKa3aTb HECKO/IbKO CEepBEepoB uepes
3ansaTyto.
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Nma napameTpa

project_domain_name
user_domain_name
project_name
username

password

[vnc]

enabled

server_listen

server_proxyclient_ad
dress

[glance]

api_servers

[cinder]

catalog_info

os_region_name

auth_url

auth_type
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OnucaHue napametpa

[aHHble Ans ayTeHTudukaumm

B Keystone oT NMeHN
nosib3oBaTess nova.
MapameTpel ans

nogknoveHnst Kk VNC-ceccusim
BM.

BktoyeHue doyHkumm VNC

Agpec npocnywmsaHua VNC-
cepsepa

Aapec npocnywmnsaHus
KnneHTa npokcu VNC-cepsepa

MapameTpbl cepBuca Glance.

Appeca cepsucoB API Glance.

MapameTpel ans
NOAK/MIOYEHNA K CepBuCYy
Cinder.

MapameTp yKasaHuA TOYKU
Bxoga B cepsuc Cinder.

Vimsa pernoxa,
3aperncTpupoBaHHoe B
Keystone.

BHyTpeHHWli agpec cepsuca
Keystone.

Tun ayTeHTMdMKaLmm.

MpumeuaHus

HeobxogMmo ansa  nosyyvyeHus
BMPTYasibHOW MaluuHbl B Dashboard.

N306paxeHuns

Mo ymonuaHuio agpec Ans 3Toro napameTpa
6epéTca Co 3HaYeHVst mapameTpa my_ip.

& Lons NPOC/yLIVBAHNS BCEX
MHTEPEiCOB MOXHO YyKasaTb aapec
0.0.0.0, ogHaKo Takasi KOHUrypauusi He
PEKOMEHZYETCS K MCMO/Ib30BaHW0 B
MPOAYKTOBbLIX MHCTA/IISILMSIX.

Mo ymonyaHuio agpec Ans 3TOT0 napameTtpa
6epéTtca co 3HauYeHns napameTpa my_ip.

A& LOnAa npocNyLWmnBaHms BCEX
MHTEpPdENCoB MOXHO YyKasaTb agpec
0.0.0.0, o4HaKO Takas KOHurypauusi He
peKkoMeHOyeTCs K WCMO/Ib30BaHNO B
NPOAYKTOBbIX MHCTaNSALMSIX.

Yctapeno'™®,
KOHdurypaumm.

npegnaraetcq yoasInTb n3

internal HepeaKo BK/OYAKOT B OTAE/bHYIO CETb,
HefoCTynHas U3 NyG/IMYHOI CETH, B 3TOM C/ydyae
3TOT MapameTp noBbllaeT  6e30nacHOCTb
Jennos.

106 https:/docs.openstack.org/nova/victoria/configuration/config.html#glance.api_servers
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Nma napameTpa

project_domain_name
user_domain_name
project_name
username

password

[placement]

auth_url

region_name

auth_type

project_domain_name
project_name
user_domain_name
username

password

[neutron]

url

auth_url

auth_type

project_domain_name
project_name
user_domain_name
username

password

service_metadata_pro
Xy

metadata_proxy_share
d_secret

ovs_bridge

valid_interfaces
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OnucaHue napametpa

[aHHble ans ayteHTUmkKaLmm
B Keystone oT NMeHN
nonb3oBarens cinder.

MapameTp cepBuca Placement.

BHyTpeHHWli agpec cepsuca
Keystone.

msa pervoHa,
3aperncTpupoBaHHoe B
Keystone.

Tvn ayTeHTMdMKaLMN.

[JaHHble ana ayteHTUmkaumm
B Keystone oT VMEHN
nonb3oBarens placement.

MapameTpsbl, oTBevyawLwme 3a

NOAK/MOYEHNE K CepBuUCY
Neutron.
Anpec NOAKHYEHUS K

cepsucy Neutron.

Anpec
cepsucy.

NOoAK/TIOYEHNA K

Tun ayTeHTMdMKaLmm.

JaHHble Ans ayTeHTMdUKaLum

B Keystone oT NMeHn
nosib3oBarens neutron.
BkntoueHne noaaepXku
cepsuca MeTafaHHbIX
Neutron.

Maposnb K cepsucy
MeTaAaHHbIX Neutron.

O6nA3ateneH, ecnu np. NyHKT
True.

Nmsa BHYTPEHHEro MOCT-
NHTepdeiica ovs no
YMON4YaHuio.

Jonyctumble  TuUnbl  TOYeK

BXxoga B cepBuc Neutron.

MpumeuaHus

Agpec po cepsuca Cinder Nova nonyuuTt u3
cepsuca KaTtasioros Keystone.

Apgpec fo cepsuca Placement Nova nonyyunT u3
cepBuca Katasioros Keystone.

B onvcaHuu KOHchurypaumm 3TOT napameTp He
HaxoguTcs.
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Nma napameTpa

[oslo_concurrency]

lock_path

[cache]

backend

enabled

memcache_servers

[scheduler]

max_attempts

discover_hosts_in_cell
s_interval

workers

[wsgil

secure_proxy_ssl_head
er

api_paste_config

[oslo_middleware]

enable_proxy_headers
_parsing

[privsep_entrypoint]
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OnucaHue napametpa

MapameTpsbl 06paboTkm
KOHKYPEHTHbIX 3agau4 B Oslo.

Karanor ans (paiinos
6/10KNPOBOK.
MapameTpsl BHeLLHel

CUCTEMbI K3LWNpPOBaHUA.

Moaynb ans  paboTbl C
BHeLLHeNn cuctemonm
KawmpoBaHusa.  ObssarteneH,

ecnu enabled =True.

BknwouveHne KaLWnpoBaHuA
3anpocos cepBuca Nova.

Afpeca CUCTEMbI
KaLLMpOBaHMA memcached.
Ob6s3aTteneH, ecnn enabled =
True.

MapameTpbl  NIaHMpOBLUMKA
MHCTaHcoB Nova.

MakcnmasibHoe  KO/IM4YecTBO
MOMbITOK cbopkun nnm
nepemeLLeHnsa NHCTaHca.

Bpemsi Mexay OGHOBEHUSIMU
crvcka y3soB B siuelike Nova.

KonnyectBo npoLeccos
cepsuca nova-scheduler.

MapameTpsbl WSGI-

KOMMOHEHTa.

MapameTp Hanuuus xegepa
npy UCNOIb30BaHNN NMPOKCH.

MyTb Ao doaitna paste deploy.

MapameTpbl ANA 3anpocoB K
cepsucy Nova.

BkntoyeHune 06paboTKM
3aro/I0BKOB NPOKCK-CepBepa.

MpumeuaHus

oslo_cache.memcache_pool pekomeHayeTcs
1CMNoJ/b30BaTh ans BbICOKOHArpy>eHHbIX
cepBucoB OpenStack ¢ 60/bWKMM KONNYECTBOM
Tpenos.

Yepes 3anartyro
a/ipecos.

MOXHO YyKa3aTb HECKOJ1bKO

BHMMaHue: ucnonb3yiiTe TONMbKO B C/lyyae
Ha/IMumMs reverse proxy, MHade He YykasblBaliTe
3TOT NnapameTp.

BHUMaHMe: uWcrnonb3yiiTe TOMbKO B c/lyyae
Ha/IMumsa reverse proxy, MHauye He ykasblBaliTe
3TOT napametp.

100  napametTpa HeET B
JOKyMeHTauun ang Victoria

ohmLmasnbHOA

BCP3 = YctaHoBka 1 HacTpowka cnyx6 OpenStack- 80



BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

Nma napameTpa OnucaHue napametpa MpumeuaHus

[guestfs] MapameTpbl AN libguestfs'©’,

debug BkntoueHne pexuma oTnagku © BkniouaiiTe 3TOT napameTtp TOSLKO AJ1A
Ana libguestfs. Lenei TeCTMPOBaHUsi U 0GCNYXUBAHWSI.

JT0r0  napameTpa HeT B oguUMasIbHON

[upgrade_levels] [OKymeHTauumn onsa Victoria.

BCP3 = OpenStack Neutron

BCP3 - Mlndpbopmauua o cepauce Neutron

- CocrTaB cepBuca (cm. cTp. 81)
« CeTeBble OYHKLUN CepBUca (cwm. cp. 81)
« [lononHuTenbHbIE MaTepPUanbl (cm. ctp. 82)

OpenStack Neutron™® - a10 KOMNNEKC CEPBUCOB, KOTOPbIE NPU3BaHLI PELaTh BONPOCH! YNPaBneHus ceTeBom
UHppacTpykTypon obnauHonm nnatdopmbl. Neutron nosBonser cos3pgaBaTb CeTW, NPUKPEennaTb MOpThl K
WHCTaHCaM, yNpaBnsTe CETEBbLIM AOCTYMNOM M Tak Aanee. NnarvHel B coctaBe Neutron no3BonsioT pacwmpuTb
PYHKUMOHANBHOCTb OCHOBHOIO CEpBUCA.

Neutron ncnonsayet nopt 9696/TCP.

CocraB cepsuca
Neutron coctouT n3 cneayowmnx KOMMNOHEHTOB (ANa peddepPeHCHON apXMTEKTYPbI):

- Neutron Server (neutron-server) - aTo oCHOBHOW cepBuc, peanuayiowmnn Neutron APl n
KOHTpONMpYoWnn nepegavy CoobLeHN Mexay CeTeBbIMM KOMMOHEHTaMN 06nayHon NnatdopMbl.

- Mnarvn ML2 gna noaaepxkn OVN - 310 Apaneep, NO3BOMAOWMNIN HaCTpamnBaTb CeTEBbIE PYHKLNN B
SDN-koHTponnepe OVN. [ina atoro tpebyetca otaensHasa yctaHoBka OVN-koHTponnepa n 6a3 gaHHbIX
Open vSwitch.

- Bba3sa paHHbIX heutron xpaHuUT NOrMYECKYIO CXeMy ceTn obnavyHon NNnaTPopPMbl, COCTOIHNE OOBLEKTOB
(HanpuvmMep, NOPTOB) U AaHHbIE CETEBOro AOCTYyna.

- Ouepenb coobueHnn HeobxoanM Kak MPOTOKON OOMEHa COOBLEHNAMN MeX Ay YacTaMN cepBuca
Neutron.

Mpu MCnonb3oBaHUN KNnaccuyecknx cxem yctaHoBku Neutron B cxeme 006aBnfioTCa AOMOMHUTENbHbIE areHTbl
(L3, DHCP un Ttak panee), oaHako B cnyvyae ucnonb3osaHusa OVN aTu areHTbl HE HYXHbI, BCE CeTeBble PYHKLMM
peanunaytotrca SDN-koHTponnepom.

CeTteBble doyHKUMM CepBuCa

Neutron npenocrtaesndaeT pan CeTeBblX CEPBUCOB!

- BHyTpeHHsas ceTb (internal network) - ato cetn L2, npenocraBnsaemble KOHEYHbIM BUPTYanbHbIM
MawvHaM AN NOAKNIOYEHUSA K CETEBON MHApACTPYKType. Bo BHYTpeHHeN ceTn ncnonb3ytoTcs
cdoukcupoBaHHble IP-aapeca, BbiaaBaemMble cepsucom DHCP, 1 cosgalotca BHyTpU OBEPNENHbIX CeTen
Tuna VXLAN'®® unu Geneve©.

- DHCP pnsa BHyTpeHHeN ceTn — cepBuC, HEOHXOAUMBIN ONa aBTOMaTUYEeCKOro npenocrasnexms IP-
aApecoB BO BHYTPEHHNX ceTax. [Ing kaxXaow BHYTPEHHen ceTn co3naértcsa BupTtyanbsHbin cepsep DHCP.

- BHewHss ceTb (external network) - aTo ceTb, NpeaocTasnaowas CepencamM BHyTPEHHEN CETU NONYyUnThb
LOCTYN K CeTAM BHe obnayHon nnatdopMel (Hanpumep, B IHTepHeT) n Haobopor. [ina aton 3agaumn
NCMNONb3YOTCA MapLpyTM3aTopbl.

+ MapuwpyTtusatop (Router) — BupTyanbHbI cepBuUc, NPeaoCTaBNAoLWLas BOSMOXHOCTb NepeHanpasneHmns
Tpaduka Mexay BHYTPEHHUMMN CETAMU U B CETU BHE 06NavyHom nnaTgopmel.

- Mnasaowun IP-apgpec (Floating IP)- at0 agpec, npegocrasnaiownm BO3SMOXHOCTb NOAKNIOYEHNA K
cepBucaM, pacnonoXeHHbIX BO BHYTPEHHWX CETAX, U3 CETEN BHe obnayvHomn nnatdopmsbl. Micnonb3yetcs

107 https:/libguestfs.org

108 https:/docs.openstack.org/neutron/victoria/

109 https:/ru.wikipedia.org/wiki/Virtual_Extensible_LAN

10 https:/en.wikipedia.org/wiki/Generic_Network_Virtualization_Encapsulation
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Lnsi BHEWHUX ceTel. [naBatowmin IP-agpec ncnonb3yer TEXHOMNOMMIO TPaHCNALUN CETEBLIX adpecoB
(NAT™M),

- Cnyx6a MeTapaHHbIX (Metadata Service) - cneumanbHbIN CETEBON CEPBUC, KOTOPLIN NPeaoCcTaBnseT
WMHCTaHCaM BUPTYyanbHOWM MallMHbl AOCTYM K ero MeTafgaHHbIM.

[lononHuTeneHble MaTepumarnbl

. OchbuumansHas [OKyMeHTaLys' 2 npoekTa.

- Onucanune apxutekTypsl'™ cepsuca (nononHeHue
« OcbuumansHbI penoautopuin™ npoekra.
- Onucanune Neutron AP,

114).

BCP3 = YctaHoBka OVN

B pedepeHcHOM apxnTtekType no yMOnuyaHuIo NPUHATO, UTO CETEBbIE OYHKUUN U MHTepdenc ana ynpasneHus
umn npepoctasnsercad SDN-koHTponnepom OVN (Open Virtual Network), koTopbii B CBOIO ouepenb ABNSETCA
opkectpatopoM OpenFlow-npaBun ANs  KOHEUHbIX BUPTyanbHbIX KoMMyTatopoB Open  vSwitch™
YCTaHOBMEHHbIX B BbIYNCIUTENbHbIX Y3Max.

Kpatko npo OVN

OVN™ - 35710 KkoMnnekc cepBuWCOB ANs BUPTyanbHOro kommyTtatopa Open vSwitch, nossonsiowme
KOHBEPTNPOBaTL ONUCAHWNE BUPTYanbHON MHAPACTPYKTypbl B npasuna OpenFlow'™. OCHOBHLIMI KOHEUHbIMM
dyHkumnamm OVN asnsetcs cosnaHne cetesblx dpyHkuun: L3-mapwpyTtmusatopa, DHCP-cepeepa n T. ao.

Ob6wasn cxema paboTbl cepBUCA BbIMMAANT Tak:

11 https:/en.wikipedia.org/wiki/Network_address_translation

112 https:/docs.openstack.org/neutron/victoria/

113 https:/docs.openstack.org/neutron/victoria/install/overview.html

114 https:/docs.openstack.org/security-guide/networking/architecture.html
115 https:/opendev.org/openstack/neutron

116 https:/docs.openstack.org/api-ref/network/v2/index.html

17 https:/www.openvswitch.org/

118 https:/www.ovn.org/en/

19 https:/ru.wikipedia.org/wiki/OpenFlow
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Networking service with OVN integration

g A g R
Controller Node Compute Nodes
s ™\ s ™\ r B
MNetworking OVN Controller 0OVS Data Flane
Management Service ovs-vswitchd
neutron-server own-contraller F —
\ OpenFlow
oy
ML2 Plug-in OVS Database Switching
= H
J owsdb-server |~
e vy Routl
outin
/ 0VS Local 5 TS
' ™ Database —_——
Database Node conf.db Access
Control
E
OVN Northbound \_—JJ
Service
ovn-northd [ 3
DHCP Service
Instances
OVS Database 0OVS Database —
ovsab-server ovsdb-server Metadata
™ ' Service
OVN OVN \. A
MNorthbound Southbound
Database Database
ovnnb.db ovnsb.db
v, "\
A\ g\ r
\ vy

. Management network . Overlay network . Provider network

Cxema paborsi cepsuca
KomMeHTapuin no cxeme:

- Neutron pa6otaetr ¢ OVN ¢ nomoubio koMnoHeHTa ML2. Ero HacTpolika onucaHa 34echb (cum. cTp. 87).

- Database Node - 370 y3en, roe xpaHuTcs ceteBas koHurypauus. B pedepeHcHom apxutekType aToT
y3€en pacnonoXeH B CBOEM KOHTenHepe. [Tpn 0ObIUHON YCTaHOBKE 3TOT y3en COBMELLAETCH C
yNpaBnsowmM y3nom.

- KomnoHeHT ML2 3annceiBaeT normueckyto CETEBYIO apxXMTEKTYpPY obnauyHom nnaTtchopMbl B TaK
HasblBaeMylo ceBepHyto 6asy aaHHbix OVS (ovnnb.db).

- lIOxHas 6a3a gaHHbIx (ovnsb.db) xpaHnT ckoHBEpPTMPOBaHHbIE KOHEeUHble Npasuna OpenFlow.

- Cepsuc ovn-northd 3aHnMaeTcs KOHBEpPTaALMEN NOTMYECKON CETEBON apXUTEKTYPhI B MpaBmna
OpenFlow, koTopas xpaHUTCA B CEBEPHOMN Oa3e, B IoXHY0 6a3y aaHHbIx OVS.

- B BbluncnutensHoM y3ne yctaHaBnueaetca koHTponnep OVN, kotopsin nonyuaet npasuna OpenFlow ¢
lIoKHOW 6a3bl AaHHbIx OVS nomellaeT B nokanbHylo 6aay.

+ Brytpun OVS, ncnonbsyowun nokaneHylo 6a3y co3gaiotcsa ceTeBble CnyxXobl.

- Joctyn k chusnueckon ceteBon NHPPaACTPYKTYpE OCYLECTBNAETCS yepes PU3NUYECKOe CETEBOE
o60opynoBaHMe BbIYMCNUTENBHOIO Y3na.

+ YnpaBnsowmmn y3en He NpefocTaBnaeT ceTeBbiX OYHKLMN.

YctaHoska OVN B ynpasnsoweM ysne

OVN MoxeT 6bITb YCTaHOBNEH Kak ¢ cepBucom Neutron, Tak n otaensHo, Tak kak Neutron ncnonbayetr TCP-
npotokon ana s3ammopenctena ¢ SDN-koHTponnepoM. B pedepeHcHOM apxnuTekType npuHATo, uto Neutron u
y3en 6a3bl aaHHbIXx OVS xpaHATCs B CBOUX KOHTENHepax. [1pn 0OblUHOM YCTaHOBKE B YyNPaBnAoWeM y3ne HY>XKHO
HacTpouTb ABa koMMNoHeHTa: ovsdb-server ot OVS 1 ovn-northd ot OVN.

1. YctaHosuTe nakeTbl openvswitch-ovn n networking-ovn:
dnf -y dinstall rdo-ovn rdo-ovn-central rdo-ovn-host
2. 3anyctute cepsuc OVS n OVN, nocne yero BKNOUMTE MX B CIMCOK aBTO3anycka:

systemctl start ovs-vswitchd openvswitch ovn-northd
systemctl enable openvswitch ovn-northd
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3. Hactpownte goctyn oo cesepHom n ioxxHom 6a3 aaHHbix OVS no npotokony TCP ¢ nepnoaoM npoBepku

OOCTYMHOCTU:
ovn-nbctl set-connection ptcp:6641:0.0.0.0 -- \
set connection . dinactivity_probe=60000
ovn-sbctl set-connection ptcp:6642:0.0.0.0 -- \

set connection . dinactivity_probe=60000

(@ [Mpu obbiuHon yctanoske BMecTo 0.0.0.0 ans NpoAyKTMBHBLIX cuCTeM ucnonbaynte IP-appec
mgmt-uHTepdenca.

A pv Hannuun daepsona BkMounTe NopTel 6641 B y3nax, rae sanyueH neutron-server, n 6642,
rae 3anyleH neutron-server, B WMNO30BbIX MalIMHAaX U BbIUNCANTENbHBIX Y3Max.

A Ha paHHbI MOMEHT MOXHO 3anyCTUTh MWL OAVH aKTUBHbIN UHCTaHC cepeuca ovn-northd. ns
HA-BapuaHTa TpebyeTtca ncnonb3oBaHne cuCTeMbl knactepusauum (Pacemaker n 1.4.)

YctaHoBka OVN B BblUMCAUTENBHbIX Y3nax

& YcraHoBka OVN Ha paHHbII MOMEHT npeanonaraeTcs TONbKO MPW UCMONb30BaHUM PEdEPEHCHO
APXMTEKTYPbI.

B BbluncnnTenbHbIX y3nax Hy>XXHO 3anyCTnuTb CcepBucC ovn-controller.

1. YctaHoBuTe nakeTbl openvswitch-ovn u networking-ovn:
dnf -y dinstall rdo-ovn rdo-ovn-central rdo-ovn-host
2. 3anycTute cepsuc OVS 1 BKNounTe €ro B CNUCOK aBTo3anycka:

systemctl start ovs-vswitchd openvswitch
systemctl enable openvswitch

3. B OVS BbluMCNUTENLHOO Y3Mna yKaxxute agpec oxxHom 6asbl gaHHbix OVS, koTopas 3anyLieHa B
ynpasnsiowemM yane:

ovs-vsctl set open . external-ids:ovn-remote=tcp:MGMT_CTRL_OVS_SN_DB_IP:6642
(@ Bwmecto MGMT_CTRL_OVS_SN_DB_IP ykaxute appec ynpasnsiowero ysna, rae 3anylleH
MHCTaHc ovnh-northd.
4. Bkniouute nogaepxKy npoTokona osepnenHon cetn Geneve:
ovs-vsctl set open . external-ids:ovn-encap-type=geneve
5. YkaxuTte IP-agpec ceteBoro nHrepdgoenca ang OBepnenHom cetu:
ovs-vsctl set open . external-ids:ovn-encap-ip=OVERLAY_NIC_IP_ADDRESS
6. 3anycTtute cepsuc ovn-controller n fobaebTe ero B aBTO3anyck:

systemctl start ovn-controller
systemctl enable ovn-controller

7. [ns Bepudoukauum 3anycka cnyx6bl 3anycTute KoMaHay:

ovn-sbctl show

() KomaHza pomxHa BEPHYTbL BbIBOA 6€3 Kaknx-nmbo coobeHnn.
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BCP3 - YcTaHoBKa ynpasnsatowmnx cepsmncos Neutron

« HacTtpowka okpy>XeHus (cwm. ctp. 85)
- [onroTtoBka 6a3bl AaHHbIX Neutron (cwm. ctp. 85)
« CospaHne obbekToB B Keystone (cm. cTp. 85)
- YctaHoBka cepsuca Neutron (cwm. cTp. 86)
» YctaHoBka cepsuca Neutron API (cm. cTp. 86)
+ HacTtpowka koMmnoHeHTa ML2 (cm. cTp. 87)
« OVN (cm. cTp. 87)
« OuHanmMsauns yCTaHOBKM (cwm. cTp. 88)
+ [lpoBepka paboTbl cepBuca (cm. cTp. 89)
+ KoHdpurypauuns ana HAProxy (cwm. ctp. 89)

YctaHoBKa ynpasnsiownx cepsmcos Neutron, a Takxe apansepa ML2 coCToOnUT N3 HECKOMbKMX LLaros.

HacTponka okpyXeHus
MoaroroBka 6a3bl AaHHbIX heutron

(@ Cwm. rakxe:BCP3 * Yctanoska n HacTpornka CYB[] MariaDB (cm. ctp. 23)

CocTtosiHume cepsuca Neutron xpaHntcs B 6ase gaHHbix SQL, NosTOMy npeaBaputenbHO €€ Haao co3naTh.

1. Bonpgute B OKpyXeHune 6asbl AaHHbIX:
mysql -u root -p

2. Cospawnte 6a3y AaHHbIX nheutron:
create database neutron;

3. lMpenocTtaBbTe AOCTYN K 3TON 6a3e AaHHbIX Nnonb3oBatento neutron B CYB/ (ana localhost n Bcem
ocTaneHbIM agpecam otaensHo, BMecto NEUTRON_DBPASS ncnonb3yinTte cBon napons):

grant all privileges on neutron.* to 'neutron'@'localhost' identified by
'"NEUTRON_DBPASS';

grant all privileges on neutron.* to 'neutron'@'%' identified by 'NEUTRON_DBPASS';

4. Bbingnte ns ceccumn CYB/:

exit;

CospnaHune obbekToB B Keystone

® Cwm. Takxe: Daitn HACTPOKN CUCTEMHOTO OKPYXEHUS 120

[ns cepsuca Neutron HeobxoanMo co3paTb NONb3oOBaTeENs U 3aperncTpuMpoBaTb €ro B CEPBUCE KaTasioros
Keystone.

1. Cospgante nonb3oBaTtens neutron (KOMaHAa MHTEPAKTUBHO CNPOCUT Naponb, Aanee aToT napons bynert
ncnons3oBatbcs B NEUTRON_PASS):

openstack user create --domain default --password-prompt neutron
2. [lobaBbTe nonb3oBaTens neutron B NPOEKT service (cm. ctp. 40) € ponbio admin:
openstack role add --project service --user neutron admin
3. CospawnTte cepsuc network B cepsuce katanoros Keystone:

openstack service create --name neutron --description "OpenStack Network" network

4. CoapanTte Tpu TOUKN Bxoda Ana cepsuca network:
a. ny6nunuHyio:

120 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643419
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openstack endpoint create --region RegionOne network public http://
controller:9696

b. BHYTpeHHIoI0:

openstack endpoint create --region RegionOne network internal http://
controller:9696

C. aAMUHNCTPAaTUBHYIO:

openstack endpoint create --region RegionOne network admin http://
controller:9696

() Bwmecto pomena ‘controller® ykaxute enuHbin DNS-appec ans cepsuca Neutron,
KoTopbIn 6bIN BbiGpaH B Bawewn uHMppacTpyktype. Mcnonb3oBanvne IP-agpecos He
pekoMeHayeTcs.

() Lns pasHbix TUNOB TOouek Bxoda APl MOXHO ykasaTb pasHble agpeca. 910 MOXET ObITh
Heobx0aoMMO B Criyuyae pasfeneHus, HanpuMep, nybnmuHoro Tpaduka ot BHyTPEHHETO.

YctaHoBka cepsuca Neutron

YctaHoBka cepBuca Neutron API

YctaHoBka cepsuca Neutron - OCTaTOUHO HE TpuBMAanNbHas onepauuns, B KOTOPOW eCTb YETKOe pasaeneHue
ponen. B 3TOM pasgene [OKyMeHTaumsa orpaHmumtca onmcaHmem cepsuca Neutron API, ocTanbHble
KOMMOHeHThI 6yayT onucaHbl B pasaenax ganee.

1. YctaHouTe naket cepsuca Neutron n komnoHeHT ML2™"

dnf -y install openstack-neutron

() CraHpapTHble NyTn KOHPUTypaLmu:
- Katanor koHdurypaumoHHsix doannos: /etc/neutron

- OcHoBHoM hann koHdurypaumn: /etc/neutron/neutron.conf
- Katanor kondurypaunm nnarnHo Neutron ML2: /etc/neutron/plugins/ml2

« ®ann koHpurypauun ML2: /etc/neutron/plugins/ml2/ml2.conf.ini

2. OumncTuTe OCHOBHOW hamn KOHUrypaumm, KOTopbIn 6bin AO6aBNeH NOCNE YCTaHOBKW Naketa:
> /Jetc/neutron/neutron.conf
3. BkniounTe B OCHOBHOW doaln KoHourypaumm cnegyiouiee (onvcaHue (cum. ctp. 90)):

[DEFAULT]

debug = False

bind_host = LISTEN_ADDR

log_dir = /var/log/neutron

#use_stderr = True

api_paste_config = /usr/share/neutron/api-paste.ini

# Workers

api_workers = 5
metadata_workers
rpc_workers = 3
rpc_state_report_workers = 3

1
ul

core_plugin = neutron.plugins.ml2.plugin.M12Plugin

service_plugins = neutron.services.ovn_13.plugin.OVNL3RouterPlugin
allow_overlapping_ips = True

transport_url = rabbit://openstack:RABBIT_PASS@controller
auth_strategy = keystone

121 https:/docs.openstack.org/neutron/victoria/admin/config-mi2.html

BCP3 = YctaHoBKka 1 HacTpowka cnyx6 OpenStack- 86


https://docs.openstack.org/neutron/victoria/admin/config-ml2.html

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

notify_nova_on_port_status_changes = True
notify_nova_on_port_data_changes = True

[database]

connection = mysql+pymysql://neutron:NEUTRON_DBPASS@controller/neutron
connection_recycle_time = 10

max_pool_size = 1

max_retries = -1

[keystone_authtoken]
www_authenticate_uri = http://controller:5000
auth_url = http://controller:5000
memcached_servers = controller:11211
auth_type = password
project_domain_name = Default
user_domain_name = Default
project_name = service

username = neutron

password = NEUTRON_PASS
memcache_use_advanced_pool = True

[nova]

auth_url = http://controller:5000
auth_type = password
project_domain_name = Default
user_domain_name = Default
region_name = RegionOne
project_name = service

username = nova

password = NOVA_PASS
endpoint_type = 1internal

[placement]

auth_type = password

auth_url = http://controller:5000/v3
region_name = RegionOne
project_domain_name = default
project_name = service
user_domain_name = default

username = placement

password = PLACEMENT_PASS
os_interface = 1dinternal

[oslo_concurrency]
lock_path = /var/lib/neutron/tmp

[oslo_middleware]
enable_proxy_headers_parsing = True

[oslo_messaging_notifications]
driver = messagingv2

HacTtponka komnoHeHTa ML2

Neutron ML2 - 310 penmMBOpK, MNO3BONSIOWNA YHUDUUMPOBATL peanu3auunio CeTeBbiXx YHKLUN npu
CO30aHNN CETEBbIX APaliBEPOB 1 MMMNEMEHTaLNUKU npoTokonoB. NoapobHee 06 ML2 onuncaHo 3neck'?2.

B pamkax TMNOB yCTaHOBKM NPUHATO cnegytollee:
- Opaneep ML2 OVN ucnonb3yetca npu yCTaHOBKE NO CXxeMe pedepeHCHON apXUTEKTYPbI;
- [pansep ML2 OVS ncnonb3dyetca npm yCTaHOBKE NO CXEME KNAaCCUUECKOWN apXUTEKTYpbI.
OVN

1. YcTtaHoBuTe nakeTt KomrnoHeHTa ML2:

122 https:/docs.openstack.org/neutron/victoria/admin/config-mi2.html
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dnf -y dinstall openstack-neutron-ml2

() CraHpapTHble NyTn KOHPUTrypaLmu:
- Katanor kondurypaumm nnarnHo Neutron ML2: /etc/neutron/plugins/ml2

« OcHoBHoM dhann koHdourypaumm ML2: /etc/neutron/plugins/ml2/

ml2_conf.ini

2. OuucTtute ocHoBHOM hann koHUrypaunm, KOTopbIn Hbin AOOaBNEH NOCNE YCTAaHOBKU NakeTa:
> /etc/neutron/plugins/ml2/ml2.conf.ini

3. Bkniouute B OCHOBHON dhamnn KoHUrypaumm cnegyioulee (onucaHune (cum. ctp. 90)):

& Tepen HacTpoWkon KoHdpurypaumn ybeanteck, UTto Bbl KOPPEKTHO HacTpounu cnyxby OVN u
BCE €ro KOMMOHEHTbI YCMNELWHO 3anyLieHsl. NoapobHee 34eck (cu. crp. 82).

[m12]

mechanism_drivers = ovn

type_drivers = local,flat,vlan,geneve
tenant_network_types = geneve
extension_drivers = port_security
overlay_1ip_version = 4

[ml2_type_geneve]
vni_ranges = 1:65536
max_header_size = 38

[ml2_type_vlan]
network_vlan_ranges = provider

[securitygroup]
enable_security_group = true

[ovn]

ovn_nb_connection = tcp:10.0.0.11:6641
ovn_sb_connection = tcp:10.0.0.11:6642
ovn_13_scheduler = leastloaded
ovn_metadata_enabled = true

4. BkntoumnTe a1y KOHUrypaumnio ML2 cosgaHnem CMMBONMUYECKON CCbINKU B KaTanore cepsuca Neutron:

1ln -s /etc/neutron/plugins/ml2/ml2_conf.ini /etc/neutron/plugin.ini

duHanmnsauuns YCTaHOBKWN

1. MHnumanunaupynte 6a3y gaHHbIX neutron:
su -s /bin/sh -c "neutron-db-manage --config-file /etc/neutron/neutron.conf \

--config-file /etc/neutron/plugins/ml2/ml2_conf.ini upgrade head" neutron

A ObpaTtnTte BHMMaHWE Ha TO, Nocne uHuumanusaumn 6asbl gaHHbIX COAePXUMOoe KoHdUrypaumm
ML2 MeHATb HaACTOATENbHO HE PEeKOMEHAYETCA M3-3a NOTEHUManbHO BO3MOXHbIX KOHMPNUKTOB
BO BpeMsa byaywmnx murpaumn 6asbl gaHHeix Neutron. Bkniounte Bce HeOOxoaMMbIE NapaMeTpbl
ML2 nepea nHnumnanusaumen 6asbl AaHHbIX.

2. 3anyctute cepsuc Neutron APl n pobasbTe ero B aBTo3anyck:

systemctl start neutron-server
systemctl enable neutron-server
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MpoBepka paboTbl cepBuca

1. MpoeepbTe cTatyc cepsuca Neutron API:

systemctl status neutron-server

@ B oTBeT Bbl AOMXHbI nonyynTb NPUMEPHO cne,qyiou.wuh BblBOAO!

e neutron-server.service - OpenStack Neutron Server

Loaded: loaded (/usr/lib/systemd/system/neutron-server.service; disabled;
vendor preset: disabled)

Drop-In: /run/systemd/system/neutron-server.service.d

L zzz-1xc-service.conf

Active: active (running) since Mon 2021-11-08 10:39:17 UTC; 6s ago

Main PID: 59873 (/usr/bin/python)

Tasks: 13 (limit: 204240)

Memory: 226.3M

CGroup: /system.slice/neutron-server.service

F—59873 /usr/bin/python3 /usr/bin/neutron-server --config-file /usr/share/
neutron/neutron-dist.conf --config-dir /usr/share/neutron/server --config-
file /etc/neutron/neutro>

2. MpoBepbTe cTatyc nopra:

ss —tnlp | grep 9696

(i) B oTBeT Bbl AOMKHBI NOMYUMTb MPUMEPHO CNEaYIOLWNA BbIBOA:

LISTEN 0 4096 10.236.64.231:9696 0.0.0.0:% users: (("neutron-
server:",pid=59890,fd=6),

MopT 9696 ponxeH umetb ctatyc LISTEN u cnywaTe agpec, ykasaHHbln B bind_host (¢ yuetom
pesoneuHra uMéH DNS).

3. MposepbTe cTtatyc Neutron API:

curl http://controller:9696

@ B oTBeT Bbl AOMXHbI nonyyunTb NPUMEPHO Cﬂeﬂy}OLLWIl;I BblBOA!

{"versions": [{"id": "v2.0", "status": "CURRENT", "links": [{"rel": "self",
"href": "http://controller:9696/v2.0/"}1}1}%}

KoHndurypauusa ans HAProxy

@® ©Cwm. 1akxe: BCP3 - YcTtaHoBka 6anaHcmpoBlumka Harpysku HAProxy (cw. ctp. 17)

1. B pedoepeHcHOM apxntekType aoctyn Ao cepsuca Neutron Server npegoctaBnaercs uepes
6anaHcnpoBLMKa Harpy3kun. KoHdurypauuns ang HAProxy BbirnaguT cnegyowmM obpasom:

frontend neutron
bind "MGMT_IP:9696" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https

default_backend neutron_backend

backend neutron_backend
server neutron 127.0.0.1:9696

2. TNocne BKNOYEHUN 3TON KOHUrypaummn nepesarpysnTte koHdurypaumio HAProxy:

systemctl reload haproxy
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BCP3 = HacTpownka BblYMCANTENBHOrO y3na

B cnyvuae pedepeHcHOM apxuTekTypbl oTAenbHas HacTponka cepBuca Neutron B BbIUMCIUTENBHOM y3ne He
Tpebyetcs. [locTaTOUHO HacTpoukn cepsuca koHTponnepa OVN. OT1a HacTpomka onMcaHa 34eCh (cum. cTp. 84).

BCP3 = Onucanue canna koHdurypaumm Neutron

B onucaHun npouecca no yctaHoBke cepsuca Neutron npeanoxeHa cTaHOapTHas KoHdurypauus. 310
CTpaHuua CoaepXnT NoapobHOe onMcaHne HaCTPOEK ITON KOHUrypauum.

Mpy MBMEHEHMIN KOHPUTYpaLnUM HEOBXOAMMO NepesanyCTuTb KOMNOHEHThI cepauca Neutron:

systemctl restart openstack-neutron-x*

,ﬂ,OKyMeHTaLI,VIﬂ no BCEM napamMeTpam cepBuca Neutron OOCTynHa no 9TON CChbINKe

Tabnuua KoHdUrypaumnm

KoMmnoHeHTbl cepBuca Neutron

® MyTb 0o KoHdurypauum: /etc/neutron/neutron.conf

(® Jerenpa Tabnuubl fOCTyMHA Ha aTOM CTpaHuLe'™,
Nmsa napametpa OnucaHune

rno6asbHble NnapaMeTpbl cepBuca

[DEFAULT] Neutron

debug BknroueHne pexuma otnagku Ans
cnyx6bl Neutron

5 ST MepeHanpasnATb XypHauibl B /
dev/stderr

bind_host AZpec npocnylwmBaHusa cepsuca
Neutron

api_paste_config MyTb f0 KoHdurypavmm API

O T KonnuectBo  npoueccoB  Ans
Kaxkgoro 13 nogcepsucos Neutron

. OCHOBHOI NnarMH  ynpaefeHns
core_plugin

CEeTeBOW YacTblo.

MnarnHel Ana akTMBauum ceTeBbIX

service_plugins chyHKLMii

MpumeuaHue

Bknwouaiite Tonbko npu npobremax c
nnartopMoii.

B pedepeHCHOIA apxuTexkType
HeobXxoguMo ANns  nepeHanpaB/ieHus
XYpHaNioB B CUCTEMY YnpaB/eHus
KOHTeliHepamu.

Mpn  O6GLIYHOI  YCTAHOBKE  HYXHO
yCTaHOBUTL B False 1 ykasaTb napametp
log_dir = /var/log/neutron

B pedhbepeHCcHOli apxmMTeKkType [AOSHKeH
6bITb HACTPOEH Ha loopback.

Mpy 06LIYHOW YCTaAHOBKE YKaxuTe
afgpec 0.0.0.0

Bcerga  ponxeH MCnosib30BaTbCs
Apaineep ML2.

ONns pedpepeHCHO apXUTEKTYPbl HYXHO
CNonb30BaTh L3 OVN Router.

[Ona  06blY4HON  YCTAHOBKM  MOXHO
Ncnonb3oBaTb 00bIYHbLIN L3 Router.

123 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnoBHbleo603HaueHus-table-format-desc
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Nma napameTpa

allow_overlapping_ips

transport_url

auth_strategy

notify_nova_on_port_status

_changes

notify_nova_on_port_data_c

hanges

[database]

connection

connection_recycle_time

max_pool_size

max_retries

[keystone_authtoken]

www_authenticate_uri

auth_url

memcached_servers

auth_type

project_domain_name
user_domain_name
project_name
username

password
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OnucaHue
Bo3MoXHOCTb MCMNOJIb30BaHuUsA
OAMHAKOBbIX agpecos "

[manasoHa nogcetei s
BMPTYa/TbHbIX CETENA.

Appeca cepBucoB RabbitMQ anis
obMeHa COOOLUEHUAMU  MexAay
cepsucos OpenStack.

BkntoueHve MexaHn3Ma
ayTeHTUgMKaLW.
BkntoueHve OrMoBeLLEeHNS

cepsuca Nova 06 M3MeHeHUn
cTaryca CeTeBoro nopra.

BkntoueHune OMnoBeLLEHNSA
cepBuca Nova 06 W3MEHEHUM
JaHHbIX CceTeBOro noprta (Hamp.
oukcupoBaHHoro IP-agpeca).

MapameTpbl coeanHeHns K 6asam
JaHHbIX Neutron.

AOpec noaknwyeHnss K 6ase
[JaHHbIX neutron.

Bpemsa ans  BOCCTAHOB/EHWS
coeauHeHusi Ao 6a3bl AaHHbIX.

MakcuMasibHbIli  pasmep  nyna
coeVHeHWi kK 6a3e JaHHbIX.

MakcmanbHoe KOJINYECTBO
NonbITOK coeguHeHus Ao 6asbl
LAaHHbIX.

MapameTpbl  NOAKNWOYEHUA K
cepBucy Keystone.

Agpec ny6nunyHoro APl Keystone.

Apec BHyTpeHHero API Keystone.

Agpeca BHELLHEN CUCTEMBI
KalmpoBaHua Memcached.

Tun ayTeHTUdMKaLmm

[JaHHble ona ayteHTUduKauun B
Keystone OT MeHW nosib3oBaTesnis
neutron

MpumeuaHne

MOXHO yKasaTb 4epe3 3anATylo,
ykaszaHue npedumkca rabbit:// ans
Kaxxaoro y3na obsasateneH.

-1 BbIK/TlO4aEeT orpaHunyeHune Ha
KO/IN4ECTBO MOMNbITOK CoeANHEHNA

MOXHO YyKasaTb HECKO/IbKO CepBepoB
uepes 3ansTyo.

BCP3 = YctanoBka n HacTpowka cnyx6 OpenStack - 91



Nma napameTpa

[nova]

auth_url

auth_type

project_domain_name
user_domain_name
project_name
username

password

endpoint_type

[placement]

auth_type

auth_url

region_name

project_domain_name
user_domain_name
project_name
username

password

[oslo_concurrency]

lock_path

[oslo_middleware]

enable_proxy_headers_parsi

ng

[oslo_messaging_notificatio

ns]

driver
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OnucaHue

[JaHHble NOAKMIOUEHUS K CepBUCY
Nova uepe3 no/syuyeHue ToYek
BX0/a B Keystone.

Afpec BHYTpeHHero API Keystone.

Tun ayTeHTUdUKaLmm.

[JaHHble ans ayTeHTUdMKaumMu B
Keystone OT UMeHW nonb3oBatens
nova.

YkazaHve Tuna TO4kM BXofa AN
nogknwyeHns K cepeucy Nova.

MapameTpbl  NOAKNKYEHUA K
cepsucy Placement.

Tun ayTeHTUdIMKaumm.

Appec BHyTpeHHero APl Keystone.

Vims pervoxa,
3aperncTpupoBaHHoe B Keystone.

[JaHHble onA ayTeHTUduKauun B
Keystone OT MMeHM nosb30BaTens
placement.

MapameTpsbl 06paboTKK
KOHKYPEHTHbIX 3agau B Oslo.

Katanor ans
6/10KUPOBOK.

chaiinos

MapameTpbl ANA  3anpocoB K
cepsucy Nova.

BkntoueHune 06paboTKK

3aro/10BKOB MPOKCU-CEpBeEpa.

MapameTpbl ONOBELLEHNIA.

Tvn gpaliBepa OnoBELLEHWIA.

MpumeuaHne

BHMMaHWe: WCnonb3yinTe TOMNbKO B
Cflyyae Hanuuuma reverse proxy, uHaye
He yKasblBaliTe 3TOT napameTp.

Ona atoro napametpa HeobxoamMmo
yKaszaHue agpeca RabbitMQ B
transport_url.

B pedhepeHce Bcerga [oO/MKEH ObITb
paBeH "messagingv2".

BCP3 * YcTtaHoBka 1 HacTpowka cnyx6 OpenStack - 92



BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

HacTtponkn komnoHeHta ML2

® MyTb 0o KoHdurypauum: /etc/neutron/plugins/ml2/ml2_conf.1ini

BCP3 = OpenStack Cinder

BCP3 * Nhdbopmaumnsa o cepeuce Cinder

OpenStack Cinder'?* - a10 cepBUC, KOTOPbLI OTBEUAET 3a yNpaBneHue GMNOUHLIMU CUCTEMAMU XPaHEHWs
obnauHon nnatdoopmel. KoHeuHon doyHkumen Cinder asnsercs cosgaHve amcka (volume), KOTOpbI MOTOM
MOXXHO NPUMOHTMPOBATbL B MHCTAHC.

Cinder B basuc.Cloud odunumnansHo nogaepxxusaet paboTy CO cnenyowmmMm TunaMmm CUCTEM XpPaHEHMS:

+ iSCSI/FC LUN - obecneunBaet BO3MOXHOCTb noaknioueHns LUN BHEWHMX CUCTEM XpaHeHNs No
npotokonam iSCSI nnu FC. [Ins BeHAOPOB NponpueTapHbiX CUCTEM NPeAnaratTCs OTAeNbHbIE NnarunHbl
yrnpaBneHus.

- B npocTtoMm BapuaHTe MOXHO ncnonb3oBaTk ToMa LVM ¢ iSCSI-Tapretom Ha 6a3e Linux.

- Ceph - obecneunBaet cosznaHne RBD-ycTponcTts cnuctemol xpaHenms Ceph.

Cinder coCTOUT N3 HECKONBbKNX OTAENbHbIX CEPBUCOB:

. cinder-api - 310 cepBuC, peanuayownn obwmne PyHKUMM YNpaBneHns ANCKaMm, a Tak Xe
npepnoctaenset Cinder API™2%;

- cinder-scheduler - cepsuc, oTBeuatowWwmin 3a NnaHMpPOBaHME 3afay Hag ANCKamy;

- Bbasa paHHbIx cinder - 6a3a paHHbIx SQL, KOTOpas XpaHUT CTaTyC BCEX CO3aHHbIXx 06bekTOB B Cinder u
Lo6aBMIEHHbIX CUCTEM XPaHEHNS.

Tak e And panbHenwero noHuMMaHua HacTpounkn Cinder Hy)XHO OOGBACHUTL 3HauveHWe ewé HECKOMbKUX
TEPMUHOB:

+ Auck (volume) - 370, Kak y>xe 6bIn0 cKa3aHo, ABNAETCA KOHEUHbIM OOLEKTOM, KOTOPbLIN NpeaocTaBnser
cepsuc. luck Bceraa asnaercs 6noYHbIM YCTPONCTBOM (Aaxe Npu MCNonb30BaHnn oannoBon CUCTEMSI,
TOrga B KauecTBe KOHEUHbIX OMTOUHbIX YCTPOMCTB OyayT MCNOMb3oBaTbCa doansbl C Tabnuuen pasmeTkiu).

- bakeHa (backend) - a10 uacTb KOHMUTYpPaUNK, KOTOPLIN COQEPXKUT AaHHbIE MOAKNIOYEHNS K BHELIHEN
cucteme xpaHerus. Cinder MOXET NoAAEPXKNBATb HECKONLKO O3KEHOB.

« Tun gucka (volume type) - ato 06bekT Cinder, no3sonsiowmnmn pasaenaTe TUMbl CUCTEM XPaHEeHUs
LaHHbIX. TN AncKa MOXeT coaepXXaTb OAWH UM HECKONbKO 63KeHO0B.

BCP3 - YcTaHOBKa ynpasnsiowen yacTm

HacTtponka okpyxeHus

Mepen caMom yYCTAHOBKOM CEpBUCA HY)XHO MNpeaBapuTeNlbHO HACTPOUTb  HEKOTOPblE  KOMMOHEHThI
NHAPACTPYKTYPbI.

NMoaroTtoBka 6a3bl naHHbIX glance

® Cwm. rakxe: YctaHoeka 1 HacTporika CYB/l MariaDB™®

Bclo MHdpopmMauuio o aaHHbIXx 06pa3oB U MeTagaHHbIx No yMonuaHuio Cinder xpaHuT B 6a3e gaHHbix SQL.

1. Bongute B okpyxeHune 6asbl AaHHbIX:
mysql -u root -p

2. CospawnTte 6a3y AaHHbIx cinder:
create database cinder;

3. MpepocTaBbTe AOCTYN K 3TOM H6a3e aaHHbIx nonb3osatento cinder B CYB/[ (ans localhost n Bcem
ocTanbHbIM agpecam OTAENbHO):

124 https:/docs.openstack.org/cinder/victoria/
125 https:/docs.openstack.org/api-ref/block-storage/
126 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643445
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grant all privileges on cinder.x to 'cinder'@'localhost' didentified by
'CINDER_DBPASS';
grant all privileges on cinder.x to 'cinder'@'%' identified by 'CINDER_DBPASS';

() Bwmecto CINDER_DBPASS ncnonb3yite cBo napons, oH 6yner Heobxoaum aanee.
4. Bbingnte n3 ceccumn CYB/U:

exit;

CospaHue o6bekTOB B Keystone

® Cwm. rakxe: Daiin HaCTPOVKN CUCTEMHOTO OKPYXeHMs'2,

IOna cepsuca Cinder HeobxoauMO co3faTb MONb3oBaTeNs U 3aperucTpupoBaTb €ro B CepBUCE KaTanoros
Keystone.
1. Coapaite nonb3oBaTtens cinder (koMaHAa MHTEPaKTUBHO CNPOCUT Napofb, Aanee 3ToT naponb byaet
ncnone3oBatbca B CINDER_PASS):
openstack user create --domain default --password-prompt cinder
2. [obaBbTe nonb3oBaTtens cinder B NPOEKT service ¢ ponbto admin:
openstack role add --project service —--user cinder admin

3. CoapanTte cepsuc cinderv2 B cepauce katanoros Keystone:

openstack service create --name cinderv2 --description "OpenStack Block Storage"
volumev2

4. Cospante cepsuc cinderv3 B cepauce kaTtanoros Keystone:

openstack service create -—-name cinderv3 --description "OpenStack Block Storage"
volumev3

5. Cospawite TpM TOUKM BXOAa ANS KaXAOro N3 Co3AaHHbIX CEPBUCOB:
a. nybnuuHble:

openstack endpoint create --region RegionOne volumev2 public http://
controller:8776/v2/%\ (project_id\)s
openstack endpoint create --region RegionOne volumev3 public http://
controller:8776/v3/%\ (project_id\)s

b. BHyTpeHHIOI0:

openstack endpoint create --region RegionOne volumev2 dinternal http://
controller:8776/v2/%\ (project_id\)s
openstack endpoint create --region RegionOne volumev3 dinternal http://
controller:8776/v3/%\ (project_id\)s

C. agMUHNCTPAaTUBHYIO:

openstack endpoint create --region RegionOne volumev2 admin http://
controller:8776/v2/%\ (project_id\)s
openstack endpoint create --region RegionOne volumev3 admin http://
controller:8776/v3/%\ (project_id\)s

BmecTto nomeHa "controller" ykaxxute eanHbin DNS-agpec onsa cepsuca Glance, kotopbin
Obln  BblOpaH B Bawew UHpacTpykType. Wcnonb3oBavne IP-agpecoB He
PEKOMEHOYETCS.

127 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643419
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YctaHoBka cepsuca Cinder

® Cwm. rakxe: Hactpoiika penosutopues Almalinux'™

8

MNocne YCTaHOBKUN BCEX HEOBXOONMbIX BHELLIHUX CepBNCOB MOXHO NMPUCTYNNTb K YCTAaHOBKE CepBuCa Cinder.

1. YctaHOBUTE OCHOBHOWM NakeT cepsuca Cinder:

dnf -y dinstall openstack-cinder

(@ CraHpapTHble NyTU KOHUIypaunu:

- Katanor koHdurypaumoHHeix goannos: /etc/cinder

« OcHoBHoN chawnn KoHdurypaummn: /etc/cinder/cinder.conf

2. OumncTute OCHOBHON chaln KOHUrypaLmm, KOTopbin 6bin fo6aBNeH Nocne yCTaHOBKY NakeTa:

> Jetc/cinder/cinder.conf

3. BkntounTte B OCHOBHOWM chain KoHourypauum cnegytouiee (onvcaHme (cum. ctp. 100)):

[DEFAULT]

# O6wwme napameTtpbl Cinder
my_ip = MGMT_IP
osapi_volume_listen = $Smy_ip
osapi_volume_workers = 5
transport_url =
auth_strategy = keystone
use_forwarded_for = True
volume_name_template =
glance_api_servers
glance_api_version = 2

volume-%s

http://controller:9292

api_paste_config = /etc/cinder/api-paste.ini

# TMapameTpbl XypHanMpoBaHus

debug = False

log_dir = /var/log/cinder
[oslo_middleware]
enable_proxy_headers_parsing = True
[database]
connection =
connection_recycle_time = 10
max_pool_size = 1

max_retries = -1
[oslo_concurrency]

lock_path = /var/lib/cinder/lock
[keystone_authtoken]
www_authenticate_uri =
auth_url = http://controller:5000
memcached_servers = controller:11211
auth_type = password
project_domain_name = default
user_domain_name = default
project_name = service

username = cinder

password = CINDER_PASS

[nova]

auth_url http://controller:5000
auth_type = password
project_domain_name = default
user_domain_name = default
region_name = RegionOne

project_name = service

username = nova

password = NOVA_PASS

endpoint_type = internal

128 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643451

http://controller:5000

BCP3

rabbit://openstack:RABBIT_PASS@controller:5672

mysql+pymysql://cinder :CINDER_DBPASS@controller/cinder
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4. Tpu HacTpoKKke cepBuUca cnenyetr obpatnutb 0coboe BHMMaHME Ha cneaylowmne napameTpsbl:

() lNerenpa tabnuubl gOCTynHa Ha aTOM cTpaHuue'®,

Mapametp 3HaueHune

my i HeobxogMmMo ykasaTb afgpec ysna B MWHTepdielice ceTu ynpasneHus. He
y-ip ncnonb3yiite agpec DNS.
HeobxoaMMOo yka3aTb B 3aBMCYMOCTU OT TUMNa yCTaHOBKMU:
- Knaccuueckas apxutektypa: $my_ip
« PedbepeHcHas apxutekTypa: 0.0.0.0

osapi_volume_list
en

YkaxuTe gaHHble RabbitMQ, B yacTHOCTU:
« nMs nonb3oaTtens B RabbitMQ (B npumepe: openstack)
« naponb nonb3oBaTtensa B RabbitMQ smecto RABBIT_PASS
« agpec no cepsuca RabbitMQ (B npumepe: controller)

transport_url

glance_api_server Afpeca Ao cepBucoB Glance.

s
3T napamMeTpbl 3aBUCAT OT TUNA YCTaHOBKMU:
- Knaccuueckas apxutekTypa: Hy>KHO UCMOMb30BaTb MPEANOXEHHbIN B
Mapamempsbi . . _
KoHdpurypaunn napametp log_dir nnu use_journal = True
JXXYpHanuposaHu .
a - PedbepeHcHan apxmTekTypa: Hy>XHO NCNONb30BaTh NapameTp
use_stderr = True
MapameTp debug MOXHO yKa3aTb BO BCEX TMNaxX YCTaHOBKMU.
YkaxuTe faHHble [ocTyna K 6a3e AaHHbIX, B HACTHOCTMH,
database/ - uma none3osatensa B MariaDB (B npumepe: cinder)
connection - naponb nons3oBatens B MariaDB smecto CINDER_DBPASS

- agpec cepsuca MariaDB (B npumepe: controller)

YKaknte KOPPEKTHble agpeca A0 cepBuUca Keystone, B YaCTHOCTW, Naponb Ans
keystone_authtok nosnib3oBarens cinder BMecTo CINDER_PASS.
en - OToenbHO KOPPEKTHO YKaxunTe agpeca cepsepoB memcached B
memcached_servers.

YKaxkuTe KOppEKTHble agpeca A0 cepsuca Keystone, B 4aCTHOCTW, Naposb Ass

nova
nosb3oBaresnsa nova BMecto NOVA_PASS.

() Bce napamertpel, ykazaHHble B KOHPUTypaLUm, ONUCaHbI B 3TON CTPaHNLE (cm. crp. 100).

duHanuzauunsa YCTaHOBKU

1. VIHnumnanunaunpymnte 6a3y gaHHbIx cinder:
su -s /bin/sh -c "cinder-manage db sync" cinder
2. 3anyctute cepsucel Cinder n BKniounTe Ux B aBTo3anyck:

systemctl start openstack-cinder-api openstack-cinder-scheduler
systemctl enable openstack-cinder-api openstack-cinder-scheduler

MpoBepka paboTbl cepauca

1. MpoeepbTe cTatyc cepeuca Cinder APl 1 nnaHnpoBLKMKa:

systemctl status openstack-cinder-api openstack-cinder-scheduler

() Otser ponxeH 6bITb NPUMEPHO TaKNM:

129 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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e openstack-cinder-api.service - OpenStack Cinder API Server

Loaded: loaded (/usr/lib/systemd/system/openstack-cinder-api.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/openstack-cinder-api.service.d
Lzzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 19:36:29 UTC; 3s ago

Main PID: 153801 (cinder-api)

Tasks: 6 (limit: 204240)

Memory: 145.3M

CGroup: /system.slice/openstack-cinder-api.service

F—153801 /usr/bin/python3 /usr/bin/cinder-api --config-file /usr/share/
cinder/cinder-dist.conf --config-file /etc/cinder/cinder.conf --logfile /
var/log/cinder/api.log

Nov 09 19:36:29 tnx-mgmt-almalinux systemd[1]: Started OpenStack Cinder API
Server.

e openstack-cinder-scheduler.service - OpenStack Cinder Scheduler Server
Loaded: loaded (/usr/lib/systemd/system/openstack-cinder-scheduler.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/openstack-cinder-scheduler.service.d
Lzzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 19:36:29 UTC; 3s ago

Main PID: 153802 (cinder-schedule)

Tasks: 4 (limit: 204240)

Memory: 131.2M

CGroup: /system.slice/openstack-cinder-scheduler.service

L 153802 /usr/bin/python3 /usr/bin/cinder-scheduler --config-file /usr/
share/cinder/cinder-dist.conf --config-file /etc/cinder/cinder.conf --
logfile /var/log/cinder/schedul>

Nov 09 19:36:29 tnx-mgmt-almalinux systemd[1]: Started OpenStack Cinder
Scheduler Server.

2. MposepbTe cTaTyc nopta Cinder API:

ss —tnlp | grep 8776

() OTBeT fonkeH 6biTb NPUMEPHO TaKMM:

LISTEN 0 128 10.236.64.231:8776 0.0.0.0:x users: (("cinder-
api",pid=153822,fd=8),...

MNopt 8776 ponxeH wumetb ctatyc LISTEN u cnywatbcs |P-agpec wuHTepdbenca cetn
ynpasnexusa (mgmt).

3. Monyuute ctatyc API:

curl http://controller:8776

() OrtBer AONMXeH 6bITb MPUMEPHO TaKNUM:

{"versions": [{"id": "v2.0", "status": "DEPRECATED", "version": "',
"min_version": "", "updated": "2017-02-25T12:00:00Z",...

4. [lonyunte CNMCOK ANCKOB:

openstack volume list

(@ [Mpu ycnewHoM BbLINOMHEHWM KOMaHAa BEPHET MyCTOM BbIBOL, TaK KakK Ha 9TOT MOMEHT
ycTtaHoBkM B Cinder He 6bin1 go6aBneH HM OauH AUCK.

5. Takxe MOXXHO NOMyunTb CMUCOK 3aperncTprupoBaHHbix cepeucos Cinder:
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openstack volume service list

6. KomaHpa nonkHa BepHYTb MHGoopMaumio, uTo cinder-scheduler ycnewHo 3anyuieH:

e et e T Fomm to—————— Fomm tmm———
o +

| Binary | Host | Zone | Status | State | Updated_at |

e et e T Fomm to—————— Fomm tmm———
o +

KoHndourypauus pns HAProxy

@® Cwm. rakxe: BCP3 - YcTtaHoBka 6anaHcmpoBlumka Harpysku HAProxy (cwm. ctp. 17).
B pedepeHcHon apxutekType pgoctyn o cepsuca Cinder APl npepoctaBnsercs uepe3 HGanaHCUMPOBLUMKA
Harpysku.
1. KoHdurypauus ana HAProxy Bbirnaant cneaylowmnm obpasom:
frontend cinder
bind "MGMT_IP:8776" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1

http-request set-header X-Forwarded-Proto https
default_backend cinder_backend

backend cinder_backend
server cinder 127.0.0.1:8776

2. Tocne BKNOYEHUA 3TOW KOHUrypaummn nepesarpysmTte koHdurypaumio HAProxy:

systemctl reload haproxy

BCP3 * Hactponka 6akeHga Cinder

Cinder nogaepxmBaeTt pa3nnuHbie CUCTEMbI XPaHEHNS U NX HACTPOMKa HEMHOrO OTnMYyaeTcsa apyr oT agpyra. B
9TOM pasgene npueenéH NpPMMepP HaACTPOWMKM NPOCTOro 6akeHaa, KOTOPbIN COAEPXKUT AaHHble NOAKMIOYEHNS K
cucteme xpaHeHns Ceph. po camy HacTponky 6akeHaa onucaHue bynetr NPeanoXeHo B APYroMm pasgerne, B
OaHHOM pasfene paccMmaTtpuBaeTcs MPOCTO MpUMep TOro, kak AobaBnseTcs yCnoBHaf CUCTEMA XPaHEHUS B
obnauHyto nnatpopmy.

Bakenabl obpabaTbiBaloTCa cepBmncom cinder-volume.

YctaHoBKa cepsuca cinder-volume

cinder-volume no cBoel CyTuW SBRNSETCH MNPOMEXYTOUHbIM CEPBUCOM Mexay obnauyHon nnatcoopmon u
cUCTEMaMM XpaHeHUs N PakTUUECKU 3aHMMaeTCs ux ynpaeneHneM. B saBncumocTtn ot 3agaum cinder-volume
MOXET ObITb YCTAHOBMEH:

+ B OTAENbHOM y3ne (OObIUHO 3TO KacaeTCcsa CUCTEM XpaHeHUs Ha 6ase LVM);
+ B ynpasnsiowmnx yanax (ecnm APl cucteMsl xpaHeHus paboTaeT No CETEBbIM NPOTOKONaMm);
+ OTOENbHO B CBOEM KOHTENHEpPE.

B pedoepeHCcHON apxXUTEKTYpe Mo YMOMNUaHUIO UCMONb3YeTCs NOCNeAHUI BapuaHT, Npu OOblUHOW YCTaHOBKE - B
OCHOBHOM BTOpOW. B nio60oM cnyuyae Hy)KHO YCTaHOBUTbL 3TOT CEPBUC U HACTPOUTb E€rO.

1. B BbIGpaHHOM y3ne yCTaHOBUTE NakKeT cepauca cinder-volume:
dnf -y dinstall openstack-cinder

2. Ecnu cinder-volume 6bin yCTaHOBMEH B YNpaBnsioLeM y3ne, oTaAeNbHON HaCcTponky channa
KoHdourypaumm /etc/cinder/cinder.conf Ha gpaHHOM ware He TpebyeTcs, MHavye HeOH6XoAMMO

ncnone3osaTk koHdurypaumo Cinder, onucaHHOM B 3TOM pasaerne (cm. ctp. 95).
3. lMepesanycTtute cepsuc cinder-volume n pobasbTe €ro B aBTo3anyck:
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systemctl start openstack-cinder-volume
systemctl enable openstack-cinder-volume

CospgaHue HoBOro 6akeHaa

Kaxgas cuctema XpaHeHna OonXxXHa 6bITb fob6asneHa B Cinder B kauecTBe OTAENbHOro 6akeHaa.

1. Ons atoro B kKoHdurypaumio /etc/cinder/cinder.conf Byane c cinder-volume HyXHO fo6aBuTb
OTAErNbHYI CEKLMIO C UMEHEM 3TOro H63aKeHAa:

[b1lk]
volume_driver = cinder.volume.drivers.rbd.RBDDriver
volume_backend_name = backend_blk
rbd_pool = volumes
rbd_ceph_conf = /etc/ceph/ceph.conf
rbd_flatten_volume_from_snapshot = false
rbd_max_clone_depth = 5
rbd_store_chunk_size = 4
rados_connect_timeout = -1

2. Nanee B cekuun [DEFAULT] HYy>XHO SIBHO BKMIOUUTbL AOOABNEHHbIN 63KEHN:
[DEFAULT]

enabled_backends = blk

(@ B enabled_backends ykasbiBaeTcs uMs cekuum cpanna KoHUrypauumn, ykasaHHbl B
KBagpaTHbIX CKOOKaXx.

3. lNocne vero nepesanyctute cnyxoby cinder-volume:

systemctl restart cinder-volume

[NpoBepka nobaBneHna 6akeHaa

1. Y6eaowntecs, uto 6akeHa, nobaBneHHbIn B cinder-volume, otobpaxaetcs B cnucke cepsucos Cinder:
openstack volume service list

2. B oTBeT Ha 3TO Bbl 4OMXHbI nonyunTb NPUMEPHO crnegylLlee:

e Fmm R fmm————— N
B +

| Binary | Host | Zone | Status | State | Updated_at |
e Fmm R fmm————— N
B +

| cinder-scheduler | controller | nova | enabled | up | 2016-09-30T02:27:41.000000

| cinder-volume | vlmO@l@blk | nova | enabled | up | 2016-09-30T02:27:46.000000 |

CospgaHue Tuna gucka

Mo ymonuaHuio oauH cinder-volume paccuntaH Ha paboty ¢ ogHUM 63keHaoM. OfHaKO UMeeTcsl BOSMOXHOCTb
BK/IIOUEHUA HECKOMNbKNX 63KEHAOB B OAHOM WHCTaHce cinder-volume. [ns 3TOro AOMNOMHUTENBHO HYXXHbl Tak
HasblBaeMble TUrbl AUCKOB, KOTOPbIE NMO3BONAIOT pasaenatb 6akeHAbl Mexay cobon npu paborte ¢ 6NOUHBIMU
YCTPONCTBaMMU.

1. BHauane cospganTe ewwé oanH 6akeHa. lng aToro npocTto fobaBbTe eLé oaHy CeKUmio B
KOHJoMrypaumio, Kak npu HacTPonke nepBoro 6akeHaa:

[b1k2]
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volume_driver = cinder.volume.drivers.rbd.RBDDriver

volume_backend_name = backend_b1lk2
rbd_pool = volumes2
rbd_ceph_conf = /etc/ceph/ceph2.conf

rbd_flatten_volume_from_snapshot = false

rbd_max_clone_depth = 5
rbd_store_chunk_size = 4
rados_connect_timeout = -1

2. [lobaBbTe 3TOT 63KEHA B CMUCOK BKITIOUYEHHbIX:

[DEFAULT]

enabled_backends = blk, blk2

3. MNepesanyctute cepsuc cinder-volume:
systemctl restart cinder-volume
4. Coapante TUnbl ANCKa:

openstack volume type create ceph-blk
openstack volume type create ceph-blk2

5. Tenepb HeOHGXOANMO CBfA3aTb MEXAY COBON 6KEHA U TN ANCKa:

openstack volume type set ceph-blk --property volume_backend_name=blk
openstack volume type set ceph-blk2 --property volume_backend_name=blk2

6. lNocne aTtoro npun co3gaHnn gucka MOXHoO Bbl6paTb Hy)KHbIVI TMN ANCKa AN TOro, utobbl 6OUHOE

YCTpOVICTBO CO34anocCb B HY)XXKHOM XpaHunuuie:

openstack volume create --size 1 —--type ceph-blk2 pretty_volume_name

7. OToenbHO HEOHBXOAMMO OTMETUTB, UTO ANS ABYX N 6bonee 69keHAOB MOXHO yKasaTb OfHO MMsA 63keHaa B
napametpe volume_backend_name (nmeHa cekumm npu sTOM OOMXKHbI pasnuyaTtbcs). B atom cnyuae
npw co3gaHun 6MOYHOro yCTPONCTBA C YKa3aHMeM Tuna AMCKa NNaHUpOBLLMK CaM BblOEPET HY>XHbIN
63KeHA B 3aBUCUMOCTM OT NapameTpoB hunbTpaumMm NnaHMpOoBLLMKa, HaNnpUMep, B 3aBUCUMOCTU OT

3anonHeHHOCTH 63KeHA0B XpaHeHus.

BCP3 = Onucanune canna koHdpurypaummn Cinder

B onucaHum npouecca no yctaHoBke cepsuca Cinder npegnoxeHa cTaHgapTHas KoHpurypaums. 370
CTpaHuua coaepXuT nogpobHOe onucaHne HaCTPOEK 3TON KOHAbUrypauunm.

MNpwn n3aMeHeHnmn KoHdurypaumm HeobxoamMMo nepesanyCcTntb KOMNOHEHTbl cepeuca Cinder:

systemctl restart openstack-cinder-x*

Tabnuua KkoHdUrypaumnm

KomnoHeHTbl cepBuca Cinder

® MyTb 0O KOHUrypaummn: /etc/cinder/cinder.conf

() JNereHpa Tabnuubl gOCTynHa Ha aTOM cTpaHuLe’™°.

Nms napametpa OnucaHue

I L] Cinder.

MpumeuaHns

FnobasibHbIe HACTPOIKM cepsuca

130 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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Nma napameTpa

debug

use_stderr

use_forwarded_for

osapi_volume_workers

volume_name_template

osapi_volume_listen

auth_strategy

my_ip

glance_api_servers

glance_api_version

transport_url

api_paste_config

[oslo_middleware]

enable_proxy_headers_p
arsing

[database]

connection

connection_recycle_time

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHue

BkntoveHne pexunma oT/1IaKku.

MepeHanpaBneHve xypHana B /
dev/stderr.

BkntoueHune noaaepXxkm
3aronoBka X-Forwarded-For.

KonnyectBo
Cinder API.

npoueccos  Ans

LLla6noH MMeHOBaHWsI ANCKOB.

AJpec npocnylwmBaHnua cepsuca
Cinder.

YkasaHwue
ayTeHTudmKaumn.

MexaHnsma

Appec cepsuca Cinder.

Appeca cepsurcos Glance API.

YkasaHue Bepcum Glance API.

Appec cepsuca RabbitMQ.

Myt go dhaiina kKoHdurypaumm
Cinder API.

MapameTpsbl 06paboTkM
3anpocoB B WSGI.
BknroyveHune 06paboTkM

3aro/I0BKOB MPOKCU-CEpBEpA.

MapameTpbl 6a3bl AaHHbIX cinder.

MapameTpbl Nogk4YeHns K 6ase
[OaHHbIX cinder.

BPEMH ana BOCCTaHOB/1€HUA
NOAK/HYEHNA K 6asze AaHHbIX.

BCP3

MpumevaHuns

Wcnonbayiite TOMBKO B
06CNyXUBAHWS NN TECTUPOBAHUS.

pexumve

70T napameTp ncnonb3syercs B
pedepeHcHoli apxXuTeKType ons
MepeHanpaBfeHnsl XypHasiia B CUCTEMY
yNpaB/ieHUsi KOHTeHepamu.

OTOT MapaMeTp HyXHO BK/IOYaTb npu
Hanmunm npokKcu-cepeepa nnu
H6anaHCcMpoBLUMKa Harpy3Ku.

B pediepeHCHON apXUTEKTYpPE  HYXHO

yKasaTtb 127.0.0.1.

[na 06blMHOW YCTaAHOBKU YyKaxkuTe agpec
mgmt-uHTepdelica.

Bcerga po/mkeH 6bITb paBeH 3HAYEHUIO
"keystone".

Heobxoammo
nHTepceiica.

yKasaTb

agpec  mgmt-

MOXHO yKasaTb HECKOSIbKO aapecoB Glance
uepes 3ansTyto.

JonxeH 6bITb paBeH "2".

MOXHO yka3aTb HECKO/IbKO  ajpecoB
RabbitMQ 4yepe3 3anaTyi, YyKasaHue
npecmkca rabbit:;// o06saA3aTtensHo  OnA

KaXKAoro agpeca.

OTOT MapaMeTp HYXHO BK/oYaTb
Hanmunm npoKcu-cepeepa
GanaHCMPOBLLMKA Harpy3Ku.

npwu
nnm
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Nma napameTpa

max_pool_size

max_retries

[oslo_concurrency]

lock_path

[keystone_authtoken]

www_authenticate_uri

auth_url

memcached_servers

auth_type

project_domain_name
user_domain_name
project_name
username

password

[nova]

auth_url

auth_type

project_domain_name
user_domain_name
project_name
username

password

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHue

MakcuMasibHbIA  pa3mep  nyna
COeIHEHWUIA.

MakcrmasibHoe KO/TM4eCcTBO
MonbITOK CcoeguHeHuss K Gase
OaHHbIX.

MapameTpbl 06paboTku

KOHKYPEHTHbIX 3adad.

Katanor gna xpaHeHus dcaiinos
6/10KMPOBOK.

MapameTpbl  NOAKAYEHUA K
cepBucy Keystone.

BHeLLHWi azpec cepsuca
Keystone
BHyTpeHHWIA agpec  cepBuca
Keystone

ALpec CcepBUCOB K3LLMPOBaHUA
Memcached

Tun ayTeHTUbUKaLuK.

[JaHHble noaknoyeHns K cepsucy
Keystone OT MMeHH cinder.

JaHHble nogkioyeHus K Keystone
019 NonyvyeHusa agpeca cepBuca
Nova.

BHyTpeHHWiA
Keystone.

agpec  cepsuca

Tvn ayTeHTMdMKaLMN.

JaHHble noakN4veHns K cepsBucy
Keystone OT MIMEHU nova.

BCP3 = OpenStack Ceilometer

MpumevaHuns

"1 BbIK/1tO4YaET
KOIMYECTBY MOMbITOK.

MoXHO  yKasaTb  HEeCKOSbKO
Memcached yepes 3anATtyo.

BCP3 * Nhdhopmaums o cepsuce Ceilometer

« O630p cepsuca (cm. cTp. 103)
+ OCHOBHbIE€ KOMMOHEHTHI (cMm. cTp. 103)
« [lononHuTenbHbIE MaTepuansl (cm. ctp. 103)

orpaHunyeHune no

aapecos
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O630p cepsuca

OpenStack Telemetry (Ceilometer)®! - aTo cnyx6a cbopa TeneMeTpuueckux aaHHbIx, KoTopas NpenocTasnaer
BO3MOXHOCTb COOMpaTb [AaHHble MOHUTOPMHra C OCHOBHbIX KOMMNOHeHTOB OpenStack, npounssoantb
HOpManu3auunio U XpaHeHne COobpaHHbIX AaHHbIX B OOHOM M3 MNOAAEPXMBAEMbIX CUCTEM XxpaHeHus. [lo
YMOMUaHMIO B KauecTBe CUCTEMbI XpaHeHus ncnonbayetcs Gnocchi2 Mpoekt Gnocchi nossonseT xpaHUTb
cobupaeMble N3MEPEHNA B arpermpoBaHHOM Bruae u npegoctasnaet APl ana pabotbl ¢ HUMK.

OCHOBHbI€ KOMMNOHEHTHI

OpenStack Ceilometer coctouT na cnegyowmnx areHTos:

- ceilometer-agent-compute - 3anyckaercs Ha BbIUNCMIUTENbHbIX y3nax U OnpawnBaeT CTaTUCTUKY
NCMNonb30BaHNSA PECYPCOB;

- ceilometer-agent-central - 3anyckaetcsa Ha ynpaBnsowmnx yanax, onpalmsaeT CTaTUCTUKY
NCMNONb30BaHUSA PECYPCOB AN OOLEKTOB, HE MPUBA3AHHbIX K 9K3EMMMAPaM UK BblUNCIUTENBHBIM Y3NaMm.
[onyckaercs 3anyck HECKONbKUX 9K3EMMNAPOB.

- ceilometer-agent-notification - 3anyckaertcsa Ha ynpasnsiowmx ysnax, obpabaTtsiBaeT AaHHbIE U3
ouepepnen coobleHnn onsg co3gaHns AaHHbIX O COObITUSAX U M3MepeHusx. o ymonuaHumio
06paboTaHHble AaHHble otnpasnsiorcs B Gnocchi'™e,

[lononHuTeneHble MaTepumarnbl

1. OdbmumanbHas aokyMeHTaumus'>4 npoekra.

2. OcbuumansHeI penosutopuin™® npoekra.

3. Ceilometer CLI™,
BCP3 - YcTaHoBKa ynpasnstowmnx cepsmncos Ceilometer

BCP3 * YctaHoBKa cepBuncos Gnocchi

Hactponka okpyxeHus

MNepen caMoOM YCTaAHOBKOW CepBMCA HYXHO MNpeaBapuTENbHO HACTPOWTb HEKOTOPblIE  KOMMOHEHTHI
NHAPaCTPYKTYpPBbI.

Moproroska 6a3bl paHHbIX ghocchi

® Cw. takxe: YcTaHoBka 1 HacTporika CYB/l MariaDB™

NHdbopMaLmio nHaekca MeTprk no ymonuaHunio Gnocchi xpanut B 6ase gaHHbix SQL.

1. Bongute B okpyxeHue 6a3bl AaHHbIX:
mysql -u root -p

2. CospawnTte 6a3y gaHHbIx gnocchi:
create database gnocchi;

3. lMpepnocTaBbTe AOCTYN K 3TON 6a3e AaHHbIX Nonb3osBatento gnocchi B CYB/ (ans localhost u Bcem
OCTanbHbIM agpecam OTAENbHO):

grant all privileges on gnocchi.* to 'gnocchi'@'localhost' identified by

'GNOCCHI_DBPASS';
grant all privileges on gnocchi.* to 'gnocchi'@'%' identified by 'GNOCCHI_DBPASS';

() Bwmecto GNOCCHI_DBPASS ucnonbs3ynte ceomn naponbs, OH 6yner Heobxoaum aanee.

4. Buingute ns ceccum CYB/:

131 https:/docs.openstack.org/ceilometer/victoria/

132 https:/gnocchi.osci.io

133 https:/gnocchi.osci.io

134 https:/docs.openstack.org/ceilometer/victoria/

135 https:/opendev.org/openstack/ceilometer

136 https:/docs.openstack.org/ceilometer/victoria/cli/index.html
137 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643445
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exit;

CospaHue obbekToB B Keystone

@ Cwm. takxe: ®ann HaCTPOWMKM CUCTEMHOTO OKPYXeHus (cm. ctp. 39) 1 CosaaHne ob6bekToB B Keystone (cwm.
cTp. 40).

Ins cepsuca Glance HeobxoauMO co3aaTb NOMNb3OBATENs U 3apPErMCTPUPOBaTh €ro B CepBUCE KaTalloros
Keystone.

1. HacTtpounTte oKkpy>XeHne KoOMaHaHOW CTPOKM:
source $HOME/admin-openrc

2. Cospawnte nonb3oBaTtens gnocchi (koMaHAa MHTEPaKTUBHO CMPOCUT Naporib, fanee aToT naponb bynet
ncnonb3oBaThbCs B NapameTpax, roe ykazaH GNOCCHI _PASS):

openstack user create --domain default --password-prompt gnocchi
3. [obaBbTe nonb3oBaTtens ceilometer B NpoekT service (cwm. ctp. 40) € ponbio admin:
openstack role add --project service --user gnocchi admin
4. CospawnTte cepBuc metric B cepsuce katanoros Keystone:
openstack service create --name gnocchi --description "Metric Service" metric

5. Cospawvite Tpu TOUKM BxOda ANs cepsuca gnocchi:
a. nyénuuHylo:

openstack endpoint create --region RegionOne metric public http://
controller:8041

b. BHyTpeHHIoI0:

openstack endpoint create --region RegionOne metric internal http://
controller:8041

C. aAMUHWUCTPAaTUBHYIO:

openstack endpoint create --region RegionOne metric admin http://
controller:8041

(@ controller ucnonbayetcs B kKauecTse npuMmepa afpeca. B npoaykTMBHbIX cpenax BMECTo
nomeHa "controller" ykaxwute egunbin DNS-agpec ansa cepsuca Glance, kotopbit 6bin
BbIOpaH B Bawen MHpacTpyKType. Vicnons3oBaHne |P-agpecoB He peKoMeHayeTCs.

(@ Ans pasHbix TMNOB Touek Bxoaa APl MOXHO ykasaTb pagHble agpeca. 10 MOXET ObITb
Heob6XxoaAuMO B Cnyyae pasgeneHus, Hanpumep, nybnuuHoro tpadomnka OT BHYTPEHHETO.

YctaHoBka cepBuca Gnocchi

® Cw. takxe: HacTpoitka penosutopues Almalinux'™g,

lNocne ycTaHOBKU BCeX HEOOXOAMMbIX BHELIHMX CEPBUCOB MOXHO MPUCTYNUTL K YCTaHOBKE cepsuca Glance.

1. YcTaHOBMTE OCHOBHOW MakeT cepsBuca:

dnf -y dinstall gnocchi-api gnocchi-metricd python3-gnocchiclient

() CraHpapTHble nyTn doannos KOHUrypaumum:
. /etc/gnocchi - Katanor koHdourypauum Glance;

138 https:/conf.tionix.ru/pages/viewpage.action?pageld=163643451
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- J/etc/gnocchi/gnocchi.conf - ocHOBHbIN chann koHpUrypauum.

2. Ouuctute OCHOBHON hann KOHMUrypaLmm, KOTopbin 6611 fO6aBNEH NOCNE YCTAaHOBKY NakeTa:

> /etc/gnocchi/gnocchi.conf

3. B ocHoBHOW chanin gobaBbTe cneaylowwyo KOHUrypaumio (onnucaHune (cw. cp. 58)):

Lapi]
auth_mode = keystone

[keystone_authtoken]

auth_type = password

auth_url = http://controller:5000/v3
project_domain_name = Default
user_domain_name = Default
project_name = service

username = gnocchi

password = GNOCCHI_PASS

interface = internalURL

region_name = RegionOne

[indexer]
url = mysql+pymysql://gnocchi:GNOCCHI_DBPASS@controller/gnocchii

[storage]

# coordination_url is not required but specifying one will improve
# performance with better workload division across workers.
coordination_url = redis://controller:6379

file_basepath = /var/lib/gnocchi

driver = file

4. B kOHoUrypaumm Hy>XHO 06paTnTb BHUMaHWE Ha cnefylowme napameTpsl (nepegenatb B Tabnuuy):
a. Agpec npocnywusanuna cepsuca Gnocchi API, koTopble 3aBUCAT OT METOAA YCTaHOBKM
(nobaBuTh B KOHUT);
b. MapaMeTpbl XypHanMpoBaHus cepBrca (cu. ctp. 58), KOTOPbIE 3aBUCHAT OT MeToa YCTaHOBKU
(nobaBuTh B KOHUT);
c. Napametpbl nogkniouerHns k CYB/ B database - connection, B uactHocTy, napons k B/ glance
BMecto GNOCCHI_DBPASS;
d. MapameTpbl nogknioueHus k Keystone B keystone_authtoken, B uactHoCTH, naponb
nonb3osatensa gnocchi Bmecto GNOCCHI_PASS;
e. MNapametpbl nogknioueHus K cepeepy memcached B keystone_authtoken/memcached_servers
n cache/memcache_servers (0o6aBuTb B KOHUr).
5. lNocne HacTponkn KOHUrypauum sanycTmte npoLecc nHmumannsaunm gnocchi:

gnocchi-upgrade

®dunHanusauyums YyCTaHOBKMU

1. Mocne onpepeneHns kKOHUrypaumm Heobxoammo 3anyctutb cepsuc Glance APl n no6asutb ero B
aBTO3anyck:

systemctl start openstack-gnocchi-api
systemctl start openstack-gnocchi-metricd

systemctl enable openstack-gnocchi-api
systemctl enable openstack-gnocchi-metricd

Mpoeepka paboTbl cepBuca

1. MNpoBepbTe cTatyc oHUTa Gnocchi API:

systemctl status openstack-gnocchi-api

(@ OrtBer LOMXeH 6bITb NPUMEPHO TaKMM:

e gnocchi-api.service - Gnocchi API service

BCP3 * YcTtaHoBKa 1 HacTpomka cnyx6 OpenStack - 105



BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

Loaded: loaded (/usr/lib/systemd/system/gnocchi-api.service; enabled;
vendor preset: disabled)

Drop-In: /run/systemd/system/gnocchi-api.service.d
Lzzz-1xc-service.conf

Active: active (running) since Sun 2021-11-07 22:06:22 UTC; 1min 15s ago
Main PID: 13485 (gnocchi-api)

Tasks: 6 (limit: 204240)

Memory: 106.7M

CGroup: /system.slice/gnocchi-api.service

13485 /usr/bin/python3 /usr/bin/gnocchi-api

2. NposepbTe Hannuue oTkpbiToro nopra 8401:

ss —tnlp | grep 8401

() Ortser HONXeH 6biTb NPUMEPHO TaKNUM:

LISTEN 0 128 10.236.64.162:8401 0.0.0.0:% users: (("gnocchi-
api",pid=32432,fd=3),...

KoHdourypauus ana HAProxy

@® Cwm.1akxe: BCP3 - YctaHoBka 6anaHcmpoBlumka Harpysku HAProxy (cw. ctp. 17)

B pedbepeHcHon apxutektype goctyn go cepsuca Gnocchi APl npepocTtaBnsercs uepes3 6anaHCUpOBLLMKaA
Harpyskm.

1. KoHdpurypauus ana HAProxy Beirnaaut cnegyowmnm obpasom:
frontend gnocchi_api
bind "IP:PORT" ssl crt /usr/local/etc/haproxy/cert.pem alpn h2,http/1.1
http-request set-header X-Forwarded-Proto https
default_backend gnocchi_api_backend

backend gnocchi_api_backend
server glance 127.0.0.1:8401

2. lNocne BkNioueHUs aton KoHdUrypaumm nepesarpysmnte koHdpurypaunio HAProxy:

systemctl reload haproxy

BCP3 - YctaHoBKa cepsucos Ceilometer

- YcTtaHOBKa cepsuca (cwm. ctp. 106)
+ ®uHanuzaumsa YCTaHOBKM (cm. ctp. 107)

YcTtaHoBKa cepBuca

1. YctaHosute cepsuc Ceilometer:

dnf -y dinstall openstack-ceilometer-notification \
openstack-ceilometer-central

2. HactpowTe koHurypaumoHHbin doann /etc/ceilometer/pipeline.yaml:

publishers:
- gnocchi://?filter_project=service&archive_policy=Tlow

3. Hactpoiite koHgourypaumoHHbin doann /etc/ceilometer/ceilometer.conf:
[DEFAULT]
transport_url = rabbit://openstack:RABBIT_PASS@controller

[service_credentials]
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auth_type = password

auth_url = http://controller:5000/v3
project_domain_id = default
user_domain_id = default
project_name = service

username = ceilometer

password = CEILOMETER_PASS

interface = internalURL

region_name = RegionOne

@ lNpumeuanne

B napametpax RABBIT_PASS n CEILOMETER_PASS Heob6xoomMMoO ykasaTb Mapofb, KOTOPbIN
6bin ycTaHoBneH ana nons3osatens ceilometer. [ogpobHee napamMeTpbl KOHOUIYpPaLNOHHOIO
dbanna onncaHbl B COOTBETCTBYIOWEM pasaene (cwm. ctp. 112).

4. O6HoBMTE KOHUrypaumnio cepauca:

ceilometer-upgrade

®OunHannsauums YCTaHOBKMU

1. 3anyctute cepeuc Ceilometer n fo6aBuTbL €ro B aBTo3anyck:

systemctl enable openstack-ceilometer-notification.service \

openstack-ceilometer-central.service

systemctl start openstack-ceilometer-notification.service \

openstack-ceilometer-central.service

BCP3 = C6op MeTpuk Cinder

© [lpumevanne

BCP3 = HacTtpownka cbopa meTtpuk B cepeucax OpenStack

Heobxoavmo npenBapuTenbHO YCTaHOBUTL U HAacTpouTb cnyx6y Cinder (cu. ctp. 93).

[oslo_messaging_notifications]

driver = messagingv2

Ona C6opa METPUK Cﬂy)K6bI 610YHOro XpaHunuiwa Cinder Heo6x0AMMO BbIMOMNHUTL cnenywuwmne warw:

1. HacTpoiTe KoHpurypaumoHHein doann /etc/cinder/cinder.conf:

2. Bknouute Nepuoanmueckuin onpoc CTaTMCTUYECKUX AaHHBIX:

cinder-volume-usage-audit --start_time='YYYY-MM-DD HH:MM:SS"' \
--end_time='YYYY-MM-DD HH:MM:SS' --send_actions

() QfaHHbM cuenapun 6yneT dukcMpoBaTb BCE AEUCTBUS Hahd OObeKTamu HauuHas C Aarhl,
yCTaHOBMNEHHOM B napamMmeTpe —-start_time v 3akaHunBaa faTon, yCTaHOBMEHHON B NapamMeTpe —-

end_time.

3. 3apaTb NepuoanMYHOCTbL hukcaumnm cobbiTuin MOXHO B /etc/cron.d/cinder-metrics:

*/5 % x * * [usr/bin/cinder-volume-usage-audit --send_actions

() 970 dann ang cucTembl NEPUOANUECKMX 3aAay cron. KpaTko no CUHTakcucy:

- */B5**** _ nepuopn drkcaumm cobbITun B doopmate cron,

NATb MUHYT;

139 http://www.nncron.ru/nncronlt/help/RU/working/cron-format.htm

139 B naHHOM cnyuae - kaxable
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. /usr/bin/cinder-volume-usage-audit - nyTb 10 ckpunta cb6opa gaHHbIX (3TOT CKpPUNT
copepxutca B nakere openstack-cinder).

4. TepesanycTtute cnyX6bl 610YHOrO XpaHUNULLa Ha YNpaBnaioWwnx y3nax n CEPBMC NEPUOANYECKMX 3adau

crond:

systemctl restart openstack-cinder-api.service openstack-cinder-scheduler.service

crond.service

5. MNepesanyctute cnyx6bl 6IOUHOrO XpaHunmLLa Ha yanax, rae HacTpoeHsbl 6akeHabl Cinder:

systemctl restart openstack-cinder-volume.service

BCP3 = C6op MeTpuk Glance

@ lNpumeuanne
HeobxoamMMo npeaBaputenbHO YCTaHOBUTL U HACTPOUTb Crnyxby Glance (cwm. ctp. 52).

© [lpumevanne
Bce koMaHabl BbIMONHAIOTCS Ha yNpasnsaioLweM y3ne.

[na c6opa MeTpuk cnyx6bl ob6pa3oB Glance HEOH6XOANMO BbINONHUTL CNeayoWmne Warm:

1. HacTtpoitte koHpurypaumnoHHeii pann /etc/glance/glance-api.conf:

[DEFAULT]

transport_url = rabbit://openstack:RABBIT_PASS@controller
[oslo_messaging_notifications]

driver = messagingv2

() B napametpe RABBIT_PASS ykaxwuTte napons ansi nonb3osatens openstack s RabbitMQ.

2. MNepesanyctute cnyxby Glance:

systemctl restart openstack-glance-api.service

BCP3 = C6op MeTpuk Keystone

A Ha Tekywun MoMeHT noaaepxuneaeTca pernctpaumns cobeitun Keystone tonsko ans cepsuca Nova.

© [lpumevanne
HeobxoaomMMmo npeaBapuTenbHO YCTAHOBUTbL M HACTPOUTL Cnyxby Keystone (cw. ctp. 34).

Ons cbopa MeTpuk no obpaileHnio cepsuca Nova K yHKUMSM ayTeHTudpukaumm cepsuca Keystone

HEo6XxoaMMO BbINOMHUTb cnenywuwmne warw:

1. Bkniounte obpaboTky ayauta coukcaumm cobeitum B /etc/nova/api-paste.ini:
« yKaxuTe nyTb Ao ayauta B cekuuu [filter:audit]:

[filter:audit]
paste.filter_factory = keystonemiddleware.audit:filter_factory

audit_map_file = /etc/nova/api_audit_map.conf
- pobaebTe napameTp audit B cekumio [composite:openstack_compute_api_v21] ctporo nepen
napameTpom osapi_compute_app_v2:

[composite:openstack_compute_api_v21]

keystone = faultwrap sizelimit authtoken keystonecontext ratelimit audit

osapi_compute_app_v2
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2. Cospawnte doann ayanta /etc/nova/api_audit_map.conf.O6pasel cdanna MOXHO B3ATb U3

AaHHoro penosutopusC.

3. MNepesanyctute cnyx6y Nova:

systemctl restart openstack-nova-api.service

BCP3 = C6op MeTpuk Neutron

@ lNpumeuanne

Heob6xoamMo npeaBapuTenbHO YCTAaHOBUTL M HACTPOUTbL CnyX6y Neutron (cw. cp. 81).

© [lpumevanne

Bce koMaHAbl BbINOMHAIOTCA Ha ynpasndaoweM yasne.

[ns c6opa MeTpuk cnyx6bl ceteBon MHdpacTpykTypon Neutron Heo6xoaAMMO BbINONHUTL CReaylowne warm:

1. HacTtpoite koHUrypaunoHHei pann /etc/neutron/neutron.conf :

[oslo_messaging_notifications]
driver = messagingv2
2. Nepesanyctute cnyx6y Neutron:

systemctl restart neutron-server.service

BCP3 * YctaHoBKa cepBuca Redis

Redis - 310 cepBUC XxpaHeHNs N KILWMPOBaHWS AaHHbIX, KOTOPbLIE XPaHUTCS B OnepaTMBHOM NaMaTi B Buae 6asbl
LaHHbIX B BOSMOXHOCTbIO VX JONFOBPEMEHHOIO XpaHeHus Ha auncke. Redis Heo6xoaMM ANs XpaHeHWUs AaHHbIX
MeTpuk cepsuca Gnocchi.

YctaHoBKa cepBuca

1. YctaHoBuTe nakert redis:

dnf -y dinstall redis

() CraHpapTHble NyTn KOHPUTrypaLmu:
« OcHoBHoM chann KoHdourypaumm: /etc/redis.conf

2. B OCHOBHOM KOHOUIypaLUOHHOM chalne ykaxnTte cneayioLlyio KoHdpurypaumio:

# HacTpoiiku cetu
bind controller
protected-mode no
port 6379
tcp-backlog 511
timeout 0
tcp-keepalive 60

# HacTpoliku 3anycka cepsuca
daemonize yes

supervised auto

pidfile /var/run/redis_6379.pid
loglevel notice

logfile /var/log/redis/redis.log
databases 16

always-show-logo no

140 https:/github.com/openstack/pycadf/blob/master/etc/pycadf/nova_api_audit_map.conf
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# HacTpolikn xpaHeHus

save 900 1

save 300 10

save 60 10000
stop-writes-on-bgsave-error yes
rdbcompression yes

rdbchecksum yes

dbfilename dump.rdb

dir /var/lib/redis

# HacTpolikn pexuma Append Only
appendonly no

appendfilename "appendonly.aof"
appendfsync everysec
no-appendfsync-on-rewrite no
auto-aof-rewrite-percentage 100
auto-aof-rewrite-min-size 64mb
aof-load-truncated yes
aof-use-rdb-preamble yes

# MapameTpbl oyHKUMM Slow Log
slowlog-log-slower-than 10000
slowlog-max-len 128

# MapameTpbl Latency Monditor
latency-monitor-threshold 0

# [MapameTpbl ONOBELLEHWIA
notify-keyspace-events ""

# JlononHWTeNbHbIE NapaMeTpbl cepBuca
hash-max-ziplist-entries 512
hash-max-ziplist-value 64
list-max-ziplist-size -2

list-compress-depth 0

set-max-intset-entries 512
zset-max-ziplist-entries 128
zset-max-ziplist-value 64
hll-sparse-max-bytes 3000
stream-node-max-bytes 4096
stream-node-max-entries 100

activerehashing yes
client-output-buffer-1limit normal 0 0 0
client-output-buffer-limit replica 256mb 64mb 60
client-output-buffer-limit pubsub 32mb 8mb 60
hz 10

dynamic-hz yes

aof-rewrite-incremental-fsync yes
rdb-save-incremental-fsync yes

BCP3 = HacTtpownka sbluncnutensHoro y3na anga Ceilometer

BCP3 - C6op meTpuk Nova

- YcTaHOBKa cepBuca (cwm. cTp. 110)
« HacTtpowka cbopa IPMI MmeTpuk (cm. ctp. 111)
- ®uHanmMzaumsa yCTaHOBKM (cm. cTp. 111)

YcTtaHoBKa cepBuca

1. YctaHosute cepsuc Ceilometer:
yum install openstack-ceilometer-compute
2. Hactpoite koHgourypaumoHHbin doann /etc/ceilometer/ceilometer.conf:

[DEFAULT]
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transport_url = rabbit://openstack:RABBIT_PASS@controller

[service_credentials]

auth_url = http://controller:5000
project_domain_id = default

user_domain_id = default
auth_type = password
username = ceilometer
project_name = service

password = CEILOMETER_PASS

interface = +internalURL
region_name = RegionOne

B napametrpax RABBIT_PASS n CEILOMETER_PASS Heo6xoanMMo ykasaTb Naponb, KOTOPbIA 6bin
yCTaHOBMeH Ana none3osatens ceilometer. [loapobHee napameTpbl KOHUrypaunoHHoro danna
onucaHbl B COOTBETCTBYIOWEM pasaerne (cw. cTp. 112).
3. Hactpoiite koHgourypaumoHHbeI doann /etc/nova/nova.conf:

[DEFAULT]

instance_usage_audit = True

instance_usage_audit_peri
[notifications]

notify_on_state_change =

od = hour

vm_and_task_state

[oslo_messaging_notifications]

driver = messagingv2

HacTtponka c6opa IPMI meTtpuk

1. YctaHoBuTte cepsuc openstack-ceilometer-ipmi:

yum install openstack-ceilometer--ipmi

2. HacTpowTte KOHOUTIypaLOHHbIN

chainn /etc/sudoers:

ceilometer ALL = (root) NOPASSWD: /usr/bin/ceilometer-rootwrap /etc/ceilometer/

rootwrap.conf *

3. Hactpowte koHdurypaumoHHbin doann /etc/ceilometer/polling.yaml:

- name: ipmi
interval: 300
meters:

- hardware.ipmi.temperature

4. 3anycTute cepsuc Ceilometer n fobaBuTb €ro B aBTO3anyck:

systemctl enable openstack-ceilometer-ipmi.service
systemctl start openstack-ceilometer-ipmi.service

duHannsaums YCTaHOBKMU

1. 3anyctute cepsuc Ceilometer n pobaBuTh €ro B aBTo3anyck:

systemctl enable openstack-ceilometer-compute.service
systemctl start openstack-ceilometer-compute.service

2. MepesanycTtute cnyx6y Nova:

systemctl restart openstack-nova-compute.service
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BCP3 = Onucanue canna koHdurypaumm Ceilometer

B onucaHun npouecca no ycrtaHoBke cepBuca Ceilometer npenonoxeHa ctaHgapTHas KoHdpurypauus. 370
CTpaHuLla coaepXuT nogpobHoe onncaHne HacTPOEK 3TON KOHpUrypaumn.
MNpn nameHeHnn koHdbUrypaumm Heobxoanmo nepesanycTnte Beb-cepeep Apache:

systemctl restart httpd

Tabnnua koHUrypaumnm

Cepsuc Ceilometer

® MyTb oo KoHurypaumm: /etc/ceilometer/ceilometer.conf .

() lNerenpa tabnuubl gOCTynHa Ha aTOM cTpanuue™.,

Nma napameTpa

[DEFAULT]

transport_url

auth_type

auth_url

memcached_servers

project_domain_name
user_domain_name
project_name
username

password

interface

region_name

[oslo_messaging_rabbit]

rabbit_retry_interval

rabbit_retry_backoff

OnucaHue

Fno6anbHble nepemeHHble cepBUCa.

Cnncok agpecoB 0 cepBepoB RabbitMQ.

Tun ayTeHTUDUKaLUN.

AfZpec fo cepsuca Keystone.

Afpeca o
memcached.

cepBucos K3LLInpoBaHuA

[aHHble ayTeHTUdVKauum B cepBuc Keystone
OT WMeHW nosnb3oBaTtens ceilometer B
NnpoekKTe service.

Tun TOYKKM JOCTyna B cepBuce Keystone.

Vimsa pervoxa, KoTopoe
MCMo/b30BaTbLCA AJ/19 TOYEK AoCTyna.

6ypet

MapameTpbl RabbitMQ.

VHTepBan nogxnoyeHuns K RabbitMQ.

VHTepBan Mexay NOBTOPHLIMW MNOMbITKAMU
nogkntoyeHns K RabbitMQ.

MpumeuaHuns

CepBepbl yKasblBaloTcA Yepes
3ansATylo ¢ ykasaHuem npegukca
B KQX/I0M 3/1eMeHTe.

Bcerga pomkeH ObiTb paBeH
napameTpy "password".

141 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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BCP3 = YcTtaHoBka n Hactpomnka moagynen TIONIX

BCP3 * lNpenBaputensHasa HacTponka

MNepen yctaHoBkon Bcex moaynen TIONIX BHauane HEO6XOAMMO CO3faTh HEKOTOPbLIE OOLEKTDI:

+ Monb3oBaTeNb U BUPTYyanbHbIN XOCT tionix B RabbitMQ;
- none3osaTtens B OpenStack Keystone B npoekTe service ¢ ponbio admin.

3T 06bEKTbI HYXXHbI AN BCEX OCHOBHbIX MOAYNEN (€CNU HE YKa3aHO UHOE).

[ToarotoBka o6bekTOB B RabbitMQ

@® ©Cwm. 1akxe: BCP3 - YcraHoska cepsuca RabbitMQ (cm. ctp. 30).

[na coyHkunm mexcepsmucHoro s3anmoaenctemsa cepsucel TIONIX ncnonbsyiot dyHkumnm cepsumca RabbitMQ.

1. Cospante nonb3oBatens tionix, rae TIONIX_RABBIT_PASS - ato naponb ans Hero:
rabbitmqctl add_user tionix TIONIX_RABBIT_PASS

2. [ob6asbTe BUPTYaNbHLIN XOCT 42 (vhost):
rabbitmqctl add_vhost tionix

3. YkaxuTte Bce Tunbl NpaB tionix B BUPTyanbHOM XOCTe tionix (nocnenHun ykasaH vyepes napametp -p):
rabbitmqctl set_permissions -p tionix tionix ".x" " x" M %"

4. 2Tn Xe npasa yKaxxute B CTaHAaPTHOM BUPTyanbHOM xocTe "/":

rabbitmqctl set_permissions tionix ".'" ", " " x"

CospaHune obvekToB B OpenStack Keystone

@ Cwm.T1akxe: Pasnen no ycraHoske u HacTpomke OpenStack Keystone (cm. ctp. 34)

Moaynam TIONIX Tpebyetcsi 3apeructpupoBatb nonb3oBatens tionix B OpenStack Keystone (cw. ctp. 34) ans
B3aMMOOENCTBNS C APYrMMU cepBUcCamMmn NnaTtoopmMbi.

1. CospaiTe nonb3oBatens tionix B NpoekTe service, pacnonoxeHHol B AomeHe default (naponb 6yanet
3anpoLeH B UHTEPAKTUBHOM pPeXnme):

openstack user create --domain default --project service --project-domain default
-—password-prompt tionix

2. Ykaxute 3TOMY NOMNb30BaTESIO POIb admin gns nonyyeHna agMMHNCTPAaTUBHbIX MpaB B NPOEKTE service:

openstack role add --user tionix —--user-domain default --project service --
project-domain default admin

OcTtanbHble 06bEKTbI (Hanpumep, Toukn Bxona/endpoints) OyayT co3pgaHbl MHAMBMAYANbHO AN OTAENbHbIX
moaynen TIONIX.

Moaaepxka cepeuca Sentry

Hekotopblie Mogynu Tionix nogaepXnBeatoT OTNPaBKy XypHanoB cepeucy Sentry
ycTaHOBUTb 6GMbnnoTeky Raven:

143 Inst ero noanepXKku Hy>KHO

dnf -y dinstall python3-raven

142 https:/www.rabbitmg.com/vhosts.html
143 https:/sentry.io/welcome/
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BCP3 - Client

BCP3 - Indpopmauuna o moayne Client

O630op

TIONIX Client - cnyxebHbin MOaynb, HEOOXOAUMBLIN AN NPENOCTaBMNEHUs AOCTyna K OYHKLMOHANbHOCTU
moaynen TIONIX.

OcHoBHble dpyHKLMKM knneHTa TIONIX:

- Peanusauusa ClientAPI - REST API, npegocTaBnstowmin 4ONONHUTENbHbIE BOSMOXXHOCTU MO

B3aMMOAENCTBMIO C 06bekTaMm 0b6navHom NNaTgOPMbI:
- JournalAPI - a10 uacTtb ClientAPI, npegocTtasnsowmnn gOCTynN K XypHanam, coaepxatiumn
NHopMauuio 060 BCex onepaunsax Haa obbekTamm obnayHomn NNaTdopPMbl;

- PacwupeHune koHconbHoro knueHTa openstackclient dpyHkumamm mogynen TIONIX;

- BknioueHve apaiisepa tnx_Idap™?, pelwalowmin HekoTopble NPO6aeMbl CO CTaHAAPTHLIM ApaiBepPoM
LDAP B cepsuce Keystone;

- BknioueHune ncnpaeneHus ana cepsuca Cinder, pelatowmnn BONPOC XXMBOW MUTpaLny BUPTyanbHON
MalLMHbI NPY HaNMuMK 6IOUHBLIX YCTPONCTB Ha H6ase npoTokonos iISCSI™® n Fibre Channel™.

OnucaHune doyHKUMN

HOpaneep tnx_ldap

B cocrtaBe Mopmyns copepxutcs BapuaHT identity-gpaneepa ana cepsucoB LDAP, koTtopbin HasbiBaeTcs
tnx_Ildap. O70T pOpavBep OCHOBaH Ha opurnHanbHOM papamneepe ldap cepsuca Keystone u BbinonHser
HECKONbKO AOMOMHUTENbHBLIX PYHKLNIA:

- YctaHaBnuBaeT napaMeTp keystone.identity.backends.ldap.common. WRITABLE = True pna oTKNioYeHns
owmnbKM Npu BbI3OBE MeTOAOB create/update ons 06bLEKTOB, KOTOPbIE XpaHATCS B 6a3e aaHHbIx LDAP.

- [Mpun ayteHTndmkaumm obpabaTteiBaeT oTBETHI CepBepoB LDAP u nieTt npnsHakm ncteueHmsa BpeMeH
XXM3HU TOKeHa (password expired). 9Ta coyHKUNS TpebyeTcs ans BbizoBa PYHKLMM OOHOBNEHUS Napons
CO CTOPOHbI NOfb30BaTENS.

+ MeHseT TMnbl onepaunn B 3aBMCMMOCTK OT Tuna cepsepa LDAP npwu 3anncu HoBoro napons, HanpuMmep,
B cnyuae c Active Directory npu otnpaske nona n 3HayeHus TpebyeTca ykasatb TUN onepaumm replace,
ans octanbHbix TUNoB LDAP-cepBepoB gocTatouHo ykasaTtb add.

BCP3 - YctaHoBka mogynsa Client

HacTtponka okpyxeHus

MNepen caMoM YCTAHOBKOW CepBMCA HYXHO MNpeaBapuTENbHO HACTPOWUTb HEKOTOPblIE  KOMMOHEHTHI
NHAPACTPYKTYPbI.

@ CM. Takxe: Pasgen ¢ npeaBapuTensHON HacTponkon okpyxeHus ang mogynen TIONIX (cm. ctp. 113).

NMoarotoBka 6a3bl gaHHbIX tionix

@ Cwm.takxe: BCP3 * Yctanoska n HacTporka CYB[] MariaDB (cm. ctp. 23)

Bcio nHdbopmaumio o AaHHbIX ANa ayTeHTudomkauum n astopmadaunm no ymonuanuto Tionix Client xpaHuT B 6a3e
naHHbIx MariaDB.

1. Bongute B okpyxeHune 6asbl AaHHbIX:
mysql -u root -p
2. Cospawnte 6a3y gaHHbIX tionix:

create database tionix;

144https:/conf.tionix.ru/pages/viewpage.action?
pageld=324010190#BCP3-/cnonb3oBaHNeCBA3aHHbIXCAOMEHOMCUCTEMXPaHEHUA AaHHbIXNONb30oBaTeNnen-tnx-ldap-desc

145 https:/ru.wikipedia.org/wiki/ISCSI

146 https:/ru.wikipedia.org/wiki/Fibre_Channel
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3. MpepocTaBbTe AOCTYN K 3TON H6a3e aaHHbIx nonb3osatento tionix B CYB/[ (ans localhost n Bcem
ocTanbHbIM agpecam otaenbHo, BMecTo TIONIX_DBPASS ncnonb3ynte cBon naponsb):

grant all privileges on tionix.x to 'tionix'@'localhost' didentified by
'TIONIX_DBPASS';
grant all privileges on tionix.x to 'tionix'@'%' identified by 'TIONIX_DBPASS';

4. Bbingnte ns ceccumn CYb

exit;

YctaHOBKa Mo ayns

1. YcTtaHOBWTE nakeT MOAyNS:

dnf -y dinstall python3-tionix_client

(@ WHdopmauus
MyTn KOHUrypauum mMoayns:
« /etc/tionix — OCHOBHOWM KaTanor KOHdUrypaumm.

- Jetc/tionix/tionix.yaml — oCHOBHOW dhbann KoOHUrypaLumm.

OcHoBHOW cpain KOHGUIypauum MOXET OTCYTCTBOBaTb MOCNE YCTaHOBKW MaKeTOB, B 9TOM
crnyvyae LOCTaTOYHO co3faTb ero.

2. [JobaBbTe crnepyolme napaMeTpbl B OCHOBHON dhann KoHdourypaumm /etc/tionix/tionix.yaml
(onucaHue (cm. ctp. 174)):

# O6wwue napameTpbl TIONIX
CINDER_VERSION: '3.50'
TRACEBACK_ENABLED: False

# MapameTpsbl cepBruca Journal API

LOG_LEVEL: '"INFO'

JOURNAL_API_LISTEN: 'LISTEN_IP'

JOURNAL_API_LISTEN_PORT: 9360

JOURNAL_API_LOGFILE: '/var/log/tionix/journal/api.log'

JOURNAL_LISTENER_LOGFILE: '/var/log/tionix/journal/listener.log'
JOURNAL_NOVA_LISTENER_LOGFILE: '/var/log/tionix/journal/nova-listener.log'
JOURNAL_KEYSTONE_LISTENER_LOGFILE: '/var/log/tionix/journal/keystone-listener.log'

# OO6Lwwme napameTpbl Keystone

KEYSTONE :

auth_url: 'https://controller:5000'
auth_version: '3'

auth_user: 'admin'

auth_password: 'ADMIN_PASS'
auth_tenant: 'admin'
user_domain_name: 'default'
project_domain_name: 'default'
service_user: 'tionix'
service_password: 'TIONIX_PASS'
service_project: 'service'
service_user_domain_name: 'default'
service_project_domain_name: 'default'
compute_service_name: 'compute'
volume_service_name: 'volumev3'
gnocchi_service_name: 'metric'
journal_service_type: 'tnx-journal'
nc_service_type: 'tnx-nc'
monitor_service_type: 'tnx-monitor'
vdi_service_type: 'tnx-vdi'
scheduler_service_type: 'tnx-scheduler'
memcached_servers: 'controller:11211'

# O6LMe napaMeTpbl OCTyna K 6a3am faHHbIXx TIONIX
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DB:

ENGINE: 'mysql+pymysql'
HOST: 'controller'
PORT: '3306'

NAME: 'tionix'

USER: 'tionix'
PASSWORD: 'TIONIX_CLIENT_DBPASS'
MAX_POOL_SIZE: 5
MAX_OVERFLOW: 30
POOL_RECYCLE: 3600
POOL_TIMEOUT: 30

# O6Lme napameTpa goctyna K RabbitMQ
RABBIT_QUEUES:

broker_type: 'amgp'

host: 'controller'

port: '5672'

vhost: 'tionix'

username: 'tionix'

password: 'TIONIX_RABBIT_PASS'
durable: True

NOVA_RABBIT_VHOST: '/'
KEYSTONE_RABBIT_VHOST: '/'

BLOCKED_ROLES: ['vdi-user']

3. [Npu kOHUrypupoBaHum obpatnute 0ocoboe BHNUMaHNE Ha cnegylowmne HaCTPOMKN:

() JNerenpa tabnuubl gocTynHa Ha aTOM cTpanumue™’.

Mapametp 3HaueHune

Ykaxute cnywaemsblii agpec cepsuca Journal APl B 3aBMCMMOCTM OT Tuna
YCTaHOBKM:
- Knaccuueckasa apxutekTypa: agpec nHrepdenca B cetu
ynpasnexunsa (mgmt);
- pedoepeHcHas apxutekTypa: 0.0.0.0.

JOURNAL_API_LISTE
N

Ykaxute nyTv goai/ioB XXypHa/IMpoOBaHUS B 3aBUCMMOCTU OT TuMa yCTaHOBKM:
* Kfnaccunuyeckasa apxutekTypa: nyTn, NpennoXeHHble K
KOHdourypaumm;
« pedepeHcHas apxuTtekTypa: ykaxute /dev/stdout nnu /dev/
stderr Bo Bcex napametpax.

MapameTpsbl
LOGFILE

YkaxuTe flaHHble NoaKNIYeHUs K cepaucy Keystone, B HaCTHOCTU:
« naponb nonb3oBaTtensa admin B cepsuce Keystone BMecTto
ADMIN_PASS;
KEYSTONE - naponb nonb3oBaTtens tionix B cepsuce Keystone Bmecto
TIONIX_PASS;
« OTOAENbHO yKaXunte agpeca cepeepoB memcached B
memcached_servers.

Ykaxxute napameTpbl nogxitodeHnsa k CYB/, MariaDB, B UaCTHOCTU:
DB « naponb Ans nonb3oartens tionix ana 6asbl AaHHbIX tionix BMecTo
TIONIX_CLIENT_DBPASS.

YKkaxxuTe napamMeTpbl NOAK/I0YEHNA K cepBuUcy RabbtMQ, B yacTHoCTH:
« naponb K nonb3oBatento tionix B RabbitMQ BmecTo
RABBIT_QUEUES TIONIX_RABBIT_PASS;
« BKMouyeHne pexunma durable ans coxpaHeHusa COCTOAHUS
ouepenen npu nepesanycke RabbitMQ.

() Bce napametpbl NpeanoxeHHon KoHPUrypaumumu SOCTYMHbI Ha STON CTPaHULE (cu. cTp. 174).

147 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbieo603HaueHuns-table-format-desc
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4. CoapanTte katanoru ans xxypHanuposaHus Journal API:

mkdir -p /var/log/tionix/journal
chown tionix:tionix /var/log/tionix/journal

5. BbinonHute nepBUYHYIO nHnumnanmnsaumio Mmoaynsa:

openstack tnx configure -n tnx_client
6. BbinonHute Murpaunio 6asbl AaHHbIX:

openstack tnx db migrate -n tnx_client

3anyck cepsuca Journal

OfHUM M3 OCHOBHBIX CPYHKLMIA KNUeHTa siBNseTcs peanusauus cepsuca Journal, Kotopble peructpupyert
CcobbITMS Hap obbekTaMu HekoTopbix cnyx6 OpenStack.

1. Cospante cepsuc Journal API B Keystone:

openstack service create --name tnx-journal --description "TIONIX Journal Service"
tnx-journal

2. CoapanTte Toukm Bxofa (endpoint):
a. nyénuuHylo:

openstack endpoint create --region RegionOne tnx-journal public http://
controller:9360

b. BHyTpeHHIoI0:

openstack endpoint create --region RegionOne tnx-journal internal http://
controller:9360

C. agMUHNCTPAaTUBHYIO:

openstack endpoint create --region RegionOne tnx-journal admin http://
controller:9360

3. Bkntouunte n 3anyctnte CepBuUChI Journal, peanugylowne beHKLI,I/IOHa!'IbHOCTb nocTtyna K
3aperncTpnpoBaHHbIM COObLITUAM ANa 06BLEKTOB O6NaUHOM I'IﬂaTCbOprIZ

systemctl start tionix-journal-api

systemctl start tionix-journal-keystone-listener
systemctl start tionix-journal-listener

systemctl start tionix-journal-nova-listener
systemctl enable tionix-journal-api

systemctl enable tionix-journal-keystone-listener
systemctl enable tionix-journal-listener
systemctl enable tionix-journal-nova-listener

MNpoBepka paboTtbl cepBuca

1. MMpoBepbTe cTaTyC CEPBUCOB, HanpuMep, tionix-journal-api:

systemctl status tionix-journal-api

() OrtBer AONXeH 6bITb MPUMEPHO TaKNUM:

e tionix-journal-api.service - TIONIX Journal API service

Loaded: loaded (/usr/lib/systemd/system/tionix-journal-api.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/tionix-journal-api.service.d
L-zzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 20:25:21 UTC; 3min 54s ago
Main PID: 157515 (tnx-journal-api)

Tasks: 1 (limit: 204240)
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Memory: 63.7M
CGroup: /system.slice/tionix-journal-api.service
L-157515 Jusr/libexec/platform-python /usr/bin/tnx-journal-api

2. MpoBepbTe CTATyC Nopra:

ss —tnlp | grep 9360

() Ortser HONXeH 6bITb NPUMEPHO TaKNUM:

LISTEN 0 50 10.236.64.231:9360 0.0.0.0:% users: (("tnx-journal-
api",pid=157515,fd=4))

Mopt ponxeH umetk ctatyc LISTEN u cnywatb agpec cetn ynpasnenus (unu 0.0.0.0).

3. HacTpoiite noanepxky yBeooMmneHuin o cobbiTusx B nogaepxmneaemblx cepaucax OpenStack. (cum. ctp. 118)

BCP3 = HacTtpowka cepsuca Journal

Cepsuc Journal - ato komnoHeHT moagyns TIONIX Client, pernctpupyiowmin 1 BO3BpAaLLaOWNN CobbITUA OT
oencteun Haa obvekTammn B OpenStack. lNogaepxusalorcsa cnegylowme CepBucChI:

- OpenStack Nova - cobbiTusi N0 BUPTYarnbHbIM MaLlMHaM.
« OpenStack Keystone - cobbiTna no ayteHTMdukaumm nonb3oBaTenen.

B aton ctatbe byner onvcaHa HaCTpoMKa yKasaHHbIX CEPBUCOB AN BKOYEHUS 3TON COYHKUMW.

€ cnepyet nytatb cepBuUC Journal B COCTaBe ient n cepsuc Journa B COCTaBe stem ,
H J | Client J |148 Systemd'™?

KOTOPbIN 3aHMMaeTCs COOPOM CUCTEMHBIX XypHanos OC.

OpenStack Nova
[nsa BKNOUEHUA XypHanupoBaHusa cobbiTnini Hag obbekTammn B cepsBuce OpenStack Nova HyXHO BKMIOUUTb
OOMNOMHNTENBHYIO HACTPOWKY 3TOro CepBuca.

1. Bdann /etc/nova/api-paste.ini B ynpasnfowWeM y3ne Hy>XHO 4o6aBnUTb cnegyoLlyo
KOHdoMrypaumio ana BKAOUYEHNA ounbTpaumm cobbiTUn 1 nx oTNpasky B cepauchl Journal:

[filter:tnx_audit]
paste.filter_factory = tionix_client.journal.api_filter:filter_factory

2. B ToM xe cdhanne B ynpasnsiowem y3ne gobasbte ounbTp tnx_audit B CMIMCOK AOCTYMHbIX NP
aBTopusaumm B OpenStack Keystone (auth_strategy = keystones /etc/nova/nova.conf ):

[composite:openstack_compute_api_v21]

use = call:nova.api.auth:pipeline_factory_v21

noauth2 = cors compute_req_id faultwrap sizelimit noauth2 osapi_compute_app_v21
keystone = cors compute_req_id faultwrap sizelimit authtoken keystonecontext

tnx_audit osapi_compute_app_v21

3. B aitne /etc/nova/nova.conf BynpaBnsioweM v BbIUMCIUTENBLHOM Y3nax BKIOUNTE BO3MOXHOCTL
oTnpasku yeenomnennin (notifications)™®® o cobbitusix uepes RabbitMQ:

[oslo_messaging_notifications]
driver = messagingv2

4. Mepe3sanycTute cnyx6sl OpenStack Nova B ynpasnsiowem u BbIYUCANTENBHOM y3nax:

systemctl restart openstack-nova-*

148 https:/www.freedesktop.org/software/systemd/man/systemd-journald.service.html

149 https:/ruwikipedia.org/wiki/Systemd
150 https:/docs.openstack.org/nova/victoria/reference/notifications.html
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OpenStack Keystone

[ns BKknoueHns xypHannpoBaHma cobbITun Hap obbekTamn B cepBruce OpenStack Keystone Hy>XHO BKItoUnTb
LOMOMHUTENbHYIO HACTPOWNKY 3TOrO CepBUca.

151

1. B danne /etc/keystone/keystone.conf ykaxuTe nognepxky yBeLoMNeHU O CObbITUAX™' B

cdopmate CADF™®2;

[DEFAULT]
notification_format = cadf

163

2. Tam Xe BKMOUUTE BO3MOXXHOCTL OTMpaBky yeegomneHn (notifications)™ o cobbitnax uepes RabbitMQ:

[oslo_messaging_notifications]

driver = messagingv2

() B koHdpurypauum OpenStack Keystone ponxeH 6biTb ykasaH agpec cepsepa RabbitMQ,
KOTOPbIN BKMIOYEH B OCHOBHOW dpann koHdourypaumm moaynenm TIONIX. KoHdurypaums
npefocTaBneHa B ctatbe C ycTaHoBKoM cepBuca OpenStack Keystone (cwm. ctp. 36).

3. MepesanycTtute Beb-cepaep, rae sanyweHo WSGI-npunoxeHne cepsuca OpenStack Keystone:

systemctl restart httpd

BCP3 - Hactponka apansepa LDAP

Client copepXuT MoonULNPOBaHHLIN ApanBep (cv. ctp. 114) ana paboTtbl ¢ cepsepamu LDAP. O1a cratba
KpaTKO OMWCbIBAET €r0 HACTPOWKY.

1. B ocHoBHOM dbanne koHdourypauum cepenca OpenStack Keystone, koTopbit Haxoautca no nytn /etc/

keystone/keystone.conf , uaMmeHute ncnonb3yembii opansep:

[identity]
driver = tnx_ldap

2. B kaxpaom dhaine koHdpurypauum ans nomeros Keystone'® kotopble pacnonoxeHs! B katanore /etc/

5

keystone/domains , HEOGXOAUMO BLIKMIOUNTE MYMVHT NOAKMIOUEHNI NP ayTeHTUdbuKaLmn'™® k

cepsepy LDAP:
[ldap]
l‘J;é_auth_pool = False
3. MNepesanyctute cepsuc Beb-cepaepa Apache:

systemctl restart httpd

BCP3 = NodeControl
BCP3 - Indpopmauua o cepsnce NodeControl

O630p

OpenStack cooepXnt oueHb HGOMbLIOE KONMMUECTBO COYHKLIUW, CBA3AHHbLIX C YMNPaBfNeHUEM BbIUNCINTENbHbIX
y3MnOB, OflHAaKO OHW, B OCHOBHOM, CBfi3aHbl C peructpaunen 3TUX Y3MOB Kak rMnepBM3OpOB B ObGMayvHomn

151 https:/docs.openstack.org/keystone/victoria/advanced-topics/event_notifications.html
152 https:/www.dmtf.org/standards/cadf
153 https:/docs.openstack.org/nova/victoria/reference/notifications.html
H https:/conftionix.ru/pages/viewpage.action?
pageld=324010190#BCP3-Mcnonb3oBaHnecBs3aHHbIXCAOMEHOMCUCTEMXPAHEHU AaHHbIXMONb3oBaTenen-ks-domain-specific-drivers
155 https:/docs.oracle.com/javase/jndi/tutorial/ldap/connect/pool.html
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nnatoopMe un 3anycke BupTyanbHbix MawuH B Hux. Cepsuc NodeControl pacwmpser doyHKUMOHaNbHOCTb
yNpaBneHns BbIUNCIINTENBHBIMU Y3NaMu HOBbIMU COYHKLUAMM.

Cnuncok OCHOBHbIX (pyHKUUIN, peanudyemble cepsrucom NodeControl MOXHO pa3genntb Ha ABE YacTu:

1. BbluncnutenbHble yanbl (CBA3aHbl ¢ cepucom OpenStack Nova):

+ paclmpeHne cnmucka MeTafaHHbIX BblUMCNUTENBHOMO y3na nHdopMaumein ob nx ceeaeHumsx
WHBEHTapM3auum 1 fnokaumm (Hanp., PU3nYeckoe NONOXEHNE B CTONKE U CEPUNHbIE HOMEPA
obopynoBaHus);

+ npepocTaBneHne pyHkuumn ynpasneHns obpasamm kopHeson OC ansa 3anycka BblUMCNUTENbHbIX
Yy3NOB C UCMOMNb30BaHNEM CETEBbIX PYHKLUMM, B YaCTHOCTU, npoTokona PXE;

+ ynpaBneHne NuTaHneM BbIYNCINTENBHOTO y3na yepesd npotokonsl IPMI un Intel AMT;

+ aBTOMaTUUeckas aBakyauus BUPTyanbHbIX MALUWH MNPY HanMuum npobneM ¢ coeanHeEHNEM A0
BbIUNCNINTENBHOIO Y3Na;

+ PYHKUMS pe3EepPBHbIX BEIUNCUTENBHLIX Y3/10B, OXMAAIOWMX BKIOUEHUS B paboTy B Npu OTKa3e
aKTVBHOTO BbIUNCNUTENBHOMO Y3na;

+ ynyJlleHne NPOBEPKN HA AOCTYNHOCTb CEPBUCOB Nova-compute B BbIUUCIUTENbHbIX y3nax 1
BMPTYyanbHbIX MalWWH ¢ ncnonb3oBaHnem moaynsa TIONIX Agent;

2. bnouHble ycTponcTea (cBszaHbl ¢ cepsucom OpenStack Cinder):

+ paclWUpPEHHbIN COOP AaHHbIX O BIOYHBIX XPaHUULLAX;

+ peanu3auuns yHuBepcanbHOro 4ocTyna K 6/10YHbIM CUCTEMAM XpaHeHWs 6e3 NCNoNb30BaHUS
OoTOernbHbIX BEHAOPHLIX ApanBepos.

NodeControl nogaepxueaer ocobble yHKUNN:

+ peanus3auuns KOHUENUMM BUPTyanbHbIX 06nauHbIX MHPPACTPYKTYP CO CBOUMMW BbIYUCIINTENbHLIMU y3NnaMu
N CETEBOW N3ONALMEN, KOTOPbIE 3anyCKaloTCs B LEHTPanbHOM obnavyHomn nnatgopmMe, pacnonoXeHHas B
dburanueckon nHppacTpykType.

- noanepXKa BHELHMX CUCTEM BOCCTAHOBMNEHWA NHPPACTPYKTYPbl MOCNE KatacTpouuecKkon cntyaumm
unu, kpatko, DRS™,

Bonee nogpobHO 060 BCex aTux doyHkumax bynet pacckasaHo B "YnpasneHun cepsucom NodeControl". StoTt
pasgen 6ynet coaepxaTtb YCTaHOBKY U MEPBUYHbLIN 3amnyCK cepBuca.

CocrtaB komnoHeHTOB cepBuca NodeControl
Cepsuc NodeControl cocTont 13 HECKONbKMX KOMMNOHEHTOB, paboTalowme kak cnyx6bbl B systemd:

- tionix-node-control-api - 310 ceteBon cepauc peanusyet u gaét goctyn k NodeControl API;

- tionix-node-control-node-syncer - otBeuaet 3a 0OHOBNEHNE COCTOAHUSA BblUMCANTENBHbIX Y3MOB
uepes3 MexaHn3mbl Nova;

- tionix-node-control-node-tracker - otcnexunsaet 3anauu (tasks), nepenasaemMble BbIUNCAUTENBHbBIM
y3nam cepsucom Nova uepes RabbitMQ;

- tionix-node-control-worker - ncnonHser 3agaum camoro cepsuca NodeControl;

- tionix-node-control-agent - 310T cepBuUC B3auMoaenCcTByeT C areHToM Tionix;

- tionix-node-control-drs-trigger - cneaut 3a cobbiTnsaMu Cc BHewHen cuctembl DRS;

- tionix-node-control-nova-listener - cneant 3a cobbITUAMN BUPTYanbHbIX MALLIUH YEPE3 MEXAHU3MbI
Nova;

- tionix-node-control-storage-syncer - oTseuaeT 3a O6HOBNEHNE COCTOAHNA AUCKOB N CUCTEM
XpaHeHus vepesd MexaHuambl Cinder.

BCP3 - YctaHoBka cepsuca NodeControl

HacTtpoiika okpy>xeHus

MNepen caMoOM YCTaAHOBKOW CepBMCA HYXHO MNpeaBapuUTENbHO HACTPOWUTb HEKOTOPblIE  KOMMOHEHTHI
NHAPaCTPYKTYpPBbI.

@® Cwm.T1akxe: Pasnen ¢ npeasaputensHon HacTponkon okpyxxerus ans mogynen TIONIX (cm. ctp. 113).

MoporotoBka 6a3bl gaHHbIX tionix_node_control

@ CM. Takxe: BCP3 - YctaHoBka 1 HacTpoika CYB/[ MariaDB (cm. ctp. 23)

Bcio nHcbopmaumio o gaHHbIX AN ayTeHTudpukauum n astopmsaumm no ymonvaHuio Tionix NodeControl xpaHut
B 6a3e pnaHHbIx MariaDB.

1. Bonaute B okpy>xxeHue 6asbl JaHHBbIX:

156 https:/en.wikipedia.org/wiki/Disaster_recovery
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mysql -u root -p
2. CospanTte 6a3y gaHHbIX tionix:
create database tionix_node_control;

3. lMpenocTaBbTe AOCTYN K 3TON 6a3e AaHHbIX nonb3osatento tionix B CYB[ (ans localhost n Bcem
ocTanbHbIM agpecam otaensHo, BMecto TIONIX_DBPASS ncnonb3yinTte cBon napons):

grant all privileges on tionix_node_control.* to 'tionix'@'localhost' +identified
by 'TIONIX_DBPASS';

grant all privileges on tionix_node_control.* to 'tionix'@'%' identified by
'TIONIX_DBPASS';

4. Beingnte ns ceccun CYb/

exit;

YcTtaHoBKa mMoayns

I'Ipouecc YCTaHOBKU

1. YctaHoBuTe nakeT MoAyns u naket net-tools:

dnf -y dinstall python3-tionix_node_control net-tools

(@ CraHpapTHbie NyT1 A0 pannos KoHUrypaumu:
- J/etc/tionix — OCHOBHOW KaTanor KoHdUrypawlumm.

. Jetc/tionix/tionix.yaml — obwwun cbann koHdurypaumm TIONIX.

- /Jetc/tionix/node_control.yaml - ocHOBHOWM dbann KOHUrypaumm cepsurca

NodeControl.
OcHoBHOM pann koHdurypaumm cepsuca NodeControl MOXeT OTCyTCTBOBaTb Nocne
YyCTaHOBKMW NakeTa, B 3TOM Cllyyae 4OCTaTouHO cosfaatb dhann.

2. [obaBbTe aTy KOHMUrypaumio B ocHoBHON dhann koHdurypaumm cepsuca NodeControl (onucaHue (cw.
cTp. 123)):

# O6Lwwme napameTpbl cepuca NodeControl
NODE_CONTROL_API_LISTEN: 'LISTEN_IP'
NODE_CONTROL_API_LISTEN_PORT: 9362
NODE_CONTROL_API_AUDIT_ENABLED: True
ENABLE_CEPH_INTEGRATION: False

PXE:
conf_dir: '/var/lib/tftpboot/pxelinux.cfg/'

SETTINGS_TRACKER:
mutex: 3
mutex_up: 1
loop_time: 30

DHCP_LEASES_FILEPATHS:
- '/var/lib/dhcp/dhcpd/state/dhcpd. leases'
- '/var/lib/dhcp/dhcpd.leases'

# TMapameTpbl XypHanMpoBaHus

NODE_CONTROL_API_LOGFILE: '/var/log/tionix/node-control/api.log'
NODE_CONTROL_NODE_SYNCER_LOGFILE: '/var/log/tionix/node-control/node-syncer.log'
NODE_CONTROL_NODE_TRACKER_LOGFILE: '/var/log/tionix/node-control/node-tracker.log'
NODE_CONTROL_WORKER_LOGFILE: '/var/log/tionix/node-control/worker.log'
NODE_CONTROL_NOVA_LISTENER_LOGFILE: '/var/log/tionix/node-control/nova-
listener.log'

# MapameTpbl 6a3bl AaHHbIX
DB:
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NAME: 'tionix_node_control'
DB_CONNECTION_MAX_RETRIES: 2

# MapameTpbl nnaHupoBwmka NodeControl
SYNC_NOVA_NODES_TIME: 60
RETRIES_WAIT_FOR_VM_STATUS: 60
RETRIES_WAIT_FOR_NODE_STATE: 240
TIMEOUT_RESERV_NODE_UP: 15
MAX_TICK_COUNT: 10

SLEEP_TIME: 30

MAX_DOWN_HOSTS: 1
ALLOW_HOST_AUTO_POWER_OFF: False
HOST_RESTART_TIMEOUT: 600
HOST_ATTACH_RETRY_DELAY: 120
HOST_ATTACH_MAX_RETRIES: 10
HOST_ATTACH_NETWORK_TAG: ""
ALLOW_EVACUATE_HOST: True

# MapameTpbl 4718 BUPTYyasIbHbIX KOHTPO/IiepoB OpenStack
KEY_PATH: '/etc/tionix/hybrid/tionix.crt'
CONTROLLER_AUTH_PATH: '/etc/tionix/hybrid/admin-openrc'
CONTROLLER_USERNAME: 'tionix'

ENABLE_NETWORK_ISOLATION: False
NETWORK_ISOLATION_API_HOST: ""
NETWORK_ISOLATION_API_PORT: 5549

# lMapameTpbl cepBuca Sentry

SENTRY:

ENABLED: False

LOG_LEVEL: INFO

DSN: http://PUBLIC_KEY:SECRET_KEYE@SENTRY_ADDR/PROJECT_ID

(@ MNoapobHoe onucaHue KoHdpUrypauum pAns ST0ro  cepsuca NPefoCTaBleHo B 3TOM
nogpasgene (cw. ctp. 123). MNapametpbl noaknioveHnsa Kk CYBM n RabbitMQ n npoune napametpsl
NodeControl nonyuaet ¢ obuwero cdanna koHdourypaumm TIONIX.

3. BeinonHuTe nepsuYHylo nHMumManusauunio moayns (smecte ¢ moagynem TIONIX Client):
openstack tnx configure -n tnx_node_control tnx_client

4. BbinonHute Murpaumio 6a3bl AaHHbIX:

openstack tnx db migrate -n tnx_node_control

CospaHue cepsuca NodeControl

1. Cospante cepsuc tnx-nc B OpenStack Keystone:

openstack service create --name tnx-nc --description "TIONIX Node Control Service"
tnx-nc

2. CosapanTte Toukm Bxoga (endpoint):
a. nybnuunyto:

openstack endpoint create --region RegionOne tnx-nc public http://
controller:9362

b. BHyTpeHHIo0:

openstack endpoint create --region RegionOne tnx-nc internal http://
controller:9362

C. aAMUHNCTPAaTUBHYIO:

openstack endpoint create --region RegionOne tnx-nc admin http://
controller:9362
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duHannsaums YCTaHOBKU

1. Bknounte n 3anycTute Crnyxobl, peannayowme yHKLMOHaN5EHOCTL AOCTYNa K 3aperncCTPUpPOBaHHbIM

CObbITNAM Anga 06bLEKTOB 06NayHoOM NnaTdOpPMBbI:

systemctl start tionix-node-control-api

systemctl start tionix-node-control-node-syncer
systemctl start tionix-node-control-node-tracker
systemctl start tionix-node-control-worker
systemctl start tionix-node-control-agent
systemctl start tionix-node-control-drs-trigger
systemctl start tionix-node-control-nova-listener
systemctl start tionix-node-control-storage-syncer
systemctl enable tionix-node-control-api

systemctl enable tionix-node-control-node-syncer
systemctl enable tionix-node-control-node-tracker
systemctl enable tionix-node-control-worker
systemctl enable tionix-node-control-agent
systemctl enable tionix-node-control-drs-trigger
systemctl enable tionix-node-control-nova-listener
systemctl enable tionix-node-control-storage-syncer

2. Nepesanyctute Bce cnyx6el TIONIX ana peructpaunn cepsruca NodeControl:

systemctl restart tionix—-x*

MpoBepka paboTbl cepBuca

1. MpoBepbTe cTaTyC CEPBMCOB, HanpuMep, tionix-node-control-api:

systemctl status tionix-node-control-api.service

(i) B oTBeT Bbl LOMKHBI NOMYUMTL NPUMEPHO Criedyiolee:

e tionix-node-control-api.service - TIONIX NodeControl API service
Loaded: loaded (/usr/lib/systemd/system/tionix-node-control-api.service;

enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/tionix-node-control-api.service.d

L_zzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 21:13:33 UTC; 2min 44s ago

Main PID: 171547 (/usr/libexec/pl)
Tasks: 1 (limit: 204240)
Memory: 83.5M

CGroup: /system.slice/tionix-node-control-api.service

L_171547 Jusr/libexec/platform-python /usr/bin/tnx-node-control-api

2. MpoBepbTe cTatyc nopTa cepauca:

ss —tnlp | grep 9362

() OrtBeT NOMXeH BbIMMSAETb NPUMEPHO TakK:

LISTEN O 50 10.236.64.231:9362 0.0.0.0:% users: (("/usr/libexec/

pl",pid=171547,fd=5))

MopTt pormxeH ObITb B ctaTyce LISTEN n ponxeH npocnywmBatbCs agpec CeTu ynpasreHus

(mgmt).

BCP3 = Onucanue canna koHdpurypaummn cepsmuca NodeControl

B onucanmm npouecca no ycrtaHoBke cepsuca NodeControl (cm. ctp. 120)

npepnoXxeHa cTaHhapTHas

KOHdoMrypaumsa ansa HacTpomnku. 370 CTpaHmua CoaepXnT nogpobHoe onncaHne aTon KoHdurypaumm.

MNpwn n3MeHeHnmn KoHdurypaumm HeobxoammMo nepesanycTntb BCe KOMNOHeHTbl cepauca NodeControl:
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systemctl restart tionix-node-control-x*

Tabnnua koHUrypaumnm

() JNereHpa tabnuubl gocTynHa Ha aTOM cTpannue™’.

(@ HewmHoro o dopmate yaml

®daitn dpopmata yaml™® kputnuen k orctynam Tekcta™® npu onucanum napamertpos. CTpenkoil B

MMEHUN NapameTpa ykadaH OTCTyn B 4 npo6ena OT Hauvalna CTPOKK, a MexXay CTpesikaMn yKa3aHa CBA3b
MexXxay poaonTenbCKMM N KOHEUYHbIM NapaMeTpoMm.

MMsa napameTpa OnucaHue MpuMeyaHus

MapameTpbl NOAKNHYEHUA K

DB
6a3e AaHHbIX.

OcTasibHble NapameTpbl NOAKMOHYEHUS K
6ase [aHHbIX OGepyTcAd C OCHOBHOMO
thaiina koHdurypaumm TIONIX.

VIMsi 6asbl AaHHbIX cepsuca

DB -~ NAME NodeControl.

MapameTpel ynpasneHus

PXE
ceTeBbIM cepBUcoM PXE0,

MyTb oo chaiinoB Agpa Linux
ona  sanycka OC  yepes

PXE — conf_dir NPOTOKO/N PXE M [OCTYNHblE
yepes npotokonbl TFTP wunu
HTTP.

MapameTpebl, onpegensiowme
SETTINGS_TRACKER napameTpbl  OTCNeXnBaHUA
COCTOSHMA rnnepsunsopa.

Konnuyectso MonbITOK
onpepeneHus cTaTtyca

SETTINGS_TRACKER — mutex runepBsu3opa npu nepexoge B
ctaryc down nepeg, 3aryCckom
obpaboTumka.

KonnyectBo MOMbITOK, npu

SETTINGS_TRACKER - KOTOpOM BO3BpaLlaeTcs
mutex_up cratyc up, nepen 3amnyCckom

obpaboTumka.
SETTINGS_TRACKER - VHTepBan BpemeHu mexay
loop_time npoBepKamu.

157 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbieob603HaueHuns-table-format-desc
158 https:/yaml.org/

159 https:/yaml.org/spec/1.2.2/#61-indentation-spaces

160 https:/en.wikipedia.org/wiki/Preboot_Execution_Environment
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Nma napameTpa

DHCP_LEASES_FILEPATHS

SYNC_NOVA_NODES_TIME

DB_CONNECTION_MAX_RETRIES

TIMEOUT_RESERV_NODE_UP

MAX_TICK_COUNT

SLEEP_TIME

HOST_RESTART_TIMEOUT

MAX_DOWN_HOSTS

ALLOW_HOST_AUTO_POWER_OF
F

HOST_RESTART_TIMEOUT
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OnucaHue

Cnucok  paiinoB  .leases
DHCP-cepBepa, copepxalime
JaHHble O BblaeneHHbIX |P-

ajpecax W BpemMeHn ux
apeHgpl.
WHTepBan 0GHOBNEHNS
craryca BbIUMCNTENBbHbIX
y3/10B
MakcumMasibHOE  KO/IMYEeCTBO

MOMbITOK coefuHeHus K 6ase
[laHHBIX.

Bpemsi  oxupaHus,  npu
KOTOPOM  PE3epBHbIA  y3en
[LO/DKEH NOJyUnTb CTaTyC Up.

MakcumasibHoe  KO/InM4ecTBO
MOMbITOK MNPOBEPUTHL CTaTyC
BbIYNC/INTENBHOIO y3na
nocse BbIK/TIOYEHUS NUTaHUS

rmnepseusopa 7
nocnegywouwei
aBTosBakyauum  y3na B
nnarcopme.

VHTepBan Mexay
npoBepkamu cTaryca

BbIYUC/INTE/TIbHOTO y3na
noc/sie BbIK/TIOYEHNA NUTAHNA.

Bpemsi  oxupaHusi,  npu
KOTOPOM  BbIUMC/TUTENbHbIIA
y3en [O/MKEH
nepesanycTuTbCS.

MakcumasnibHoe KOo/nn4yecTBO
BbIYNCNUTENBHbIX Y3/10B,
KOTOpble MOTYT UMETb CTaTyC
down.

Pa3pelueHune Ha
aBTOMaTn4yecknii nepesanyck
BbIYNC/IUTENBHOIO y3na
nocne nosly4yeHus UM
craryca down.

Bpems oxXungaHus Ha
nepesanyck

BbIYNC/INTESILHOIO Yy3/1a.

MpumeuaHus

BHyTpy napameTrpa Ao/mkKeH ObiTb
CNMCOK C OTCTynoM B 4 npobnema,
cdhopmar KOTOPOro NpuHAT B dhopmare
yaml, Hanpumep:

- '"/var/lib/dhcp/dhcpd/state/
dhcpd. leases'
- '/var/lib/dhcp/
dhcpd. leases'

YKa3blBaeTcs B CEKyHOAX.

3T0T mapameTp 6yAeT MCNosb30BaTbCA
TOMbKO AN 6a3bl AAHHBIX, YKa3aHHbIX B
napametpe DB 370 KOHmrypauun.

YKa3blBaeTcs B CeKyHOax.

YKa3blBaeTcs B CEKyHOaxX.

Ecnm napameTp Obl1 NPEBBLILWEH, TO
BbIKNOYAETCS (PYHKLMSA aBTO3BaKyaLyn.

YKka3blBaeTcs B CEKyHOaAX.
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Nma napameTpa OnucaHue MpumeuaHus

|/|HTepBaJ'I MexXxay nonbITKamMmun

[ob6aBneHus

HOST_ATTACH_RETRY_DELAY BbIUMC/INTENIBHOIO  y3/1a K YKasbIlBaeTCs B CEKyHAAX.
BMPTYya/IbHOMY KOHTPO/I/IEpy
OpenStack.

MakcumansHoe KO/MYecTBo
NonbITOK fob6asneHns

HOST_ATTACH_MAX_RETRIES BbIUNC/INTENBHOIO  y31a K
BUPTYaUIbHOMY KOHTpO/iepy
OpenStack.

Tar ana cunstpauun cetei
npu BblGOpE CeTeBoro
uHTepdoelica BUPTYyasIbHOTO
KOHTposnepa.

HOST_ATTACH_NETWORK_TAG

Myt OO0 dhalina c KIYOM,

HeobXxoouMbIA oNsa Bxog4a B Mcnonb3yerca  Ons  BXoga — Yepes
BUPTYasibHblIl KOHTpO//iep  MNPOTOKOJ1 SSH.

OpenStack.

KEY_PATH

MyTb o hainna c
napamMeTpamy  OKPYXEHWs,
cogepxatime [JaHHble
ayTeHTMdmKaLmm ans
BMPTYa/IbHOrO  KOHTpOsiiepa
OpenStack.

CONTROLLER_AUTH_PATH

Nmsa nosib30oBarens,

Heobxogvmoe ans Bxoja B Mcnonb3yercs AN Bxoga  vepes
OKpY>XeHune BUPTYa/sIbHOrO  MPOTOKO/N SSH.

KOHTposnepa OpenStack.

CONTROLLER_USERNAME

MapameTpebl niornposaHus
CcobbITWIA, npoucxogsiive B
cepsuce, C KCMNO/b30BaHNEM
cepsuca Sentry.

B ocHoBHOM, Heobxogmmo Ans coéopa
AAHHbIX MOHMTOPWHIa N COOOLLIEHNI 06
ownbKax B yAasIEHHbIN cepBuc Sentry.

SENTRY

BkritoueHune oTnpaBku
JaHHbIX  MOHUTOPWHIa U
coobuleHnin 06  owmbKax
yOoaneHHoMy cepBepy Sentry.

SENTRY — ENABLED

YpoBeHb NIOTMpPOBaHNs

SENTRY - LOG_LEVEL o
CO6bITWIA AN15A OTNPABKN.

DSN odhopmnsieTca no  cregytouleli

Ha3zBaHue nctounmka CXEME:
ST = B [@HHbIX U(DSN‘E“),
3aperncTpMpPOBaHHbIi B http(s)://
yOaneHHoM cepsepe Sentry. public_key:secret_key@domain/
project_did

161 https:/docs.sentry.io/product/sentry-basics/dsn-explainer/
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Nma napameTpa

ENABLE_CEPH_INTEGRATION

ENABLE_NETWORK_ISOLATION

NETWORK_ISOLATION_API_HOS
T

NETWORK_ISOLATION_API_PORT

RETRIES_WAIT_FOR_VM_STATUS

RETRIES_WAIT_FOR_NODE_STAT
E

ALLOW_EVACUATE_HOST

NODE_CONTROL_API_LISTEN

NODE_CONTROL_API_LISTEN_PO
RT

NODE_CONTROL_API_AUDIT_EN
ABLED
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OnucaHue
BkntoueHus dOyHKLMN
Bbl1€/TEHHbIX \Yale): c

He3aBNCMbIMW  AUCKOBbIMM
ycTpoiicTBamMn B cuUcTeEME
XpaHeHus Ceph.

BkntoueHne nsonsumm ceTed,
npegHasHa4yeHHble ans
BMPTYya/IbHbIX KOHTPOJEPOB
OpenStack.

Aapec API cepsuca,
peanunsytoLLmnii n3onaumio
ceTu.
MopT API cepsuca,
peanunsytoLLmnii n3onaumio
ceTu.

MakcuMasibHoe  KOMMYecTBO
MOMbITOK OMpoca COCTOSHYS
runepeusopa.

MakcumasibHoe  KOJIN4ecTBO
MONbITOK OMpoca COCTOSIHUS
BUPTYa/1bHOIN MaLUVHbI.

Pa3pelueHne Ha 3Bakyauuio
BUPTY&/IbHbIX  MaWWH U3
HeJOoCTyNHOro
BbIYNC/IUTENBHOIO y3na.

AZpec npocnywmBaHua ans
API cepsuca NodeControl.

MopT npocnywuBaHna Ans
API cepsuca NodeControl.

BkntoueHune

XypHaummpoBaHus BCEX
3anpocos, KoTopble
BbIMOSHAOTCA aonsa

NodeControl API.

MpumeuaHus

3Ta QYHKUMS co3daBasia OTAe/bHble
N30/IMPOBaHHbIE TPYNMbl ANCKOB. BblNo
npegHasHaYeHo A8 M30MSUMM OaHHbIX
pennMkKauum mMmexay nysiamu.

Mo ymonYaHul WCMOb3yeTcsl afpec
0.0.0.0. PekoMeHAayeTcsi WMCMOMb30BaHue
TOMbKO afpeca CeTU yrnpas/eHNS.
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Nma napameTpa

NODE_CONTROL_API_LOGFILE

NODE_CONTROL_NODE_SYNCER

_LOGFILE

NODE_CONTROL_NODE_TRACKE

R_LOGFILE
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OnucaHue

MyTs po caiina >xypHasioB
ana 3anpocosB kK NodeControl
API. Vicnonb3yeTcs cepBucoMm
tionix-node-control-api.

Myt Ao cpaitna xypHanos
cepBuca Mo CUHXPOHMU3aLUN

AaHHbIX COCTOAHNA
BbIYUNC/INTEJIbHbIX Y3Nn0B.
Vcnonb3syetca cepsmucom

tionix-node-control-node-
syncer.

MyTb A0 dhaiina >XypHasoB
cepBuca No OTCMEeXUBaHUIO
3agay As1a BblUMC/IUTENbHbIX
Y3/10B. Vcnonbayetcs
cepBuUcoM tionix-node-
control-node-tracker.

MpumeuaHus

Heobxogumo BbibpaTb OA4UH U3 ABYX
yKa3aHHbIX NapameTpoB:

- /dev/stdout, ecnu yctaHoBKa
npou3BoANTCSA B pamKkax
pecbepeHCHO apXUTEKTYPbI, B 3TOM
cnyuyae XypHarnbl 6yayT
nepeHanpasneHbl B BUPTyanbHOe
ycTpowncTteo /dev/stdout. 310
NO3BOMUT MNOMYYNTb XYpPHarnbI
CUCTEMOW yrpaBneHns
KOHTENHEpPaMU;

+ nyTb po canna, ecnu
NPOW3BOANTCA ObbIYHAS YCTaHOBKA,
B 9TOM Cnyuyae XypHansl oyayT
COXpaHeHb| B yKa3aHHOM Mo MyTu
hanne.

HatvBHas nogaepxka cepsuca Journald
Ha JaHHbI/i MOMEHT OTCYTCTBYET.

Heobxogumo BblbpaTb OAUH U3 ABYX
yKasaHHbIX napameTpos:

- /dev/stdout, ecnu yctaHoBKa
rpou3BOANTCSA B pamKax
pecbepeHCHO apXUTEKTYPbI, B 3TOM
cnyuyae XypHarnbl 6yayT
nepeHanpasneHbl B BUPTyarnbHOe
ycTpowncTteo /dev/stdout. 310
NO3BOMUT MNOMYYNTb XYypPHarbl
CUCTEMON yrnpasneHus
KOHTEeNHepamu;

+ nyTb po canna, ecnm
NPOW3BOANTCA ObbIUHAS YCTaHOBKA,
B 9TOM Cnyuyae XypHansl oyayT
COXpPaHeHb| B yKa3aHHOM MO MyTu
hanne.

HaTtuBHas nogaepxka cepsuca Journald
Ha JaHHbIi MOMEHT OTCYTCTBYET.

HeobxoayMo BbibpaTb OAWH U3 ABYX
yKa3aHHbIX napameTpoB:

- /dev/stdout, ecnu yctaHoBka
pon3BOANTCS B pamKax
pegbepeHCHOV apXUTEKTYPbI, B STOM
cnyvae XypHanb! 6yayTt
nepeHanpasneHbl B BUPTyanbHOe
ycTtponcteo /dev/stdout. 91o
MO3BOMUT MNOMYYNTb XYPHasbl
CUCTEMOW yrpaBneHns
KOHTeNHepamu;

- nyTb go canna, ecnu
NPOWU3BOAUTCA OObIYHAS YCTAHOBKA,
B STOM Cnyyae XypHansl 6yoyT
COXpaHeHbl B yKa3aHHOM Mo nyTu
danne.

HartvusBHaa nogaepxka cepsuca Journald
Ha AaHHbI/i MOMEHT OTCYTCTBYET.
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Nma napameTpa

NODE_CONTROL_WORKER_LOGF
ILE

NODE_CONTROL_NOVA_LISTENE
R_LOGFILE
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OnucaHue

Myt fo paitna xypHanos
cepsuca, BbIMOJ/THAEMblE
OCHOBHble 3ajayn cepsuca
NodeControl. Wcnonb3yetca
cepBuUCOM tionix-node-
control-worker.

Myt Ao cpaitna xypHanos
cepsuca, OTC/MexuBawLme
3afaun Hag BMPTYaslbHbIMM
MalwimHamu.  Vicnonb3yetca
cepBuUCOM tionix-node-
control-nova-listener.

[lononHuTenbHble NapamMeTpbl

ST napaMmeTpbl He BKJOUEHbl B MpeanaraeMmyio KoHdourypaumio,

nobaBuThb.

MUma napameTpa

LOG_LEVEL

ENABLE_AGENT

YposeHb
XypHauioB. o ymonyaHuio: INFO.

BkntoueHne
BbIUNCNUTENBHBIM  Y3/10M,

OnucaHue

Jetanvsaumm - ans

OYHKL M

MpumeuaHus

Heobxogumo BbibpaTb OA4UH U3 ABYX
yKa3aHHbIX NapameTpoB:

- /dev/stdout, ecnu yctaHoBKa
npou3BoANTCSA B pamKkax
pecbepeHCHO apXUTEKTYPbI, B 3TOM
cnyuyae XypHarnbl 6yayT
nepeHanpasneHbl B BUPTyanbHOe
ycTpowncTteo /dev/stdout. 310
NO3BOMUT MNOMYYNTb XYpPHarnbI
CUCTEMOW yrpaBneHns
KOHTENHEpPaMU;

+ nyTb po canna, ecnu
NPOW3BOANTCA ObbIYHAS YCTaHOBKA,
B 9TOM Cnyuyae XypHansl oyayT
COXpaHeHb| B yKa3aHHOM Mo MyTu
hanne.

HatvBHas nogaepxka cepsuca Journald
Ha JaHHbI/i MOMEHT OTCYTCTBYET.

Heobxogumo BblbpaTb OAUH U3 ABYX
yKasaHHbIX napameTpos:

- /dev/stdout, ecnu yctaHoBKa
rpou3BOANTCSA B pamKax
pecbepeHCHO apXUTEKTYPbI, B 3TOM
cnyuyae XypHarnbl 6yayT
nepeHanpasneHbl B BUPTyarnbHOe
ycTpowncTteo /dev/stdout. 310
NO3BOMUT MNOMYYNTb XYypPHarbl
CUCTEMON yrnpasneHus
KOHTEeNHepamu;

+ nyTb po canna, ecnm
NPOW3BOANTCA ObbIUHAS YCTaHOBKA,
B 9TOM Cnyuyae XypHansl oyayT
COXpPaHeHb| B yKa3aHHOM MO MyTu
hanne.

HaTtuBHas nogaepxka cepsuca Journald
Ha JaHHbIi MOMEHT OTCYTCTBYET.

OofdHakKo npu HEOBXOANMOCTN MX MOXHO

MpumeuaHuns

BCex Tunos

ynpasneHus

npenocrtabsndemMble

mopynem Tionix Agent. Mo ymonyaHuto: False.

YkazaHune

RABBIT_QUEUES

BUPTya/IbHOTO XOCTa B
cepsuce RabbitMQ. Mo ymonuaHuio: "vhost:
tionix".
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Nma napameTpa OnucaHue MpumeuaHns

MyTb o dhaiina XypHanoB, PErncTpypyroLLmii
B3anmogeiicteue NodeControl ¢ areHTom TIONIX:

NODE_CONTROL_AGENT_LOGF L.
ILE + MCMNOMb3yeTcsi CepBMCOM tionix-node-

control-agent
- 3aBumcut ot ENABLE_AGENT

MyTb A0 dhaiina XypHanoB, pPerucTpupyoLuii
cpabaTtbiBaHue TPUITEPOM CUCTEME

BOCCTaHOBJ/IEHMA  nocne KaTaCTpOQDMHECKOVI
NODE_CONTROL_DRS_TRIGGE ¢yrryain (DRS™?):

R_LOGFILE o
- Ucnonb3yeTcs cepemcom tionix-node-

control-drs-trigger;
- 3asucut ot: DRS.

MapameTpbl  MOAKMIOYEHUS K CUCTEME
DRS BOCCTAHOB/IEHNA MOC/ME  KaTacTpothuyeckoi
cuTyauum (DRS3).

ALpec  cuCTeMbl  BOCCTAaHOB/IEHUSI  MOC/e
DRS — DRS_HOSTNAME KaracTpodpmueckoii cutyaumm (DRS'™4):

- 3aBucut ot: DRS.

MopTt CUCTEMDI BOCCTaHOBJ/1EHUA nocne

katacTpoduueckoii cutyauum (DRS'6®):
DRS — DRS_PORT
+ no ymonuaxuio: 80;

- 3aBucut ot: DRS.

IMsi nonb3oBartensi K CUCTEME BOCCTAHOBNEHNS
DRS — DRS_USER rnocne karactpodpuieckoit cutyauuu (DRS'°):

- 3aBucut ot: DRS.

Maponb Ans  nonb3osatens B cUCTeMe
BOCCTAHOB/IEHUSt  MOC/MIe  KaTacTpogMUecKol
DRS — DRS_PASSWORD cuTyaLm (DRS'®7):

- 3aBucuT ot: DRS.

WHTepBan mexay 3anpocamn Ha nosyyeHue

STORAGE_SYNC_INTERVAL [aHHbIX O anckax B cepsuce Cinder. Mo > Ka3bIBAETCA B
CcekyHaax.
yMo/14aHuio: 60.
Yka3biBaet OBeHb MpuopuTeTa Yy3n0B npu Beibupaetcs Henoe
RECOVERY_PRIORITY yp prop y P ync/o B Anana3oHe oT 1
aBTO3BaKyaUun BUPTYaslbHbIX MaLLVH. 10 10

BpeMFl OXnaaHua  aBTO3Bakyauunm  Mexay
pa3/InYHbIMN rpynnamm npunopuTes3aynn
aBTO3BaKyauun.

PRIORITIZED_EVACUATION_TI
MEOUT

162 https:/en.wikipedia.org/wiki/Disaster_recovery
163 https:/en.wikipedia.org/wiki/Disaster_recovery
164 https:/en.wikipedia.org/wiki/Disaster_recovery
165 https:./en.wikipedia.org/wiki/Disaster_recovery
166 https:/en.wikipedia.org/wiki/Disaster_recovery
167 https:/en.wikipedia.org/wiki/Disaster_recovery

BCP3 * YctaHoBka n HacTpownka mogynen TIONIX - 130


https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Disaster_recovery
https://en.wikipedia.org/wiki/Disaster_recovery

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

Nma napameTpa OnucaHue MpumeuaHns

Ons  3TOo  npoBepku
ucnonblyerca  obuiee
MapameTpbl ANs  AOMNOMHUTENBHOW NPOBEPKU XpaRMAnLLE, Kyaa
EXTRA_AVAILABILITY_CHECK P pbl A A P P 3anucbiBalTCcAa AaHHble
LOCTYMHOCTU BbIYNC/INTENbHbBIX Y3/10B.
NpoBEpPKK no
LOCTYMNHOCTU
BbIYNC/INTE/TLHOTO Yy3/1a.

Bk/itoueHVe JONOMHUTENBHO NMPOBEPKM:

EXTRA_AVAILABILITY_CHECK - no ymonuatuio: False;
- CHECK_ENABLED « 3aBUCUT OT:

EXTRA_AVAILABILITY_CHECK.

WHTepBan Mexay nonbiTKamy fgocTyna K
Qoaiiny,  coaepxallumii nHopmaumto o

- DELAY ceKkyHaax.
+ N0 ymonuaHwuo: 60;

- 3aBucut ot: CHECK_ENABLED.

KonnuecTBo nonbiTok goctyna K  doaiiny,

cofiepXalluii  MHPOPMALMIO O  COCTOSIHWM
EXTRA_AVAILABILITY_CHECK gy 1q/cinTenbHbIX Y3/10B:

- ATTEMPTS
+ MO YMOMYaHuto: 2;
- 3aBucut ot: CHECK_ENABLED.
KonnuectBo BMPTyasibHbIX MaLlVH (MHCTaHCOB),
KoTopble  OOJ/KHbI 6bITb aKTVBHbI B
EXTRA_AVAILABILITY_CHECK BbIYUCIUTENBHOM Y3ne: YkasbiBaeTcs B
— INSTANCE_RATE npoueHTax ot 0 A0 100.
-+ no ymonuanuo: 100;
- 3aBucut ot: CHECK_ENABLED.
Otnagka

[ns MakcumanbHOro noApoBHOro XXypHanUMpPoBaHWs OWMGOK MPU BbINOMHEHWU pPaboThl CEpBUCA MOXHHO
BK/MIOUNTb NOALEPXKKY TPACCUPOBOK:

Nma napameTpa OnucaHue MpumeuaHus

BkiloueHne Tpaccupky owmnbok B dhalinax XypHaos.

TRACEBACK_ENABLED
Mo ymonyaHwuio: False.

BCP3 = HacTtponka xpaHunuwa ctatycos y3nos NodeControl

BeepneHune

NodeControl npu wucnonb3oBaHUM COYHKLUN aBTO3BaKyaLUU MOXET BOCMOMb30BATbLCA [OMOMHUTENbHbLIM
MEXaHNM3MOM MPOBEPKN Y3M0B, @ He TOMNbKO MonaratbCsa Ha MHAopMaUMIO, KOTOPYIO NpeaocTaBnser CepBuc
Nova. ns storo B NodeControl MoxHO HacTpouTb xpaHunuile ctatycos NodeControl, 3ateM npuesasatb ero kK
BbIYMCMUTENBHOMY Y31Y.

[ns cBoen paboTbl TPebyeT HAaCTPOEHHbIE CEPBUCHI:

- NodeControl (YY)
- Agent (BY)

Mepen BkNoUueHMeM aTon OYHKLMM ybeauTecs, Uto Tpebyemble CePBUCHI HACTPOEHbI 1 KOPPEKTHO paboTaloT.
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Noruka pa6oTbl xpaHunuwa

XpaHunvwa npoBEPKN [AOCTYMHOCTU npedHa3HauyeHbl ANS  OOMNOMHUTENBHOW MNPOBEPKN KOPPEKTHOCTU
nameHeHus crtatyca cepsuca Nova Compute M NpoBepkM MpoueHTa 3anyleHHbIX BUPTyanbHbIX MalnH Ha
BbIUMCNNTENBHOM Yy3Me Mpu ero nepexoge M3 cratyca up B ctatyc down. [locne co3paHus U Ha3HaueHus
XpaHunuwa npoBepKM [AOCTYNHOCTW, cpeacTBamu Mogayns Tionix Agent npow3Boautcs COOP AaHHbIX O
COCTOSIHUM BUPTyanbHbIX MallMH Ha y3fe W 3anucb [aHHbIX B doann xpaHunuwa. XpaHunuwe umeet
ONPEKTOPUIO AN BbIYNCIUTENBHOrO y3M1a, a TakXe AUPEKTOpUIo And xocta ¢ yctaHoBneHHbiM NodeControl.
Ecnu B kOHOoMrypaunoHHoOM dobaine aToro Moayns HacTpoOeHa LOMNOMNHUTENLHAA NPOBepKa AOCTYMHOCTH, TO B
cnyuae, Korfa CTaTyC BbIUMCMUTENLHOTO y3na MeHseTcs C up Ha down, U Hag y3nom™® we BeinonHsnocs
onepauunm C NOMOLWbID CPEACTB YynpaBneHus nutaHueM, OyaeT 3anylleHa [OMOMHUTeNbHas MpoBepkKa
LOCTYNHOCTM uepe3 xpaHunuuia, oblime Ans BbIYUCIUTENBHOrO y3na M XOCTa, Ha KOTOPOM YCTaHOBMEH
NodeControl. [poeepka 6ynetr Npon3BoANTLCSA NO3TaMHO:

+ Cpenctsamn moayns NodeControl ocywecTBnsaercs nonbiTka cuntatb gaHHble M3 doanna B XpaHunuuue,
KOTOPOE TakXXe NoaKMoUEHO K BbIYMCUTENBHOMY Y31y U OCYLLEeCTBNASET COOP AaHHbIX O cTaTyce
BMPTYyanbHbIX MaLUWH C NOMOLWbIO Moaynsa Agent;

« Ecnn nonbiTka cunTbiBaHUS AaHHbIX OKadanack HeycnewHon, To NodeControl 6yaet neitaTbCa NONYYNTb
LlaHHble OT APYrUX XpaHUNuLL, NOAKMIOUEHHbIX K BUPTYansHOMY yany;

+ Ecnu He 6bInn cunTaHbl faHHbIe HU C OQHOIO XpaHunuLia AOCTYNHOCTU, TO BbINOMHAETCS 3afep>Kka npu
NMOBTOPHOM CUMTbIBAHWSA AaHHbIX CO BCEX XPaHWUNULL AOCTYNHOCTU, MOOKMIOUEHHbIX K BbIYNCIUTENbHBIM
y3nam, BpeMs 3a4epXKuU onpefensercs 3HaueHneM napametpa DELAY 13 KOHpUrypaLumMoHHOro dpawna.
Korpa konnmuecTBO NOMbITOK CUMTBIBAHUS AAHHbIX NMPEBbLICUNO 3HaYeHNe napameTpa ATTEMPTS,
BbICTaBNEHHOE B KOHAOUIYpaLNOHHOM dbaine, BbIYUCTUTENBHbLIN Y3EN CUNTAETCH BbIKMIOYEHHbLIM
HEKOPPEKTHO 1 06paboTKa BbINOMHAETCS NO CTaHOaPTHOMY CLIEHAPUIO;

« Ecnu cuntbiBaHMeE gaHHbIX NPOLLNO yCMNELWHO, U 3anucCh B chanin npomnaoLuna paHbLie nepexoaa yana us
up B down, TO OCYLLECTBMAIOTCS MNOMbITKWN CUNTBIBAHUA AAHHbIX C APYIUX XPaHUWLL AOCTYMHOCTMH,
NOAKMIOUEHHbIX K BBIUUCIINTENBHOMY Y3ny. ECNn cumTbiBaHWE AaHHbIX MPOLWNO YCMELWHO U BPEMS 3anncu
B dbann 6onee nosgHee, YeM NEPEXOL BbIUMCIUTENLHLIX Y310B U3 up B down, TO onpenenseTcs NPouUeHT
3anyLeHHbIX BUPTyarnbHbIX MaLIWH Ha y3ne;

« Ecnu npoueHT 3anyleHHbIX MalyH Ha y3ne 60nbLie Uy paBeH ykazaHHOMY B KOHAOUIypaLnoHHOM
dbaine 3HaueHuIo, TO UBMEHEHME CTaTyca BblUMCNUTENBHOMO y3na C up Ha down CUMTAETCS KOPPEKTHBIM.
Y3en He BKMoYaeTCs B CMUCOK NOTEPSAHHBIX, U AOMONHUTENbHbIE AENCTBUSA Haa HUM He TpebytoTcs;

« Ecnu npoueHT 3anyLleHHbIX MalyH Ha y3ne MeHbLle 3HauYeHUs N3 KOHPUrypaLnMoHHoro dainna, To
N3MEHEHUNE cTaTyca y3fa CUNTaeTCs HEKOPPEKTHLIM. BbluncnutenbHbIn y3en noMeyaeTcs Kak
NOTEPSHHBIN 1 YYMUTbIBAETCA NPU pacueTe KONUMUECTBa y3MoB B cTatyce down AN CPaBHEHUS CO
3HauveHnemM napameTpa MAX_DOWN_HOSTS KOHoUrypauMoOHHOro dgpanna.

[NpenBapuTenbHasa HacTponKa

[aHHoe xpaHunuwe co3paeTca Ha BCeX KOHTpoOMnepax W BbIUMCAUTENbHbIX Yy3nax. [lyTv Moryt ObiTb
NPEOW3BONbHLIMK, OJHAKO B KauyecCTBE YMOJSIUaHUs pekoMeHAyeM ucnonb3oBaTtb MyTb /etc/tionix/statestore.
Ecnn xpaHunuiy Heckonbko, TO co3aanTe KaTanorn BHyTpu statestore.

Ha Bcex YY n BY cospante katanor ¢ aTuMm nyTeMm n ykaxuTte tionix B KauecTse MMEHU NONbL3oBaTeENS CUCTEMBI U
rpynnbi:

mkdir /etc/tionix/statestore
chown tionix:tionix /etc/tionix/statestore

Ha sToM npepBaputensHas HacTpomnka 3aBeplueHa.

HacTtpownka xpaHunuwa n npueaska Kk BY

Bxon B nnatcdopmy

3anante B OKpPYy>XeHne KoHTponnepa obnauHon nnatdopmel no SSH:

ssh root@controller

HaCTpOI;ITe napaMeTpbl OKPYXeHUA ansa BOSMOXHOCTWM BXO4a B o6natu|o nnachopmy:

source ${HOME}/admin-openrc.sh

168 https:/docs.tionix.ru/3.0.52/glossary/index.html#term-5
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CospaHue xpaHunuua

MepBbiM AENOM HEOBXOANMO CO3AaTh CaMO XPaHWUMULLE, TAE UCMONb3YETCS CNeayloLnn CUHTAKCUC:

openstack tnx storage create NAME /path/to/statestore/dir/on/compute /path/to/
statestore/dir/on/controller

[pe:

+ NAME - ums xpaHnnmwa CoOCTOAHNUS.
- /path/to/statestore/dir/on/compute - 310 abcontoTHbIN NyTb B doannosomn cucteme OC, 3anyLieHHas
B BY n roe npeanonaraetca xpaHuTb AaHHble COCTOAHNUA y3noB. [ina Bcex BY a10T nyTb 4ONXEH 6bIThb

OOVHAKOBbIM.

- /path/to/statestore/dir/on/controller - a0 abcontoTHbIN NyTb B doannoson cucteme OC, 3anyLieHHas
B YY 1 roe npeanonaraetcs XpaHUTb AaHHble COCTOsIHUSA y3noB. [ins Bcex YY aToT nyTb AOMKEH 6bIThb
OOVHAKOBbIM.

[nqa Hawero npumMmepa nytm komaHga 6y,qu BbIrNAOETb Tak:

openstack tnx storage create default /etc/tionix/statestore /etc/tionix/statestore

Bbl 4ONXXHbI nonyyunTb NPUMEPHO Takown BbIBOL;

B e e +
|Field |Value |

B e e +
| Storage ID |2 |

B e e +
| Storage Name |default |

B e e +
|Path for compute |/etc/tionix/statestore]|

B e e +
|Path for controller|/etc/tionix/statestore]
B e e +

MNMpuesaska xpaHunuwa K BY
[na npueaskm xpaHunuwa Kk BY ncnonbayercs otaensHas kOMaHAa assign co cnegyiowmM CUHTakCUCOM:
openstack tnx storage assign STORAGE_ID --nodes NODE_ID

pe:

« STORAGE_ID - ID xpaHunuwa ctaTtycos (B BbiBOe co3aaHus - 3HaueHue Storage ID).
- NODE_ID - ID runepsun3opa BbIYMCNNTENBHOIO Y311a, MOXHO YKa3aTb HECKOMbKO uepes npoben. He
ucnonedynte ID cepsuca BbluMCneHUn nova-compute.

A BaxXHO He MeHATb NoPAAOK CMHTaKCKCa: BHauyane BCeraa Hy)XXHO ykasbiBaTb |ID xpaHunuia, a Tonbko
notom ID runepsun3opos.

MNpnmep komaHAbI:

openstack tnx storage assign 2 --nodes 1 2 3

Mpw ycnexe Bbl AOMXHbI CreayoLlee CoobLeHne:

Nodes have been assigned.

OTBsA3Ka xpaHunuwa ot BY

[ns npuBasku xpaHunuwa k BY ncnonbayetcs otaensHas koMaHaa assign co cnegyiowmnM CUHTaKCUCOM:

openstack tnx storage unassign STORAGE_ID --node NODE_ID

lne:

- STORAGE_ID - ID xpaHunuwa ctatycos (B BbiBOAEe cO3aaHus - 3HaueHue Storage ID).
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+ NODE_ID - ID runepBuaopa BbIUNCNTENBHOIO y3na, K KOTOPOMY NPUBA3AHO XPaHUMMLLE, MOXHO
yKas3aTb TONMbKO 0auH y3en. He ucnoneaynte ID cepBuca BbIYMCNEHN nova-compute.

MNpumMmep koMaHAbI:

openstack tnx storage unassign 2 --node 2

Mpwu ycnexe Bbl LOMKHbI Cneaylollee coobLieHNe:

Node has been unassigned.

YnaneHue xpaHunuiwa

Ona NMPUBA3KN XpaHunnuila K BY ncnonb3yeTcqa oTaefibHasa KOMaH4a assign CO cnegyrowmMm CUMHTakCUCOM:

openstack tnx storage delete STORAGE_ID

loe:
- STORAGE_ID - ID xpaHunuwa ctatycos (B BbiBOAEe cOo3aaHusa - 3HaueHue Storage ID).
MNepen ynaneHnem ybeamTech, UToO Bbl OTBA3aMM XPaHUINLLE OT BCEX BbIYMCNUTENLHbIX Y3/10B.

MNpumMmep koMaHAbI:

openstack tnx storage delete 2

Mpu ycnexe Bbl NONyunTe coobLLEeHUeE:

Storage with id "1" has been deleted

BCP3 = HacTtponka yCcTponcTB ynpaBneHns nnTaHMem y3nos

BeepneHune

NodeControl npu uncnonb3oBaHUM OYHKLMM aBTO9BaKyaLUW MOXET BOCMOMNb30BaTbCs BO3MOXHOCTAMU
ynpaBneHus MuUTaHWeM BbIUMCIUTENbHbLIX Y3MOB A MX BPEMEHHOro BblBOAA M3 3KChnyaTtauuu. [ns storo
NodeControl MoxeT peructpupoBaTb YCTPOMCTBA MUTaHUS, KOTOpble 3aTeM MOXHO nNpuBsA3aTb B
BbIUMCNUTENBHOMY Y3NYy.

[ns ceoen paboTtbl TpebyeT HaCTPOEHHbIE CEPBUCHI:

+ NodeControl (YY)
« CooTtBeTCTBYIOWME NPOTOKONLI ANd ynpasneHus nutadneM (IPMI, SSH n Tak nanee).

Mepen BkNoUeHMEM aTon OYHKLMM ybeamnTecs, Uto Tpebyemble CePBUCHI HACTPOEHbI 1 KOPPEKTHO paboTalorT.

Bo3aMoXxHocTun
YTunutel naketa ynpasneHna nnTaHnem BbIYNCINUTENBHBLIX Y310B MO3BONAIOT.

. Onpe,qenmb n npenoctaBnTb NO 3anpocy I/IHCbOpMaLI,VIIO O COOTBETCTBUN BbIUNCNUTENBHOIO y3na u
KOHTaKTHOW nnoLwagku YCTpOI;ICTBa ynpasneHna nnTaHnem;

+ HasHauntb pe3epBHbIE€ BbIYNCNTENDBHBLIE Y3/bl (BkniouatoTca B cnyJvae BbiXxofda 13 CTpod
COMOCTaBNEHHbIX C HAMWU OCHOBHbIX, 3aMEHAA cCobon Hepa6ou|/1|?| OCHOBHOW BbIUYNCNUTENBHbLIN y3€ﬂ);

. ynpaBﬂﬂTb nTaHMEeM No agpecy KOHTaKTHbIX naowanok n yCTpOI;ICTB ynpasneHna nnTaHnem;

. ynpaBﬂﬂTb nMTaHMem No MMeHaM BblUYNCITUTENbHbIX Y3/O0B.

MNoanepxuBaemble TUMbI YCTPOWUCTB

[na ynpasneHuns nutaHMeM NCNONb3yeTCs annapaTtHO-NPOrpaMMHbIA KOMMANEKC. AnnapaTHas yacTb COCTOUT U3
yCTpOWCTB ynpaeneHus nutaHnem, Hanpumep: ICPDAS, DAEnetIP2 n gp. MporpaMMmHas e 4acTb COCTOUT U3
KNueHTa, NO3BONAIOWEro YAaneHHo ynpasnaTb yCTPONCTBOM.

PeanuzoBaHa nogaepxka creayiowmx yCTpoONCTB yNpaBneHns nutaHmem:

+ YcTponcTtea Ha ocHoBe nnatbl DAEnetIP2, ncnonbayiowen npotokon SNMP;
« Yctponctea ICP DAS ET-7067, ucnonsayiowmne nporokon MODBUS;

« YcTpowncTea ¢ nogaepxkon texHonorum AMT;

+ YctponcTtea ¢ noaaepxxkon nHtepdpenca IPMl;
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+ BupTyanbHble yCTponcTBa, ncnonbaylowmne npotokon SSH and ynpaesnexHmsa runepsn3opom.
Mopaynb npenocTaBnseT cnegyowmne BO3ZMOXHOCTU:

1. MonyuaTb MHOPMaLMIO O COCTOSHMUM NUTaHUA NOPTOB YCTPONCTBA;
2. YnpaBnsTb COCTOSHUEM MOPTOB YCTPOWCTBA — BKMOYaTb, BbIKMOUaTh;
3. [nsa yctponcTs, peanunsytowmx ACPIl ynpaBneHue yctponcTeamu, 3anyckaTb "MArkoe" BblKNioueHme.

HacTponka yCTponCcTB ynpasneHus

OcCHOBHbIe KOMaHAbI

NHnumnanusauums yCTpOﬁCTBa nnTaHusa

OCHOBHOW KOMaHLOW UHMUMann3aunm yCTponucTBa SBNSETC cneaytowas:

openstack tnx power init

KomaHga pa60TaeT B UHTEPAaKTUBHOM pPEXNME N COCTOUT U3 Cnefylownx BONpPOCOB:

« Tun yctpowncTsa.

+ Tvn KOMMYHUKaLMOHHOrO (CeTeBOro) NpPoToKona.

- IP-apgpec unun goMeHHOEe UMa yCTPOWMCTBA YNpPaBNeHUs NUTaHNEM.
- CeteBow nopt yctponcTaa (ot 1 go 65535).

- VIMA nonb3oBaTtens Ang ycCTponCTBa ynpaBneHus.

- lNaponb nonb3oBaTens Ana yCTponcTBa ynpaBneHus.

+ Nwmsa yctponctea ynpasnernns B NodeControl.

B 3aBncumocTun o1 Tuna no6aBnaeMoro YCTpOVICTBa HaCTpOI?IKa 6yueT HECKOJ/TbKO OTnnyaTtbCA.

MonyueHue cnucka ycTponcTe

Ona nonyyeHunsa Ccrnmcka yCTpOI?ICTB NMMTaHWA BbINMOJIHUTE KOMaHAOy:

openstack tnx power list

YnpaBneHue ycTponcTBaMu NUTaHus

KomaHaa manage no3BonseT ynpasnsaTh YCTPONCTBAMMU NMUTaHNS:

openstack tnx power manage

HacTtponka IPMI (ansa peanusauun Supermicro)

33l'lyCTI/ITe KOMaHAy nHnumnanmni3aumn n oTBeTbTe YyTBEPAUTENBHO Ha ﬂepBbIVI BOMpPOC:

openstack tnx power init

[anee komaHga BbIBEAET CMINCOK TUMOB yCTpOI?ICTBZ

Select control name:

1: DaenetIP2

2: DaenetIP2_ACPI

3: ET7067

4: IntelAMT

5: SshDevice

6: SupermicroRackDevice

Beibepute nyHKT 6.

CnegaytoLwmn BoNpoc CBA3aH C TUMOM NPOTOKONa NOAKNIOYEHUS:

Select protocol name:
1: intel_amt

ipmi

modbus

snmp

ssh

a b wWwN
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34ecb Heobxoanmo BbIbGpaTh 2.
[anee koMaHaa ouepenHO CNPOCUT NapameTpsbl:

+ IP-appeca nnu poMeHHoro nmeHu. 3aecb HyXHo ykasaTtb agpec IPMI/BMC-ycTtpoiicTsa.

- [lopT ycTponcTea. YkaxuTte 623, ecnv NopT MEHANCS, TO HA COOTBETCTBYIOLLNNA.

+ VMg nonb3oBatens n naponb. Ykaxxnte Te, UTo NCNOMb3yoTca aAna exoaa B ceccuio IPMI. XXenatenbHo
MCMOMNb30BaTb OrPaHUUEHHYIO YUETHYIO 3anuChb.

+ Wimg yctponcTea. Jlloboe, 3TOT Nnapametp ncnonsdyercs ang perncrtpaumm B NodeControl.

Mocrne okoHuaHusi goBaBneHus komaHga NPUAeT B M3HauvanbHOEe COCTOsHWE M 3aHOBO CMPOCWUTL MEPBbIi
BOMpOC 0 Aob6aBneHnn ycTponcTea:

Do you want to add a new control ([y]/n)

Ecnn Bbl 6onee He xotute Huuero fobasnsATb, TO ykaxute n. [locne uero komaHaa coobWMUT 06 yCnewHoM
pobaBneHnn yCTponcTea:

Added 1 power controls.

Janee komaHga cnpocuT o JanbHenwux warax:

Do you want to (a)dd control, (d)elete or (e)dit existing (e/a/d/[n])?

[Onsa Bbixooa HaxxmuTe n.

B cnyuae otcytctBus coegmHeHns ¢ IPMI-ycTponctBoM unu, Hanpumep, HeBEpPHbIX AaHHbIX BxOoAa KOMaHAa
BEPHET OWNO6KY:

2022-02-28 08:26:21.107 1148480 ERROR openstack [-] None

A Heobxoommo otmeTnTh, UTo fOBaBNEHUE YyCTPOMCTBO NUTaHNs Noka He byaeT oTobpaxaTtbCs B CNUCKE
HaCTPOEHHbIX YCTPOWCTB, KOTOpPbIE NonyyatoTcs Npu komaHae list

SSHDevice

SaI'IyCTVITe KOMaHA4y nHnunanmsaunm n oTeeTbTe yTBEpPONTENbHO Ha nepBbIN BONPOC:

openstack tnx power init

[anee koMaHza BbIBEAET CMUCOK TUMOB YCTPONCTB:

Select control name:
1: DaenetIP2

2: DaenetIP2_ACPI

3: ET7067

4: IntelAMT

5: SshDevice

6: SupermicroRackDevice

Bbibepute nyHKT 5.

Cﬂe.D,YIOLLlI/Il;I BOMPOC CBA3aH C TMNOM MPOTOKONa NOAKMNIOYEHNA:

Select protocol name:
1: 1intel_amt

¢ ipmi

: modbus

T snmp

: ssh

aa b w N

3necb Heobxoanmo BbIbpaThb 5.
[anee koMaHOa ouepenHO CNPOCUT NapaMeTpsbl:

- |IP-agpeca vnu LOMeHHOro MMeHun. 34ecb Hy>XXHO ykasaTb agpec IPMI/BMC-ycTtpoicTsa.

- lopT ycTponcTea. Ykaxute 22, ecnu nopT MEHANCS, TO Ha COOTBETCTBYIOLWUN.

- VIMa nonb3oBaTtens u naponb. YKaxute Te, YTo MCNONb3yoTca Ang Bxona B ceccuio SSH XenatensHo
MCMNONb30BaTh OrPaHUUEHHYIO YUETHYIO 3aM1Ch C MOAAEPXKKON KOMaHabl poweroff.
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+ Nimg yctponcTea. Jlloboe, 3TOT Nnapametp ncnonsdyercs ang perncrtpaumm B NodeControl.

Mocrne okoHuaHus goBaBneHus komaHga NPUAET B M3HauvanbHOEe COCTOsSHWE M 3aHOBO CMPOCUTL MEPBbIi
BOMpOC 0 Aob6aBneHnn ycTponcTea:

Do you want to add a new control ([y]/n)

Ecnn Bbl 6onee He xotuTe Huuero fobasnsAtb, TO ykaxute n. [locne uero komaHaa coobWMUT 06 yCnewHoM
pobaBneHnn yCTponcTea:

Added 1 power controls.

[Hanee komaHga cnpocuT o JanbHenwux warax:

Do you want to (a)dd control, (d)elete or (e)dit existing (e/a/d/[n])?

[Onsa Bbixoga HaxxmMuTe n.

B cnyuae otcytctBus coeamHeHuns ¢ IPMI-ycTponctBoM unu, Hanpumep, HEBEpPHbIX AaHHbIX BxOAa KOMaHAa
BEPHET OWNO6KY:

2022-02-28 08:26:21.107 1148480 ERROR openstack [-] None

A Heobxoommo otmeTnTh, UTo fOBaBNEHUE YyCTPOMCTBO NUTaHNS NoKa He byaeT oTobpaxaTtbCs B CNUCKE
HaCTPOEHHbIX YCTPOWCTB, KOTOpPbIE NonyyatoTcs Npu komaHae list.

© Ha MOMEHT HanmcaHusi AOKyMeHTauum nNpu nonsITke 406aBnTL YyCTPONCTBO SSH nosensiercs owmnbka:

('Device could not be added!', PowerDeviceNotAvailable('Control "SshDevice" 1is
not available.',))

BCP3 = Scheduler

BCP3 - MIndphopMmauusa o cepsuce Scheduler

TIONIX Scheduler - 3ato cepBuc, MCNONHAWNA YHKLUUN NNaHUPOBLLMKA Pa3nUuUHbIX COObLITUI, KOTOpble
OOMXKHbl BBINONHATECA K KakOMy-TO MOMEHTY BPEeMeHW unu Mo onpeaeneHHoMmy nepuopy sBpemeHwn. [na
dbyHKUMM NNaHMPOBaHUs 3aaay ucnonbayetcs 6ubnmoteka Celery'™®®,

KoMnoHeHTbl cepBuca Scheduler
Scheduler cocTonUT N3 HECKONbKUX KOMMOHEHTOB, OC*)OpMﬂeHHbIX KaK CepBUChbI B systemd:

- tionix-scheduler-beat - onpepnenser, uto Ta unNn nHas 3agava rotoBa K UCMOMHEHNIO Yepes
nepnoanyeckyio NPoBEPKY UX CTaTyca;
- tnx-scheduler-worker - BbINONHSAET 3agauu, BbibpaHHble CEPBUCOM beat Kak roTOBbIE K BbIMOMHEHMIO.

BCP3 - YcTtaHoBKa cepBuca Scheduler

HacTtpoika okpyXeHus

I'Iepe,q camon YCTaHOBKOI;I cepBucCa HYXHO npeaBapuTeibHO HaACTPOUTb HEKOTOPblIE KOMMOHEHTHI
n HdeaCprKTypbl.

@® Cwm.1akxe: Paznen c npeasaputenbHon HacTponkon okpyxerust ans mogynen TIONIX (cm. ctp. 113).

MoprotoBka 6a3bl gaHHbIX tionix_scheduler

@ Cwm.takxe: BCP3 * Ycranoska n HacTpornka CYB[] MariaDB (cm. ctp. 23)

169 https:/docs.celeryproject.org/en/stable/getting-started/introduction.html

BCP3 * YctanoBka n HacTpownka mogynen TIONIX - 137


https://docs.celeryproject.org/en/stable/getting-started/introduction.html

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl
Bcio nHdhopMaumio o0 gaHHbIX ansd ayTeHTudomkaunm n astopmsauum no ymonuarmio TIONIX Scheduler xpaHut B
6a3e paHHbIx MariaDB.

1. Bonpgute B OKpyXXeHune 6asbl AaHHbIX:
mysql -u root -p

2. CospawnTte 6a3y AaHHbIX tionix_scheduler:
create database tionix_scheduler;

3. lNpenocTaBbTe AOCTYN K 3TON 6a3e AaHHbIx nonb3oatento tionix B CYB[ (ans localhost n Bcem
ocTanbHbIM agpecam otaensHo, BMecto TIONIX_SCHED_DBPASS vcnonb3ynte cBom napons):

grant all privileges on tionix_scheduler.x to 'tionix'@'localhost' identified by
'TIONIX_DBPASS';

grant all privileges on tionix_scheduler.x to 'tionix'@'%' identified by
'TIONIX_DBPASS';

4. Beingnte ns ceccun CYb/

exit;

YcTtaHoBKa mMoayns

MNMpouecc yctaHOBKMU

1. YctaHoBuTE Naket Moayna:

dnf -y dinstall python3-tionix_scheduler

(@ WHdopmauus
MyTn KOHPUrypauum Mmoayns:
- /etc/tionix - OCHOBHOW KaTanor KoHdUrypauuy;

. Jetc/tionix/tionix.yaml - o6wwnn dann koHdurypaumm TIONIX;

- /etc/tionix/scheduler.yaml - ocHoBHOW chann KOHUrypaumm cepsmca
Scheduler.

OcHOoBHOM hainn KOHUrypaumum MOXeT OTCYTCTBOBATbL NOC/E YCTaHOBKM MakeTa, B STOM CryJae
LOCTaTOUHO ero co3aarb.

2. B ocHoBHOW dhann koHourypaumm cepsuca Scheduler BkntoumnTe cnegytowyo KOHUrypaumo:

# O6wwme napameTtpbl Scheduler
CELERYBEAT_SYNC_EVERY: 60
CELERYBEAT_MAX_LOOP_INTERVAL: 30

ENTRY_GROUPS:
- tionix_tasks

# TMapameTpbl XypHanMpoBaHus
SCHEDULER_WORKER_LOGFILE: '/var/log/tionix/scheduler/worker.log'
SCHEDULER_BEAT_LOGFILE: '/var/log/tionix/scheduler/beat.log'

# MapameTpbl 6a3bl AaHHbIX
DB:
NAME: 'tionix_scheduler'

# MapameTpbl cepBrca Sentry

SENTRY:

ENABLED: False

LOG_LEVEL: INFO

DSN: http://PUBLIC_KEY:SECRET_KEY@SENTRY_ADDR/PROJECT_ID

3. BbinonHuTe nepsuyHyio nHmumanmsaunio mogyns (BMecte ¢ mogynem TIONIX Client):

openstack tnx configure -n tnx_scheduler tnx_client
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4. BbinonHute Murpaumio 6asbl AaHHbIX:

openstack tnx db migrate -n tnx_scheduler

CospaHue cepBuca Scheduler

1. Cospante cepeuc Scheduler:

openstack service create --name tnx-scheduler --description "TIONIX Scheduler
Service" tnx-scheduler

2. CoapanTte Toukm Bxofa (endpoint):
a. nyénuuHylo:

openstack endpoint create --region RegionOne tnx-scheduler public http://
controller:10001

b. BHyTpeHHIoI0:

openstack endpoint create --region RegionOne tnx-scheduler -internal http://
controller:10001

C. agMUHNCTPAaTUBHYIO:

openstack endpoint create --region RegionOne tnx-scheduler admin http://
controller:10001

®OuHanusaums YCTAHOBKMA

1. BkniounTte n 3anyctute cnyx6bl, peanunsyiolme pyHKLMOHANbLHOCTb 4OCTYMNa K 3aperucTpupoBaHHbIM
COBbLITUAM AN 06bEKTOB 0H6NauHOM NnaTOOPMbI:

systemctl start tionix-scheduler-beat.service
systemctl start tionix-scheduler-worker.service
systemctl enable tionix-scheduler-beat.service
systemctl enable tionix-scheduler-worker.service

(@ Cepsuc Tionix Scheduler API 3anyckaeTcs kak wsgi-npunoxeHue B seb-cepsepe Apache.

2. MepesanycTtute BCce cnyx6bl TIONIX ang 3aBeplieHnsa peructpaunmn cepenca Scheduler, a Takxe Beb-
cepsep httpd ans nepesanycka cepsuca Scheduler API:

systemctl restart tionix—-* httpd

[NpoBepka paboTbl cepBuca

1. MpoBepbTe cTatyc cepBnCcoB, HanpuMep, tionix-scheduler-beat:

systemctl status tionix-scheduler-beat

(@ OrtBer NoMXeH 6bITb NPUMEPHO TaKMM:

e tionix-scheduler-beat.service - TIONIX Scheduler beat

Loaded: loaded (/usr/lib/systemd/system/tionix-scheduler-beat.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/tionix-scheduler-beat.service.d
L—zzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 21:45:14 UTC; 1min 44s ago
Main PID: 175808 ([celery beat])

Tasks: 1 (limit: 204240)

Memory: 84.3M

CGroup: /system.slice/tionix-scheduler-beat.service

L-175808 [celery beat]
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Obpatnte BHMMaHME Ha Hanuume npouecca celery beat B CGroup. 9710 3HaK yCnewHoro
3anycka cepsuca Celery.

2. MpoBepbTe CTATyC NOpPTa CepBuUca:

ss —-tnlp | grep 10001

() OrtBer AONMXeH 6bITb MPUMEPHO TaKNUM:

LISTEN 0 511 *:10001 *:x users:(("httpd",pid=175976,fd=10),...

BCP3 = Onucanue canna koHdurypaumm Scheduler

B onncanun npouecca no yctaHoBke cepsuca Scheduler npeanoxeHo coaepXnMoe KoHdUrypaunm, kKotopoe
NPEennoOXeHO COXPaHUTb B ynpasnailoweM ys3ne no nytm /etc/tionix/scheduler.yaml. 3710 cTpaHuua
coaepXuT nogpobHoe onucaHme aTon KoHdUrypaumu.

Mpn n3MeHeHnn KoHdUrypaLmm Heob6xoaMMo nepesanyCcTuTb BCe KOMMOHEHTLI cepBuca Scheduler:

systemctl restart tionix-scheduler-*

Tabnnua koHUrypaumnm

() HewmHoro o dhopmate yaml

®ainn cdopmara yamlC kputuuen k otctynam tekcta”! npu onucanum napametpos. CTPENKoi B UMEHM

napamMmeTpa ykasaH oTcTyn B 4 npobena oT Hauana CTPOKMW.

(® Ierenpa Tabnuubl focTynHa Ha sTor cTpaquue’’?,

MMsa napametpa OnucaHue MNpumeyvaHus

MapameTpbl NOAK/OYEHUS K 6ase

DB
OaHHbIX.
OcTanbHble napameTpbl NOAKIYEHUS K
Mmsa 6a3bl  gaHHbIX  cepBuca
- NAME Scheduler 6ase faHHbIX 6epyTcs C OCHOBHOIO
’ thainna koHdmrypauum TIONIX.
YpoBeHb pgetanusaumm ans Bcex
LOG_LEVEL TUNOB XXypHanos. o ymonyaHuio:
INFO.
Konnuectso 3ajau, nocne

CELERYBEAT_SYNC_EVERY  BbINO/IHEHMS KOTOpbIX Tpebyetcs
06HOBUTL Crncok 3agad (beats).

CELERYBEAT_MAX_LOOP_I  MakcuMasibHblli MHTEpBasT MeEXay

NTERVAL MOBTOPSIEMbIMU 3aa4amm.
MapameTpsbl JIorMpoBaHns
. B ocHoBHOM, HeobxoauMmo [Ansa cbopa
Cco6bITWIA, npoucxogswme B N
SENTRY AaHHbIX MOHUTOPUHra U COO06LLEHNA 06
cepBuce, C  MCMNO/Ib30BaHMEM <
oLmbBKax B yaanieHHbIN cepBuUc Sentry.
cepsuca Sentry.

170 https:/yaml.org/
171 https:/yaml.org/spec/12.2/#61-indentation-spaces
172 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbieo603HaueHus-table-format-desc
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Nma napameTpa

- ENABLED

- LOG_LEVEL

— DSN

SCHEDULER_WORKER_LOG
FILE

SCHEDULER_BEAT_LOGFIL
E

HdebarrnHr

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHune

Bk/lloueHne  OTMpaBKM  OaHHbIX
MOHWUTOPVHIA W COo0OLWEeHN 06
owmMbKax yganeHHoMy cepBepy
Sentry. O6sazarterieH, ecnu
BbicTaB/ieH SENTRY.

YpOBEHb /IOTMPOBaHNA  COObITWIA
ansa otnpasku. Ob6s3aTenieH, ecnm
BbiCTaB/ieH SENTRY.

Ha3BaHMe MCTOYHMKA  [AaHHbIX
(DSN'™3), 3aperucTpupoBaHHbIli B
yAQIEHHOM  cepBepe  Sentry.
O6s3aTeneH, ecnM  BbICTaB/IEH
SENTRY.

Myt pgo chaiina XxypHanos
ucnonHutena 3apady  Scheduler.

Wcnonb3yetca cepsucom tionix-
scheduler-worker.

MyTs fJo aiina XypHasioB
06HOB/EHNS cnucka 3ajau.
Wcnonb3syetca cepsucom tionix-
scheduler-beat.

MpumeuaHns

DSN
cxeme:

ochopmnsieTcas Mo cneaytoleii

http(s)://
public_key:secret_key@domain/
project_id

HeobxoamMmo BblG6paTb OA4UH U3 ABYX
yKa3aHHbIX NapameTpoB:

- /dev/stdout, ecnu yctaHoBka
rpou3BOANTCS B pamKax
pPegbePEHCHO apXUTEKTYPbI, B 3TOM
cnyuvae XypHans! 6yayT
nepeHanpasneHsbl B BUPTyanbHoe
ycTtpowncTeo /dev/stdout. 310
NO3BOMUT MOMYUYNTb XYPHanbI
CUCTEMOW yNpaBneHns
KOHTENHEpamu;

+ NyTb Ao channa, eCnu Nnpon3BoanTCs
0bbIYHas yCTaHOBKa, B 3TOM Clnyyae
XKYpHanbl 6yayT CoOxpaHeHbl B
yKa3aHHOM No nyTu coanne.

HaTtuBHasa nopaepxka cepsuca Journald
Ha JaHHbI/i MOMEHT OTCYTCTBYET.

HeobxoamMmMo BblbpaTb OAUMH U3 ABYX
yKasaHHbIX napameTpos:

- /dev/stdout, ecnu yctaHoBKa
rpou3BOANTCS B pamKax
pPegbePEHCHO apXUTEKTYPbI, B 3TOM
cnyuvae XypHans! 6yayT
nepeHanpasneHsbl B BUPTyanbHoe
yctpowncTteo /dev/stdout. 310
MO3BOMUT MNOMYUYNTb XYPHanbl
cuctemon ynpasneHus
KOHTenHepamy;

+ NyTb Ao cpanna, eCnu Npou3BoanTCA
0bbIYHas yCTaHOBKaE, B 3TOM Clnyvae
XKypHanbl 6yayT cCOXpaHeHbl B
yKasaHHOM No nyTu coanne.

HatuBHas nopaepxka cepsuca Journald
Ha JaHHbIA MOMEHT OTCYTCTBYET.

[na makcumanbHOro noApoOHOro >XyPHaNMpPOBaHWA OLWMWOOK MNPW BbINOMHEHUN PaBOTBI CEPBMCA MOXHO
BKMIOUNTb NOAAEPXKKY TPACCUPOBOK:

173 https:/docs.sentry.io/product/sentry-basics/dsn-explainer/
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Nma napameTpa OnucaHue MpumevaHuns

Bk/itoYeHVe TPacCUMpOBKM OWMGOK B haiinax

TRACEBACK_ENABLED
XXypHasioB. Mo ymonyaHuio: False.

BCP3 = Monitor

BCP3 = IndhopMmauua o cepsuce Monitor

TIONIX Monitor - 3T0O CcepBUC, KOTOPbLIN WHTErPUPYETCA C CUCTEMaMW MOHUTOPUHra Ans nofnyyeHus
CTaTUCTUUECKUX OaHHbIX NO NOTPEBNEHNIO PECYPCOB N NPON3BOAUTENBHOCTM BUPTYasbHbIX MaLUUH, @ TakXe Ux
otobpaxenns B TIONIX Dashboard. lNognepxneaeT cneayowme CUCTEMbl MOHUTOPUHSa:

. Ceilometer cosmecTtHo ¢ Gnocchi'”®

BMPTYanbHbIM MallUHaM;
- Zabbix'”® - nonyuenne naHHbIx cTaTMCTUKK, COBpaHHbie Zabbix no nHdppacTpykType.

- OCHOBHOW cepBuc, npenocrtasndlowimne gaHHble CTaTUCTUKKN MO

[lononHutensHon dbyHKUMEN cCepBuCa ABMAeTCA HabMoAeHNe 3a COCTOSHMEM CEepBUCAa PEe3EpPBHOro
konuposaHus Bareos'”’,

Cnncok KOMNOHEHTOB cepsBuca
Monitor COCTOUT N3 HECKONMbKMX KOMMOHEHTOB B BUAE CEPBUCOB B systemd:

- tionix-monitor-api - cepsuc, kKoTopbIn peannsyeT n gaét goctyn kK Monitor API;

- tionix-monitor-nova-listener - cepsuc, pernctpupyowmnin CobbITUS NO BUPTYaNbHbIM MalMHAM C
ncnonb3oBaHneM MexaHnamoB Nova;

- tionix-monitor-tionix-listener - cepsuc, perncrpupylowmne cobbiTnsg B cammx moaynsax TIONIX.

BCP3 * YctaHoBka cepsuca TIONIX Monitor

HacTtponka okpyXeHus

MNepen caMoM YCTAHOBKOW CepBMCA HYXHO MNpeaBapuTENbHO HACTPOWUTb HEKOTOPblE  KOMMOHEHTHI
NHAPACTPYKTYPbI.

@ CM. Takxe: Pasgen ¢ npeaBapuTensHON HacTponkon okpyxeHus ang mogynen TIONIX (cm. ctp. 113).

NMoarotoBka 6a3bl gaHHbIX tionix_monitor

@ Cwm. takxe: BCP3 * Yctanoska n HacTpornka CYB[l MariaDB (cm. ctp. 23)

Bcio nHbopmaumnio o gaHHbIx Ans ayTeHTudpmkaumm u astopmsauun no ymonuanuio TIONIX Monitor xpaHuT B
6ase paHHbIX MariaDB.

1. Bongute B okpyxxeHue 6asbl AaHHbIX:
mysql -u root -p

2. CospawnTte 6a3y gaHHbIx tionix_monitor:
create database tionix_monitor;

3. MpepocTaBbTe AOCTYN K 3TON H6a3e aaHHbIx nonb3osatento tionix B CYB/[ (ans localhost n Bcem
ocTanbHbIM agpecam otaenbHo, BMecTo TIONIX_MON_DBPASS ncnonb3yinte cBon napons):

grant all privileges on tionix_monitor.* to 'tionix'@'localhost' didentified by
'TIONIX_DBPASS';

grant all privileges on tionix_monitor.* to 'tionix'@'%' identified by
'TIONIX_DBPASS';

174 https:/docs.openstack.org/ceilometer/latest/

175 https:/specs.openstack.org/openstack/telemetry-specs/specs/juno/gnocchi.htmil
176 https:/www.zabbix.com/ru

177 https:/www.bareos.com/
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4. Boingnte ns ceccumn CYB/:

exit;

YcTtaHoBKa moayns

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

A lepen ycrtaHoskom Moayns ybeamTtecb B YyCTaHOBKE W KOPPEKTHOW HacTpounke cepsuca BCP3 -
OpenStack Ceilometer (cm. cTp. 102).

1. YctaHoBWTE nakeT Moayns:

dnf -y dinstall python3-tionix_monitor

() CraHpapTHble Nyt A0 Pannos KoHUrypaumu:
- /etc/tionix - OCHOBHOM KaTanor KoHdurypaumu;

+ Jetc/tionix/tionix.yaml - obwun dann koHdurypaumm TIONIX;

. Jetc/tionix/monitor.yaml - ocHoBHOW chann KoHdUrypaumm cepsmca Monitor.

2. BbInonHWTE NEPBUYHYIO MHMLManu3auuio moayns (smecte ¢ moagynem TIONIX Client):

openstack tnx configure -n tnx_monitor tnx_client

3. [obaBbTe a1y KOHUrypaumo cepsuca B chann /etc/tionix/monitor.yaml (onucaHue (cm. cp.

145)):

# OCHOBHbIE NapaMeTpbl cepBuca

DB:

NAME: 'tionix_monitor'
MONITOR_API_LISTEN: 'LISTEN_IP'
MONITOR_API_LISTEN_PORT: 9363
MONITOR_API_AUDIT_ENABLED: True

# TMapameTpbl XypHa/MpoBaHus cepsBuca
LOG_LEVEL: '"INFO'
MONITOR_API_LOGFILE: '/var/log/monitor/api.log'

MONITOR_NOVA_LISTENER_LOGFILE: '/var/log/monitor/nova-listener.log'

# MapameTpbl c6opa AaHHbIX
ENABLE_CEILOMETER_MONITORING: True
CEILOMETER_METERS:

- 'memory.usage'

- 'cpu_util'

- 'disk.device.read.requests.rate'
- 'disk.device.write.requests.rate'
- 'disk.device.read.bytes.rate'

- 'disk.device.write.bytes.rate'

- 'disk.device.latency'

- 'disk.device.1iops'

- 'disk.read.requests.rate'

- 'disk.write.requests.rate'

- 'disk.read.bytes.rate'

- 'disk.write.bytes.rate'

- 'network.incoming.bytes.rate'

- 'network.outgoing.bytes.rate'

- 'network.incoming.packets.rate'
- 'network.outgoing.packets.rate'

ENABLE_ZABBIX_MONITORING: False
ENABLE_BACKUP: False

# Bk/lOYEeHMe NoAfepXKM Sentry
SENTRY:
ENABLED: False
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DSN: http://SET_PUBLIC_KEY:SET_SECRET_KEY@SENTRY_IP/PROJECT_ID

4. Tpwn BbINONHEHMN KOHAUTYPUPOBaHNA cnedyeT obpaTntb ocoboe BHMMaHUe Ha cneayiowmne

napameTpbi:

Mapametp

DB — NAME

MONITOR_API_LISTE
N

MapameTpbl
LOGFILE

CEILOMETER_METER
S

3HaueHue

YkaxuTe KOppekTHoe uMMs 6asbl, ykasaHHOe npu npu HacTpoiike B[, pns
Monitor. o ymonyaHuio: tionix_monitor.

YKaxnTe KOPPEKTHBINA cylaemblii aapec B 3aBUCUMOCTY OT TUMa yCTaHOBKU:
- Knaccuueckasa apxutekTypa: Agpec cetu ynpasnerus (mgmt)
obnauHon nnaTtdopMow;
- pedoepeHcHas apxutekTypa: 0.0.0.0.

Ykaxute nyTu hainnioB XypHa/IMpoOBaHUS B 3aBUCUMOCTW OT TuMNa yCTaHOBKM:
. Knaccuueckas apxmTekTypa: Kak NpeanoxXeHo B KOHGoUrypauum;
.+ pedpepeHcHas apxutekTypa: /dev/stdout nnu /dev/stderr.

Mpu BKAOYEHNM cGOpa AaHHLIX MOHUTOPUHIA C Mchosib3oBaHnem Ceilometer
(ENABLE_CEILOMETER_MONITORING = True) B 3TOM CMUCKE YKaXXUTE HYXHble
METPVIKM.

® WHdopmaumio 06 ocTankbHeIX NapaMmeTpax MOKHO MOMyUNTL B ONVcaHny charna KoHdUrypaLmum
Monitor (cm. ctp. 145).

5. BbinonHute MUrpauuto 6a3bl AaHHbIX:

openstack tnx db migrate -n tnx_monitor

CospaHune cepsuca Monitor API

1. Coapante cepeuc Monitor API:

openstack service create -—-name tnx-monitor --description "TIONIX Monitor Service"

tnx-monitor

2. CoapanTte Toukm Bxofa (endpoint):

openstack endpoint create --region RegionOne tnx-monitor internal http://

controller:9363

openstack endpoint create --region RegionOne tnx-monitor admin http://

controller:9363

openstack endpoint create --region RegionOne tnx-monitor public http://

controller:9363

OuHanmnaaumns YCTaHOBKWN

1. BkniounTte n 3anyctute cnyx6bebl, peanusyiowme PyHKLUMOHaNbHOCTb AOCTYNa K 3aperncTpupoBaHHbIM
CcobbITUAM AN 06bekToB 0O6NAUYHON NNaTOOPMbI:

systemctl start tionix-monitor-api.service

systemctl start tionix-monitor-tionix-listener.service
systemctl start tionix-monitor-nova-listener.service
systemctl enable tionix-monitor-api.service

systemctl enable tionix-monitor-tionix-listener.service
systemctl enable tionix-monitor-nova-listener.service

2. Nepesanyctute Bce cnyx6bl TIONIX ana 3aBepleHns pernctpaunm cepsuca Monitor, a Takxe Be6-

cepgep httpd:

systemctl restart tionix-* httpd
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MpoBepka paboTbl cepBuca

1. MpoBepbTe cTaTyC CEPBUCOB, HanpuMep, tionix-node-control-api:

systemctl status tionix-monitor-api.service

(i) B oTBET BbI LOMKHBI NOMYUYMTb NPUMEPHO Criedyiolee:

e tionix-monitor-api.service - TIONIX Monitor API service

Loaded: loaded (/usr/lib/systemd/system/tionix-monitor-api.service;
enabled; vendor preset: disabled)

Drop-In: /run/systemd/system/tionix-monitor-api.service.d
L—zzz-1xc-service.conf

Active: active (running) since Tue 2021-11-09 21:13:33 UTC; 2min 44s ago
Main PID: 171547 (/usr/libexec/pl)

Tasks: 1 (limit: 204240)

Memory: 83.5M

CGroup: /system.slice/tionix-monitor-api.service

L-171547 /usr/libexec/platform-python /usr/bin/tnx-monitor-api

2. MpoBepbTe cTatyc nopTa cepauca:

ss —tnlp | grep 9363

() OrTBer NOMXeH BbIMMSAETb NPUMEPHO TakK:

LISTEN O 50 10.236.64.231:9363 0.0.0.0:% users: (("/usr/libexec/
pl",pid=171547,fd=5))

MopTt pormxeH ObITb B ctaTyce LISTEN n ponxeH npocnywmBatbCs agpec CeTu ynpasreHus
(mgmt).

BCP3 = Onucanue canna koHdurypaumm Monitor

B onucaHum npouecca no yctaHoBke cepsuca Monitor npennoxeHo cogep)XXmmoe KoHdUrypaumm, Kotopoe
NPEeanoOXeHO COXpaHUTb B YynpaBngioweM ysne no nytm /etc/tionix/monitor.yaml. 9710 cTpaHuua
coAepXuT NoapobHOE onucaHmue aTon KoHdUrypaumm.

Mpy MBMEHEHMUN KOHPUrypaLnum HEOBXOAMMO NepesanycTuTb BCE KOMMNOHEHTLI cepBrca Monitor:

systemctl restart tionix-monitor-x

Tabnuua KkoHdUrypaumnm
(@ HemHoro o dpopmate yaml

®daitn dopmata yaml|'’® kputnuen k otctynam tekcra'’® npu onncannm napametpos. CTpenkoi B MMeHM
napameTpa ykasaH oTcTyn B 4 npobena oT Hauana CTPOKM.

() JNerenpa Tabnuubl gOCTynHa Ha aTOM cTpaHuLe'™O.
Nms napametpa Onucaxue MpumeuaHus

MapameTpbl NOAKMOUEHNS K

DB
6ase JaHHbIX.

178 https:/yaml.org/
179 https:/yaml.org/spec/1.2.2/#61-indentation-spaces
180 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob603HaueHus-table-format-desc
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Nma napameTpa

- NAME

LOG_LEVEL

CEILOMETER_METERS

ENABLE_CEILOMETER_MONI
TORING

ENABLE_ZABBIX_MONITORI
NG

ENABLE_BACKUP

SENTRY

- ENABLED

- LOG_LEVEL

— DSN

MONITOR_API_LISTEN
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OnucaHue

Mwma 6asbl faHHbIX cepBuca
Monitor.

YpoBeHb pgetanusauuu  Oad
BCEX TUMOB XypHasioB. [lo
ymMmonyaHuio: INFO

MeTpukn, wHGOpMauuio ot
KOTOPbIX HeobxoAnmMo
nosyyatb AN XpaHeHus u
BM3yasm3aumm CEpBUCOM
Monitor. O6s3aTeneH, ecnm
BbICTaB/NEH
ENABLE_CEILOMETER_MONITO
RING.

BkntoueHune nosly4yeHus
OaHHbIX ~ MOHWUTOPUHra  C
cepsuca Ceilometer.

BknoyeHune nosyyeHns
JaHHbIX ~ MOHWUTOpUHra  C
cepsuca Zabbix.

BknwoyeHne nosyyeHuns
OaHHbIX no pe3epBHbIM
Konunsam ¢ cepsuca BareOS.

MapameTpsbl nornposaHuns
CoObITWIA, Mpoucxoasime B
cepsuce, C WCMNO/b30BaHNEM
cepsuca Sentry.

BkiitoueHne oTnpaBKky AaHHbIX
MOHUTOPUHIA ” COOBLLEHWI
06 owmnbkKax ygaseHHoOMY
cepsepy Sentry. O6s3aTeneH,
ecnu BbicTaBsieH SENTRY.

YpoBeHb NOrMpoBaHns
COo6bITUIA AN OTNPaBKW.
O6n3aTeneH, ecv BbICTaBEH
SENTRY.

Ha3BaHue MCTOYHMKA AaHHbIX
(DSN'®),
3aperncTprpoBaHHbIl B
yOa/ieHHOM cepsepe  Sentry.
Ob6sa3aTeneH, eciv BbICTaB/EH
SENTRY.

Afpec npocnywimsaHua Ans
API cepsuca Monitor.

181 https:/docs.sentry.io/product/sentry-basics/dsn-explainer/

MpumeuaHns

OcTa/ibHble MapamMeTpbl NOAKMIOYEHUS K
6a3e AaHHbIX 6epyTcs C OCHOBHOrO (haiina
KoHdourypauum TIONIX.

B 0OCHOBHOM, HeobxoaMmo Ansi cbopa
OAHHbIX MOHWUTOPWHIAa W COO0OLWEHNA 06
owmnbKax B yaasleHHbIA cepBuc Sentry.

DSN ochopmAsieTcs No cneaytolleii cxeme:

http(s)://
public_key:secret_key@domain/
project_-id

() Pexomenpyetca NCNo/ib30BaHne
TO/IbKO afjpeca CeTu ynpasneHus.

BCP3 - YctaHoBka u HacTpownka mogynen TIONIX - 146


https://docs.sentry.io/product/sentry-basics/dsn-explainer/

Nma napameTpa
NODE_CONTROL_API_LISTE

N_PORT

MONITOR_API_AUDIT_ENAB
LED

MONITOR_API_LOGFILE

MONITOR_NOVA_LISTENER_
LOGFILE

OTnapgka
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OnucaHue

MopT npocnywmsaHus ans API
cepsuca Monitor.

Bk/itoYeHME XXYPHA/TMPOBAHWS
BCEX  3anpocoB, KOTopble
BLINOSIHAKTCS  Ans Monitor
API.

Myte fo chaitna xypHanos
ANnA 3anpocoB K Monitor API.
Wcnonb3yetcs cepBuUCOM
tionix-node-monitor-api.

MyTb A0 dpalina >XypHasioB
cepBuca MO OTC/IEXMBaHNIO
cobbiTa B cepsuce Nova.
Wcnonb3yetcs cepBuUCcoOM
tionix-monitor-nova-listener.

MpumeuaHns

Heobxogymo BblGpaTb OAWH
yKa3aHHbIX MapaMeTpOB:

3 pAByx

- /dev/stdout, ecnu yctaHoBka
npon3BOANTCS B pamKax peghepeHcHom
apXUTEKTYPbl, B 9TOM Clyyae XypHarnbl
OyaoyT nepeHanpasneHbl B BUPTyanbHOe
ycTtponcteo /dev/stdout. 910 nozsonut
MOMNYyUNTb XXYpPHanbl CUCTEMOWN
ynpaBneHus KOHTeNnHepamu;

- NyTb Ao dparna, eCnun NPOn3BOANTCS
0b6bIYHas yCTaHOBKa, B 3TOM CnyJae
XXypHanbl 6yayT COXpaHeHbl B
yKasaHHOM Mo nyTu channe.

HatnBHasa nognepxka cepsuca Journald Ha
[AaHHbIi MOMEHT OTCYTCTBYET.

HeobxoayMo BblGpaTb OAWH
yKa3aHHbIX NapaMeTpoB:

M3 pAByx

- /dev/stdout, ecrnn yctaHoBKa
MPOU3BOANTCS B PaMKax PeGOEPEHCHOM
apPXUTEKTYPbI, B 3TOM Clyyae XypHansbl
6yLoyT nepeHanpasBneHbl B BUPTyarnbHOE
ycTtponcteo /dev/stdout. 310 nossonut
MOMYYUTb XypPHanbl CUCTEMOW
ynpaBneHus KOHTENHepaMmy;

- nyTb Ao dpanna, ecnv NPOU3BOAUTCS
06b1YHas yCTaHOBKa, B 9TOM Cryuae
XypHanbl 6yayT COXpaHeHbI B
yKa3aHHOM No nyTu cpanne.

HatnBHas nogpepxka cepsuca Journald Ha
[aHHbIi MOMEHT OTCYTCTBYET.

[ns makcMManbHOro NoApOOBHOrO XXYpPHanMpPOBaHUSA OWWOOK MPW BbINOMHEHUM PabOThHl CepBUCa MOXHHO
BKMIOUNTb NOLAEPXKY TPAaCCUPOBOK:

Nma napameTpa

TRACEBACK_ENABLED

OnucaHune

BkitoueHne  Tpaccupku

ONOOK B

MpumeuaHus

hainax

XypHanos. [No ymonyaHuio: False.
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BCP3 = Dashboard

BCP3 - Indpopmaumna o moayne Dashboard

OpenStack Horizon

B coctaBe npoektoB OpenStack umeetca komnoHeHT OpenStack™? Hor'®3izon™4 kotopbit npepoctasnser

dOYHKUMM NaHenu ynpaeneHus obnauyHonm WMHAPAaCTPYKTypol C nomolbio Beb-npunoxenus. basuc.Cloud
paclwmnpun gyHKUMOHaNbLHOCTb BE6-MHTEepdoernca Ans NoAAePXKKM BCEX BOZMOXHOCTEN CBOMX MOAYNEN.

OpenStack Horizon coanepxut B cebe oCHOBHble OYHKLUN yNpaBneHus obnauHon nnatgoopMou:

* ynpaBneHune BuptyalibHbIMKA MallnHaMu;

* ynpaBneHune cetaMn n MmapLlpyTnsaTtopamMu;

* ynpaBneHune 6NOUHbIMK YCTpOVICTBaMI/I;

* ynpaBneHua o6pa3aMV| BUPTYyanbHbIMWN MallHaM;
* ynpaBneHune nonb3oBatenaMm n npoeKkTamn.

Cepsucbl OpenStack MoryT cogepxaTtb gononHUTenbHble nnaruHbl ansa OpenStack Horizon, pacwupsiowmn
CMMUCOK BO3MOXHOCTEN MO yrnpaBneHuio nnatgoopMon.

OpenStack Horizon ncnonbayet nopt 443/TCP u ansetcs Beb-npunoXxeHem.

TIONIX Dasboard

TIONIX Dashboard nobaBnsiet cnepytowme OyHKLMM B BEO-NaHENb:

+ paclupeHHble OYHKLMUM YNpaBneHns runepsmsopamu;

+ ynpasneHune uHdpactpyktypon VDI;

+ MNaHWpoBaHWe 3afay Hag BUPTyanbHbIMU MallMHaMU;

+ NoafepXKKa CUCTEM yrnpaBfieHUs NUTaHNEM BblUMCANTENbHBIX Y3MOB;

+ MCrnpaBneHne 6oMbLIOro KonmyecTsa NPoobnem, KOToOpble UMEIOTCA B OpUrMHansHOM Horizon.
+ npoune pyHKUuMK, npegoctasnsemole moaynamm TIONIX.

[ns nonHoueHHon paboTbl Bcex pyHkuum Dashboard Tpebyetca yctaHoBka cnepytowmx moaynen TIONIX:

—_

BCP3 - NodeControl (cm. cTp. 119) — ANg pacwmpeHuns oyHKUM runepsmn3opos;
2. BCP3 * Scheduler (cw. ctp. 137) — g 3agay nnaHNpPOBaHUS;
3. BCP3 = Monitor (cwm. ctp. 142) = Ana BU3yanuaaumm AaHHbIX NOTPEeOneHns pecypcoB BUPTyanbHbIMM

MallnHaMu;
4. Mogaynb nuueHanpoBaHusa basnc — ang nokasa AaHHbIX NO MMUEH3MM ANa NNaTopPMbI.

BCP3 = OnucaHnue canna koHdurypaumm cepsmca Dashboard

B onucanuu npouecca no yctaHoske cepeuca Dashboard™® npepnoxeHa ctanmaptHas koHdurypauus ans
HacCTPOMKK. DTO CTpaHMLA COAEPXUT NOAPOOHOE ONMCaHNe 3TON KOHQUrypaLumm.
Mpn M3MEHEHUN KOHOUTYpaLMM HEOHXOAMMO NepesanyCcTuTb BEO-CEPBEP U CNYXOY KILWMPOBaHUS:

systemctl restart httpd
systemctl restart memcached

Tabnuua KoHdUrypaumnm

(® Jerenpa Tabnuubl focTynHa Ha ator cTpaquue’,

(O HewmHoro o dhopmate yaml

182 https:/docs.openstack.org/horizon/victoria/

183 https:/docs.openstack.org/horizon/victoria/

184 https:/docs.openstack.org/horizon/victoria/

185 https:/conf.tionix.ru/x/KoCBCg

186 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob603HaueHus-table-format-desc
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®ainn dopmara yam!®’

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

KPUTUUEH K OTCTyNam TekcTa'®® npu onncanum napametpos. CTPEnkoi B UMEHN

napameTpa ykasaH otcTyn B 4 npobena oT Hauana CTPOoKK, a MeXAy CTpenkamu ykasaHa CBA3b Mexay
POANTENBCKUM U KOHEUHBIM NapaMeTPOM.

Mapametp

YpoBeHb

OnucaHue

J10rMpoBaHuA.

3Ha4YEeHNA:

LOG_LEVEL .

3HayeHus

DEBUG;
INFO;
WARNING;
ERROR;
CRITICAL.

PEerncTpoHesaBUCMMbIMI.

HacTpoitkm pana asTopu3aumn B cnyxobe

Keystone, rage:

KEYSTONE .

NEUTRON_VERSION

auth_url - agpec cepsuca Keystone;
auth_version - Bepcus Keystone: 2
mnun 3;

auth_user - NOrMH Nnonb3oBaTeny;
auth_password - naponb
nonb3oBartens;

auth_tenant - Ha3zBaHWE NPOEKTS;
compute_service_name - Ha3BaHune
cnyx6bl Compute;
volume_service_name - Ha3BaHne
cnyx6sbl Volume;
network_service_name - Ha3BaHUe
cnyx6bl Neutron;
identity_service_name - Ha3BaHune
cnyx6bl Keystone.

Bepcusa knneHTa: 2.

HacTpolikn 6a3bl faHHbIX, rae:

ENGINE - TMn 6a3bl AaHHbIX;

« USER - nonb3oBaTtenb 6a3bl AaHHbIX;

DB

PASSWORD - mapornb 6a3bl AaHHbIX;

+ HOST - XOCT, Ha KOTOPOM 3anyLleHa

6a3a gaHHbIX;
PORT — NopT cepBepa ¢ 6a30i OaHHbIX;

« NAME - Ha3BaHuWe 6a3bl aHHbIX.

HacTpoiikv norupoBaHus Sentry, rae:

SENTRY

187 https:/yaml.org/

ENABLED - ®nar, oTBevalowmnn 3a
oTnpaBKy coobLeHun ob ownbkKax B
Sentry. Bo3MOXHbIe 3HaueHus:

« True;

False.

3HaueHus aBnsTCA
PErncTpoOHE3aBUCUMBbIMMN.
DSN - Aapec cepsepa Sentry,
COOEepPXUT KIou Nonb3oBaTens 1
MAEHTUdOMKATOP NPOEKTa;
LOG_LEVEL - YpOBeHb NOrnpoBaHns B
Sentry. 3HaueHuns ABNAIOTCH
PErncTpoOHE3aBUCUMBbIMMN.

188 https:/yaml.org/spec/1.2.2/#61-indentation-spaces

JocTtynHble

ABNAKTCA

3HaueHne no ymonuyaHuio

INFO

auth_url - http://
localhost:5000;
auth_version - 3;
auth_user - admin;
auth_password - admin;
auth_tenant - admin;
compute_service_name
- compute;
volume_service_name -
volumev2;
network_service_name
- network;
identity_service_name
- identity.

ENGINE -
django.db.backends.my
sql,;

USER - tionix;

PASSWORD - password,;
HOST - localhost;

PORT — 3306;

NAME - tionix_dash.

False;

— Agpec BHyTpeHHero
cepsepa Sentry;
CRITICAL.
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Mapametp OnucaHue 3HaueHne no ymonuyaHuio

AKTUBaUMA BKNagkn «CeTeBble MOSIUTUKA

QoS». BO3MOXHblE 3HAYEHUA:
ENABLE_QOS False
« True;

+ False.

3HaueHve no yMO4aHuIo ans
MWHUMaS/IbHOTO  KOJIMYECTBA  Pe3epBHbIX
BUPTYa/IbHbIX MalivH npu cosgaHun VDI
npoekTa.

MIN_RESERVE_VM null

HacTtpoiika pocTtyna bo Moayns
NNLEH3npoBaHuA Mo NonHTam. YkasbiBaeTcs

POINT_METER_API_URL ajgpec y3na c yCTaHOB/MIEHHbIM  null
TIONIX.PointMeter. Mpumep: http://
127.0.0.1:9367/.

MNoporoBsoe 3Ha4veHue. YctaHaBnnsaet
KONMYeCTBO MNOMNbITOK NMOAKMHOYEHNA ANCKA K = 40
VDI-mawunHe.

VOLUME_ATTACH_MAX_RETRIE
S

OTnapgka

[ns MakcMManbHOro NoApOOBHOrO XXypPHanMpPOBaHUA OWWOOK MPW BbINOMHEHUM PabOThbl CepBMCa MOXHHO
BKMIOUNTb MOAAEPXKY TPAaCCUPOBOK:

MNma napameTpa OnucaHue MpumeuaHus

BkiloueHne Tpaccupky owmMboK B dhalinax XypHaos.

TRACEBACK_ENABLED
Mo ymonuaHwutio: False.

BCP3 * YcTaHOBKa Beb-naHenun Horizon

- YcTaHoBKa (cwm. cTp. 150)
+ BknioueHune wncpoBaHusa Beb-naHenu (cm. ctp. 155)
- Tabnuua KoHdourypaumm (cwm. crp. 156)

« Horizon (cm. ctp. 156)

o BaxHo

MNepen yctaHoBkon TIONIX Dashboard HeobxoOMMO yCTaHOBUTbL MaHenb ynpaBneHus Horizon
(Dashboard).

YcTaHOBKa

1. Onsa pabotbl OpenStack Horizon Tpebyetcs HacTpoeHHbIn Beb-ceprep Apache. Ecnu Horizon
3anyCcKaeTcsi BMECTe C CEepBMUCaMU, KOTOPLIE YXE UCNONb3YIoT Beb-ceprep Apache, TO 4ONOMNHUTENBHOWN
HacTpounku camoro Beb-cepsepa He Tpebyetcs. [pu 3anycke B OTAENLHOM y3Me yCTaHOBUTE BEO-
cepsep Apache:

dnf -y dinstall httpd

2. YctaHoBUTE nakeT ¢ Beb-naHensto Horizon:

dnf -y dinstall openstack-dashboard

® MyTn KoHbMrypaumu:
. /etc/openstack-dashboard - obwuin katanor kKOHUrypaumu;
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- /etc/openstack-dashboard/local_settings - ocHOBHOM chann KOHUrypaumm
Horizon.

3. Bkniouute cnepyiowme HaCTpoOnKM B OCHOBHOW dbann KoHdourypauum (onmcaHue (cw. ctp. 156)).
KoHdpurypauums Horizon:

import os
from django.utils.translation import ugettext_lazy as _
from openstack_dashboard.settings import HORIZON_CONFIG

# MapameTpbl Django

WEBROOT = "/dashboard"

ALLOWED_HOSTS = ['DOMAIN1', 'DOMAIN2']

LOCAL_PATH = '/tmp'

SECRET_KEY='SSECRET_KEY'

EMAIL_BACKEND = 'django.core.mail.backends.console.EmailBackend'

# MapameTpbl NogkAyYeHna Kk OpenStack
OPENSTACK_HOST = "controller"
OPENSTACK_KEYSTONE_URL = "http://controller:5000/v3"

OPENSTACK_API_VERSIONS = {
"identity": 3,

"image": 2,

"volume": 3,

}

OPENSTACK_KEYSTONE_MULTIDOMAIN_SUPPORT = True
OPENSTACK_KEYSTONE_DEFAULT_DOMAIN = "Default"
OPENSTACK_KEYSTONE_DEFAULT_ROLE = "user"

POLICY_FILES_PATH = "/etc/openstack-dashboard"

# TODO: HyXHO nepeHecTu B pasgen c WgpoBaHNEM .
# CSRF_COOKIE_SECURE = True
# SESSION_COOKIE_SECURE = True

# [NapameTpbl XypHanmposaHus

DEBUG = False

LOGGING = {

'version': 1,

'formatters': {

'console': {

"format': '%(levelname)s %(name)s %(message)s'
1,

'operation': {

# The format of "%(message)s" is defined by
# OPERATION_LOG_OPTIONS['format']

'format': '%(message)s’
1,

1,

'"handlers': {

"null': {

'"level': 'DEBUG',

'class': 'logging.NullHandler',

1,

'console': {

# Set the level to "DEBUG" for verbose output logging.
'"level': 'DEBUG' if DEBUG else 'INFO',

'class': 'logging.StreamHandler',
'formatter': 'console',
1,

'operation': {
'level': '"INFO',

'class': 'logging.StreamHandler',
'formatter': 'operation',

1,

1,

'loggers': {
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"horizon': {

'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,
"horizon.operation_log': {
"handlers': ['operation'],
'"level': 'INFO',
'propagate': False,

1,
'openstack_dashboard': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'novaclient': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'cinderclient': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'keystoneauth': {
'"handlers': ['console'],
'"level': 'DEBUG',
'propagate': False,

1,

'keystoneclient': {
'"handlers': ['console'],
'"level': 'DEBUG',
'propagate': False,

1,

'glanceclient': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'neutronclient': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'swiftclient': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'oslo_policy': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'openstack_auth': {
'"handlers': ['console'],
'level': 'DEBUG',
'propagate': False,

1,

'django': {

'"handlers': ['console'],
'"level': 'DEBUG',
'propagate': False,

1,

'django.db.backends': {
"handlers': ['null'],
'propagate': False,

BCP3
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1,

'requests': {
"handlers': ['null'],
'propagate': False,
1,

'urllib3': {
"handlers': ['null'],
'propagate': False,
1,
'chardet.charsetprober': {
"handlers': ['null'],
'propagate': False,
1,

'is08601': {
"handlers': ['null'],
'propagate': False,
1,

'scss': {

"handlers': ['null'],
'propagate': False,
1,

1,

}

# Cnucok cTaHgapTHbIX rpynn 6e3onacHocT B Hor1izon
SECURITY_GROUP_RULES = {
"all_tecp': {

'name': _('All TCP'),
"ip_protocol': 'tcp',
"from_port': '1',
'"to_port': '65535',

1,

'all_udp': {

'name': _('All UDP'),
"ip_protocol': 'udp',
"from_port': '1',
'"to_port': '65535',

1,

"all_dicmp': {

'name': _('All ICMP'),
"ip_protocol': 'dicmp',
"from_port': '-1',
'"to_port': '-1"',

1,

'ssh': {

"'name': 'SSH',

"ip_protocol': 'tcp',
"from_port': '22',
'"to_port': '22',

1,

"smtp': {

'name': 'SMTP',
"ip_protocol': 'tcp',
"from_port': '25',
'"to_port': '25',

1,

'dns': {

'name': 'DNS',
"ip_protocol': 'tcp',
"from_port': '53',
'to_port': '53',

1,

"http': {

'name': 'HTTP',
"ip_protocol': 'tcp',
"from_port': '80"',
'to_port': '80',

1,

BCP3
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"pop3': {

'name': 'POP3',
"ip_protocol': 'tcp',
"from_port': '110',
'"to_port': '110',

1,

"imap': {

'name': 'IMAP',
"ip_protocol': 'tcp',
"from_port': '143"',
"to_port': '143"',

1,

'"ldap': {

'name': 'LDAP',
"ip_protocol': 'tcp',
"from_port': '389',
'"to_port': '389"',

1,

"https': {

"'name': 'HTTPS',
"ip_protocol': 'tcp',
"from_port': '443"',
"to_port': '443"',

1,

"smtps': {

'name': 'SMTPS',
"ip_protocol': 'tcp',
"from_port': '465',
'"to_port': '465"',

1,

"imaps': {

'name': 'IMAPS',
"ip_protocol': 'tcp',
"from_port': '993',
"to_port': '993"',

1,

"pop3s': {

'name': 'POP3S',
'ip_protocol': 'tcp',
"from_port': '995',
"to_port': '995',

1,

'ms_sql': {

"'name': 'MS SQL',
"ip_protocol': 'tcp',
"from_port': '1433',
"to_port': '1433',

1,

"mysql': {

'name': 'MYSQL',
'ip_protocol': 'tcp',
'from_port': '3306',
'"to_port': '3306"',

1,

'rdp': {

'name': 'RDP',
"ip_protocol': 'tcp',
'from_port': '3389',
'"to_port': '3389',

1,

}

4. TepesanycTtute Beb-cepBep Apache:
systemctl restart httpd

5. Beb-naHenb no ymonuaHuio 6yaer 4OCTynHa no nyTu, OTKponTe ero uepes seb-o6paysep:
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http://controller/dashboard

MNpn ykazaHWM OOMEHHOrO MMEHU YyOEeaUTECh, UTO 3Ta UMS PE3ONBUTCS B YKa3aHHOM B K/IMEHTE
DNS. NHaue Bocnonb3ynTtech NnoaknoueHnemM vepes IP-agpec.

BknioueHue wudposaHns Beb-naHenu

1. Ykaxxute koHdourypaumio ans seb-cepsepa Apache no nytn /etc/httpd/conf.d/openstack-

horizon.conf .
KoHdourypaumsa Apache:

ServerName controller
ServerRoot "/etc/httpd"
Include conf.modules.d/*.conf
User apache

Group apache

LoglLevel warn

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\""
combined

ErrorLog /dev/stderr

CustomLog /dev/stdout combined
TypesConfig /etc/mime.types
AddDefaultCharset UTF-8
EnableSendfile on

<Directory />
AllowOverride none
Require all denied
</Directory>

SSLProtocol all -SSLv3 -TLSvl -TLSvl.1

SSLCipherSuite ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256-
GCM-SHA384

SSLHonorCipherOrder off

SSLSessionTickets off

AddOutputFilterByType DEFLATE text/plain text/html text/xml text/css text/
javascript application/xml application/javascript application/json image/
svg+xml

Listen 80
Listen 443

<VirtualHost *:80>
Redirect permanent / https://controller/
</VirtualHost>

<VirtualHost *:443>

WSGIDaemonProcess dashboard

WSGIProcessGroup dashboard

WSGIScriptAlias / /usr/share/openstack-dashboard/openstack_dashboard/wsgi.py
WSGIApplicationGroup %{GLOBAL}

Alias /static /usr/share/openstack-dashboard/static

SSLEngine on

SSLCertificateFile certs/cert.pem

SSLCertificateKeyFile certs/privkey.pem

Protocols h2 http/1.1

<Directory /usr/share/openstack-dashboard/openstack_dashboard>
Options All

AllowOverride All

Require all granted

</Directory>

<Directory /usr/share/openstack-dashboard/static>

Options All
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AllowOverride All
Require all granted
</Directory>
</VirtualHost>

(@ VHpopmauus o koHdurypaumy Beb-cepsepa onncaHa B 9101 YacTy (cw. cTp. 45) PykoBoAcTBa.
2. TNocne BKNOYEHUS 3TOM KOHOUIypauumm nepesanyctute Beb-cepsep:

systemctl restart httpd

() MNepesanyck oHUTa httpd MOXeT ANUTLCS HEKOTOPOE BPeMs 13-3a PaboTbl C CTAaTUUECKUMM

dannammn Beb-naHenu.

3. Y6enutecs, Uto WNGPOBaHHbIE COEAUHEHNS AOCTYMHbLI N0 NOpTy 443, Hanpumep, KoMaHaow curl:
curl -v https://controller:443
A Ecnv ceptndoukaT caMonoanuCaHHbIn, TO yKaxure:

+ napameTp -k, B aTOM cnyvae Bepudonkauma ceptudonkarta Oyaet BbIKIOUEHS;
- unu napametp --capath go cdanna CA Bawero ueHTpa ceptndomnkaumm.

o CDYHKLI,I/IOHVIpOBaHI/Ie NPOAYKTUBHbIX Cpen C camonoannCaHHbIMA CepTI/ICbI/IKaTaMI/I ocbmumaano
HE nogaepXxmBaectca.

4. C nomoulbio Beb6-6paysepa 3arpysuTte cTpaHuLy Beb-naHenu.

Tabnuua KoHdUrypaumnm

Horizon

® MyTb oo KoHdurypaumm: /etc/openstack-dashboard/local_settings

(® Jerenpa Tabmuubl foCTynHa Ha aToM CTpaHuue’®,

Nms napametpa OnucaHue MpumMeuaHus

JTOT (paitn pakTUYeckn SIBASETCA KOAOM Ha
BcTpoeHHble

import Aa3blke Python. 3aecb 3arpyxarkTcss MOAy/u,
MEXaHW3Mbl 3arpysku o
from = Heobxoanmble AN KOPPEeKTHOW 06paboTkm
mogaynei Python. . .
¢harina KoHpurypaumm KOMNOHEHTOM Horizon.
KopHeBoin nyTb g0
WEBROOT 0ObEKTOB BEO-
naxenw.
XpaHeHne >KypHasioB Horizon 3aBUCAT OT
BknoueHne pexuma
DEBUG HaCTPOEK XypHa/mpoBaHus  Beb-cepBepa.

oTnaaku ansi Horizon. o .
aakn i Asnserca napameTpom pperimBopka Django.

189 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob603HaueHus-table-format-desc
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Nma napameTpa

ALLOWED_HOSTS

LOCAL_PATH

SECRET_KEY

EMAIL_BACKEND

OPENSTACK_HOST

OPENSTACK_KEYSTONE_URL

OPENSTACK_API_VERSIONS

OPENSTACK_KEYSTONE_MULTIDO
MAIN_SUPPORT

OPENSTACK_KEYSTONE_DEFAULT_
DOMAIN

OPENSTACK_KEYSTONE_DEFAULT_
ROLE
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OnucaHue

Pa3pelueHHble

[OMEHbI ans
NoAK/TOHEHUSA K
Horizon.

MyTe [0 NOKasbHbIX
pecypcoB Moayns.

YHukanbHas
KOMOBUHaLns
WHCTaNNsuun
KOMIMOHEHTA.

BknioueHne 63keHaa
4N OTNpaBKW nMcemM
3/1EKTPOHHON NOYTHI.

MNepemeHHasn aona
ajpeca cepsuca
Keystone.

MonHbin  URL A
noAKyeHns K
Keystone.

YkazaHue Bepcuii
pasnnyHbIX API

cepsucos OpenStack.

BkntoueHne
noaaepXku
HECKO/IbKNX
[OMEHOB, CO3AaHHbIX
B cepBuce Keystone.

Vicnonb3yemblii
JoMeH Keystone 1o
YMOJTHaHUIO.

Wcnonbsyemana  pnsa
nosib3oBatesieil posb
Nno yMOn4aHuio.

190 https:/docs.djangoproject.com/en/3.2/topics/signing/
191https:/github.com/openstack/horizon/blob/5e4cala9fdecO4db08552e9e93fe372b8b8b45ae/doc/source/configuration/

settings.rst#available-regions

9 https:/conftionixru/pages/viewpage.action?

MpumeuaHus

B 3TOT CAMCOK MOXHO [06aBUTb KMMeEHa
OOMEHHbIX MMEH, KOTOpble CMOMyT MOyYnTb
poctyn K Be6-naHenn. MoxHO [06aBUTb
HECKO/IbKO WMEH, 0ChOPMJ/IEHHBIX KaK CNCOK B
Python.

() AprymeHT "' (BMECTE C KaBblYKamu)
NMO3BOJIUT MNOAK/IOYMTBCA CO  BCEX
[OMEHHbIX UMEH.

AsnseTcsa napameTpom dpelrimBopka Django.

Ans  Kpuntorpaduyeckoi
, lapameTp peiimBopka Django.

Vicnonb3syetcsa
noanmcm'°

Mo ymonyaHuio nucbma, reHepupyemble BeG-
naHesiblo, OTNPAaB/SATCS B CTaHAAPTHON BBOA,
TepMuHana.

JTa nNepemMeHHas WCMOMb3yeTcs  ApYrMu
NepeMeHHbIMM B KOH(UIypauun, Hanpumep,
OPENSTACK_KEYSTONE_URL. Cama
nepeMeHHasi npy MOAK/IOYEHUN K CEPBUCY
Keystone He UCMO/b3YyeTCs.

MapameTp OPENSTACK_HOST HY>XHO
MCMNOMb30BaTb MPU Ha/IMUYMM TOSIbKO OFHOrO
pervoHa B ob6nayHoin nnatrdopme. Ecnu
permoHoB  6onblle, TO  BOCMOMb3YWTECH
napameTpom AVAILABLE_REGIONS™',

Heobxogumo  ana  fgoMeH-crneungnyHbIX
npaiisepos’®?, HacTpauBaembix B cepsuce
Keystone.

Vicnonb3ayetcs npu [06aBIeHNN

nonb3oBartesis B MNPOEKT 4epe3 BebG-naHesnb
6e3 yKasaHus posnu.

pageld=324010190#BCP3-/cnonb3oBaHnecBs3aHHbIXCAOMEHOMCUCTEMXPaHEHUs laHHbIXMoNb3oBaTenen-ks-domain-specific-drivers
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Nma napameTpa

CSRF_COOKIE_SECURE

SESSION_COOKIE_SECURE

POLICY_FILES_PATH

SESSION_ENGINE

CACHES

TIME_ZONE

LOGGING

SECURITY_GROUP_RULES
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OnucaHue

Mepepavya  AaHHbIX
CSRF TOMbKO 4epes
WndpOBaHHbI

kaHan. O6ssarenen,
€Ccnu BKoYeH HTTPS.

Mepepavya  gaHHbIX
ceccuii ToNbko yepes
LWncppoBaHHbIii

kKaHan. O6s3areneH,
€C/IM BK/IHoUEH HTTPS.

MyTb po dhaiinos
ponesoi mogenu ans
Horizon.

MeTop, XpaHeHus
JaHHbIX ceccunm Ha
CTOpPOHe cepBepa.

JaHHble CUCTEMDI
KaLInpoBaHuA.

YacoBoii nosic no
YMO/TYaHUIO.

PacLlunpeHHble
napameTpsbl
NOrrMpoBaHus YacTei
Be6-naHenu.

Mpepnaraemble pna
[ob6aBneHns
3Ha4YeHus npasun
6e3onacHocTK.

BCP3 - YcTtaHoBka moayna Dashboard

1. YctaHoBWTE nakeTa MOAynNs:

dnf -y dinstall python3-tionix_dashboard

(@ CraHpapTHble NyTU KOHUIypaLnu:

MpumeuaHus

OrpaHuumsaeT nepegady CSRF'®®  cookie
TONbKO 4epe3 npoTokon HTTPS. Asnsertcs
napameTpom gpeiimsopka’® Django.

OrpaHuuMBaeT nepepady session cookie'®®
TONbKO 4epe3 npoTokon HTTPS. dAensetcs
napameTpom hpelimBopka Django.

Y Be6-naHes M MMeKTCS CBOW HacCTpOlikM Ans
pasnuuHbix ponein (ainbl policy.yml) n oHu
MOryT He coBmagatb C TeMm, 4TO
npefoctasnseT Keystone. B OCHOBHOM OHW
NCNO/b3Y0TCA ans 6onee TOHKOTO
ynpaeneHns QyHkuuaMuM B Beb-maHenwu,
JOCTYMHbIX 06bIYHLIM NO/Ib30BATENAM.

Mpennaraemasi HacTPOiKa XPaHWUT AaHHble
Ceccumn B CUCTEME KILLIMPOBaHUSI.

& Tlpn 04nNCTKE [aHHbIX B cuUcTeMe
K3LWMPOBaHNA BCE YCTaHOB/IEHHbIE
ceccumn ByayT 3aBepLUEHbI.

Bnnser Ha nokasbiBaemoe BpeMs A
0OBEKTOB B BEO-NMAHENN.

Monb3oBaTeNlb  MOXET MOMEHATb YacOBOA
NnosAC B HaCTpOVIKaX akKKayHTa.

fBnseTcsa napameTpoM dpeimBopka Django.

BnnsieT Ha CNMCOK AOCTYMHbIX YCNOBWIA MpK
[o6aBneHnn npasuna B rpynne
6e30MacHoOCTH.

. Jetc/tionix/dashboard.yaml - ocHoBHOWM chann KoHdUrypaumm.

® https:/ru.wikipedia.org/wiki/

%DO0%9C%D0%B5%D0%B6%D1%81%D0%B0%D0%B9%D1%82%D0 %BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%
D0%B4%D0%B5%D0%BB%D0%BA%D0%B0O_%D0%B7%D0%B0%D0%BF%D1%80%D0%BE%D1%81%D0%BO
194 https:/docs.djangoproject.com/en/3.2/ref/csrf/
195 https:/docs.djangoproject.com/en/3.2/topics/http/sessions/#using-cookie-based-sessions
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2. Bann /etc/openstack-dashboard/local_settings nob6aBbTe HEOHGXOOMMbIE CUCTEMHBIE
napamMeTpbl:
try:
from tionix_dashboard.settings import x

except ImportError:
pass

AUTHENTICATION_BACKENDS = [

"tionix_dashboard.auth.backend.TionixKeystoneBackend'

]

3. HacTpowTe KOHUrypaumoHHbin chann /etc/tionix/dashboard.yaml. B pedepeHcHom apxuTekType
ncnonb3yetcs cneaylolas koHdurypaums s popmate YAML 96

® 9TO TONbKO yacTb KOHMUrypauuu, UCnonb3yembin Tonbko Ana komnoHeHta TIONIX Dashboard.
MobanbHble HaCTPONKK XpaHATCcs B panne /etc/tionix/tionix.yaml.

DB:

ENGINE: 'django.db.backends.mysql'

NAME: 'tionix_dash'

NEUTRON_VERSION: 2

KEYSTONE :

network_service_name: 'network'
identity_service_name: 'didentity'
MIN_RESERVE_VM: null
VOLUME_ATTACH_MAX_RETRIES: 40
POINT_METER_API_URL: http://tnx-pm.k8s_domain_name:9367/
BLOCKED_ROLES: ['openstack.roles.vdi-user']

OnucaHne napaMeTpoB:

(® Jerenpa Tabnuubl fOCTYNHa Ha sToM cTpaHuue'™.

Nmsa napametpa OnucaHue MpumeyvaHus
DB Fno6anbHble napameTpbl 6a3bl
OaHHbIX KOMMNOHEHTA.
django.db.backends.mysql ABNAETCA
— ENGINE [BVXOK K 6a3e gaHHbIX. YHUBEpPCa/bHbIM ApaiiBepoM, KOTOpPbIl
nogxogut n gna CYB/[ MariaDB.
- NAME Vims 6a3bl AaHHbIX KOMMOHEHTA.
KEVSTONE MapameTpbl  NOAKMHYEHNA K
cepBucy Keystone.
- Ha3sBaHne TOukM BXxoga [Ans

network_service_name  cepsuca Neutron.

- HasBaHne TOukM Bxoga [Ans
identity_service_name cepsuca Keystone.

MuHuMansHoe KonuyectBo  HacTpoiika pe3epBrpoBaHnA BM

MIN_RESERVE_VM pe3epBupyemMbix BM. BbInosiHsaeTcsa B cepsuce NodeControl.

196 https:/en.wikipedia.org/wiki/YAML
197 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob03HaueHus-table-format-desc
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10.

1.

12.
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Nma napameTpa OnucaHue MpumeuaHuns
VoLuwE ArTack wax_ MECe | onmecrao
RETRIES A A

VDI-mawmHe.

Appec K cepsucy BCP3 -

POINT_METER_API_URL .
Pointmeter (cm. cTp. 161).

3anycTute kKomaHay cbopa CTaTUUHbIX PECYPCOB AN OOHOBNEHUS AaHHbIX NO rpadonyeCcKnmM
aneMeHTam:

python3 /usr/share/openstack-dashboard/manage.py collectstatic
Bonaute B okpyxenne CYB/[ MariaDB:
mysql -u root -p
Coszpante 6a3y aaHHbIX tionix_dash:
CREATE DATABASE tionix_dash;
MNpepnocTtaBbTe NpaBa AOCTyNa K aTon 6a3e faHHbIX NonNb3oBaTento tionix:
GRANT ALL PRIVILEGES ON tionix_dash.x TO 'tionix'@'localhost' IDENTIFIED BY
'"TIONIX_PASS';
GRANT ALL PRIVILEGES ON tionix_dash.x TO 'tionix'@'%' IDENTIFIED BY 'TIONIX_PASS';
Beimagunte n3 ceccun CYB/;
exit;
Cospante CTpyKTypy 6a3bl AaHHbIX:
openstack tnx db migrate -n tnx_dashboard
MNepesanyctute BCce cepBuckl TIONIX:
systemctl restart tionix—x

MNepesanyctute cepaucel Beb-cepBepa Apache 1 cuctemsl kawWmMpoBaHng memcached:

systemctl restart httpd
systemctl restart memcached

Bownawute B Beb6-naHens, nponanTe ayTeHTMdmKaumio u npoBepbTe Hanuune nyHkTa meHio "TMOHUKC" B
neBoM 6OKOBOM MEHIO.

Ha atom nepsunuHas HacTpoika koMnoHeHTa TIONIX Dashboard 3aBeplueHa.

YctaHoBka Tembl TIONIX

YcTaHOBKa TeMbl He aBndeTcs obasatenbHbiM waroM HacTporkn TIONIX Dashboard. OcHoBHOWM 3agauent TeMbI
fBNAeTca O6peHauHr Be6-naHenu um MCnonb3oBaHMe (PUPMEHHOrO LBeTa B UHTepdence, PyHKLMOHaMNbHbIX
W3MEHEHUN HET.

1.

2.

3.

YcTaHOBUTE NakeT C TEMOW:

dnf -y dinstall python3-tionix_dashboard_theme
B dpann /etc/openstack-dashboard/local_settings pobaBbTe 3arpysky TeMb:

try:

from tionix_dashboard_theme import x
except ImportError:

pass

3anycTute kKomaHay cbopa CTaTUUHbIX PECYPCOB AN OOHOBNEHUS AaHHbIX NO rpadonyeCcKnmM
aneMeHTam:
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python3 /usr/share/openstack-dashboard/manage.py collectstatic
4. TNepesanyctute cepsuchbl Beb-cepeepa Apache n cucTeMsl KaWnpoBaHns memcached:

systemctl restart httpd
systemctl restart memcached

5. Bonaute B Be6-naHenb 1 ybeanTechb B CMEHE LIBETOBOWM CXEeMbl MHTEpdpenca npurnaleHns Ha Bxoa u
nameHeHus norotuna OpenStack Ha norotun basuc.

BCP3 - Pointmeter

BCP3 * lHdpopmaums o cepsuce PointMeter

TIONIX Pointmeter - 310 cepBUC, KOTOPLIN FEHEePUPYET OTUETHYIO MHOPMaUNIO NO NOTPEBNEHNIO PecypCcoB
obnayHom NnatPopMbl B pamkax KOHKPETHOro npoekTa M nepenaér ero NoCTaBLUMKY YCNYr WM 3aka3uuky
uepes CpencTBa anekTpoHHOM nouTtkl. [laHHble Pointmeter wudopyiotcs ¢ ucnonb3osaHmeM npotokona GPG un
NPEVMEHEHNEM aCCUMETPUYHOrO WNGPOoBaHKa (MO yMonuaHuio, Ha 6a3e anroputmos AES).

KoMnoHeHTbl cepBuca Pointmeter
Pointmeter peanusoBaH B BUAe eAnHOro cepeuca, 3anyckaemoin yuepes systemd:

- tionix-point-meter-api - peanusyert n npegoctasnsaet cereBon goctyn K Pointmeter API.

Kpatkas nicpopmauus o pabote cepsuca

Pointmeter BkpaTtue paboTaet cnegyowmm obpasom:

1. 3aka3umky obnauHbIxX yCnyr, €Cnv aTo Heo6XoANMO, NPEAOCTaBNAETCA OTKPbITbIN KMoy GPG, ¢ noMowbio
KOTOpoOro 6yayT 3alinMdppoBaHbl AaHHbIE OTUETa. 3aKpblTas YacTb Krova OCTaétcs y nocTaBLinKa yCnyr.

2. Cepsuc obpauaercs B cepsuc OpenStack Nova ana nonyuyeHus otueta o notTpebneHmm pecypcos B
dopmate CSV.

3. 9710 chann CSV wndppyeTca OTKPLITbIM KITIOUYOM.

4. TlonyyeHHbIN 3aWNdPOBaHHbIN dhann OTNpPaBnAeTcCs No CPeACcTBaM 3NEKTPOHHON NOUTbI NOCTaBLUMKY

yCnyr.
5. MNocTaBLMK yCnyr C MOMOLLbIO 3aKPbITOrO Kntova pacmdpoBbIBAET NOMYyYEHHbIE AaHHbIE 1 NonyJyaeT
nHdopmaumio o notTpebneHmn. bes 3akpbITOro Kniova pacwmndpoBka AaHHbIX HEBO3MOXHA.

BCP3 - YctaHoBka cepsuca TIONIX Pointmeter

HacTtponka okpyxeHus

Mepen caMom yCTAHOBKOM CEPBUCA HY)XHO MNpeaBapuTeNlbHO HACTPOUTb  HEKOTOPblE  KOMMOHEHThI
NHAPACTPYKTYPbI.

@ CM. Takxe: Pasgen ¢ npeaBapuTensHON HacTponkon okpyxeHus ang mogynen TIONIX (cm. ctp. 113).

YctaHOBKa Mo aynsa

1. YcTtaHOBWTE NnakeT MOAyNs:

dnf -y dinstall python3-tionix_point_meter

(@ WHdopmauus
MyTn KOHUrypaumm:
. /etc/tionix — OCHOBHOWM KaTanor KoHdurypaumu;

- Jetc/tionix/tionix.yaml — ocHOBHOW dhbann KoHdUrypaumm;

- Jetc/tionix/point_meter.yam |- cann koHdburypaumm cepsuca PointMeter.

2. BeinonHute nepBUYHYIO nHMUmnanmnsaumio Mmoaynsa:
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openstack tnx configure -n tnx_point_meter
3. Ncnonb3ynte aTy KOHMUrypaumio no nytn /etc/tionix/point_meter.yaml:

DEBUG: True

MAIL_SERVER: smtp.yandex.ru
MAIL_PORT: 587

MAIL_USE_TLS: True
MAIL_USE_SSL: False
MAIL_USERNAME: test@yandex.ru
MAIL_PASSWORD: '"**xkx**x'
MAIL_ASCII_ATTACHMENTS: True
TIONIX_MAIL: 'points@tionix.ru'
CRON_SCHEDULE: '® 3 1 */1 x'
TIME_ZONE: 'Europe/Moscow'

4. B dpann koHpurypaumm TIONIX Dashboard no nytn /etc/tionix/dashboard.yaml ykaxute agpec
cepsuca PointMeter nobaeneHnem cneayiowen kKoHdUrypaumu:

POINT_METER_API_URL: http://127.0.0.1:9367/

OuHanmnaauuns YCTaHOBKN

1. 3anyctute cepsuc PointMeter:

systemctl enable tionix-point-meter-api.service
systemctl start tionix-point-meter-api.service

2. Nepesanyctute Bce cnyx6sl TIONIX ana pernctpaunn cepsuca PointMeter:

systemctl restart tionix—-*

BCP3 = Onucanune danna koHdpurypaummn Pointmeter

B onucaHumn npouecca no yctaHoBke cepsuca Pointmeter npennoxeHo cofepXXmmoe KoHUrypawmm, Kotopoe
NPEennoXeHO COXPaHWUTb B yNpaBnsaioweM y3ne no nytm /etc/tionix/pointmeter.yaml. 310 cTpaHuua
coAepXuT NoapobHOe onucaHne aTon KoHdUrypaumm.

Mpy MBMEHEHMMN KOHPUrYypaLnum HEOBXOAMMO NepesanycTuTb BCE KOMMNOHEHTLI cepBuca Pointmeter:

systemctl restart tionix-pointmeter-x*

Tabnuua KoHdUrypaumnm

(i HemHoro o dopmate yaml

®ann dopmata yaml'® kputuuen k orctynam tekcta'®® npu onucanunm napametpos. Ctpenkon B

MMEHU NapaMeTpa ykadaH OTCTyn B 4 rlpo6ena OT Hayvana CTpOKW.

® no yMOnuaHuio napaMeTpbl normposaHusa Pointmeter 6epét us ocHoBHoro chawna koHdwurypaumm /

etc/tionix/tionix.yaml.

() JNereHpa tabnuubl gOCTynHa Ha aTOM cTpaHunue?°C.

198 https:/yaml.org/
199 https:/yaml.org/spec/1.2.2/#61-indentation-spaces
200 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob603HaueHus-table-format-desc
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Nma napameTpa

DEBUG

MAIL_SERVER

MAIL_PORT

MAIL_USE_TLS

MAIL_USE_SSL

MAIL_USERNAME

MAIL_DEFAULT_SENDE
R

MAIL_PASSWORD

MAIL_ASCII_ATTACHME
NTS

TIONIX_MAIL

TIONIX_CLIENTS

CRON_SCHEDULE

TIME_ZONE

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHue
BkntoueHne pexvmMa nogo6Horo
XYPHa/IMpOBaHMs.

Afpec SMTP-cepBepa, C MNOMOLLbO
KOTOPOro GyAeT OTnpaB/eHo NMCbMO.

MopT SMTP-cepBepa.

BkitoyeHne WwndpoBaHusa ¢ NOMOLLbIO
npotokona TLS.

BK/tOUEHME LLINGIPOBAHMSI C MOMOLLbIO
npoTtokona SSL.

Nmsa nonb3oBaresns
ayTeHTudmkaumm B SMTP-cepBepe.

ans

Vimst nnn agpec otnpaBuUTens, KOTOPbIN
OyOeT ykasaH B nosne Sender B nMcbMe
C OTYETOM.

Maponb nonb3oBaTens
ayTeHTUprkaLmm B SMTP-cepBepe.

ans

KoHBepTauus nyteii daiinos, koTopbie
6ynyT pobaBfneHbl Kak BOXeHWe B
nnucbmo, 13 UTF-8 B KoanpoBsKy ASCII.

Afpec 3NEeKTPOHHOI MoYThbl, Kyda
6yayT OTNpaB/eHbl OTYETLI CEpPBUCA.

Agpec wunu  agpeca  3M1EeKTPOHHOM
noyTbl, KOTOpble OyayT BK/OYEHbI B
none CC oTnpasfisemMoro n1ucbma.

MpaBuno cron A7 Nepuoauyeckol
OTMNpaBKX OTYETOB.

MHchopMaupss o yacoBoM  nosce,
KoTopasi oynet BNMATb Ha
nokasblBaemMoe  BpeMsi  OTMPaBKM
nucbma.

BCP3 - Compute Agent

BCP3 = Iudpopmauua o6 areHte TIONIX

Agent - ato koMnoHeHT TIONIX, KOTOpbIN MOXET ynpaBnaTh y3namm obnayHon nnaTtdopMbl C UCMONb3OBAHNEM
RPC-3anpocoB. O6bLIYHO areHT MCMNONb3YETCA Ha BbIUNCIUTEMbHbIX y3MaX, O4HaKO WUMEETCS BO3MOXHOCTb
HaCTPOWNKM KOMMYTaTOpPOB koMnaHnn Mellanox.

B kauectBe RPC-TpaHcnopta ucnonsadyetcs cepsuc RabbitMQ.

MpumeuaHuns
[N  KOppPEeKTHO OTnpaBKM OT4yeTa
Heobxo4MMOo, 4YTOBbl Ha MNOYTOBOM

cepsepe Obl1  BK/OYEH [OCTYNM MO
npotokony IMAP nnn POP3.

B ocHOBHOM, Heobxoaumo Ans coopa
[OaHHbIX MOHUTOPMHra U CoobLLEeHNI 06
owmnbKax B yaaseHHbIn cepBuc Sentry.

Wcnonb3yiiTe aTOT napameTp TONbKO B
TOM cny4yae, ec/iv B NyTax BCTpevaroTcs
TO/IbKO  NI@aTUHCKME  CUMBO/bI U3
koguposku ASCII.

He wMmeHsiiTe 9TOT napametp 6e3
KpaiiHeli He06X0AUMOCTH.

MOXHO yKa3aTb HECKO/IbKO afpecoB
yepes CYMBON ;.
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OnucaHune doyHKUMN

Agent npegocTasnser cneayowme BO3MOXHOCTH:

+ BK/IOYAET U BbIK/IOYAET PEXNM AUHAMUUYECKOTO KOHPUTYPUPOBaAHNA KOMMNOHEHTOB BblUMCAUTENBHbIX
yanoB (DCC) n ncnonbaobaHnem cepsuca Consul;

+ ynpasnser coctosHnemM cepamca SNMP Ha BbIUMCNUTENBHbIX U UHbIX Y3Max;

+ yNpaBnseT COCTOfHMEM cepBuca SSH;

+ NpPenocTaBnseT BOZMOXHOCTL "ropsauen” 3aMeHbl BbIAENEHHbIX PECYPCOB AN BUPTYalbHbIX MaLLWH;

+ YNpaBnsaeT HEKOTOPbIMUN PYHKLMAMN KOMMYyTaTtopoB Mellanox, OC koTtopbIn ocHOBaHa Ha Linux;

+ NpenocTaBnaeT PYHKUMM HAaCTPOMKKN npokcuposarus npotokona SPICE ansa VDI-doyHkumi.

OnwucaHue Tunos YCTaHOBKU
Kaxxpas onucaHHas doyHkuus B Agent BKiouaeTcs METOAOM yKasaHus Tna KOHPUrypupoBaHus:

- compute - HacTpamnBaeT BblYNCNNTENBHbIE Y3Ibl, KOTOPbIE NCMONL3YIOT N3ONUPOBAHHYIO CETh;

- control - npegocTaBnaeT obLLYI0 BOSMOXHOCTb HACTPOMKIN BbIUNCANTENBHbIX Y3MNOB;

- selfdiscovery - Bkfouaet pexvm camoperncTpaummn BolUACIUTENBHOIO y3na;

+ mix - npegHasHayeH Ansa HaCTPOWKN HEKOTOPLIX KOMMyTaTopos Mellanox;

+ consul - He06x0ANMO AN U3MEHEHMWS NapaMeTPOB BbluncnuTenbHbIX y3nos Ha nety (DCC);

- spice_proxy - HacTpausaeT npokcupoBaHme SPICE nytem reHepnpoBaHus KOHpUrypaumm ans
6anaHcuposLmka Harpysku HAProxy.

ST TUNbI YKa3bIBAIOTCS BO BPEMS KOHPUTYPUPOBaHUA cepBuCa.
BCP3 - YcTtaHOBKa cepBuca Agent

YctaHOBKa cepBucCa

® YCTaHOBKa AOMXHa BbIMONHATLCA HA BbIYUCMUTENbHBIX Y3Max.
1. YcTaHOBUTE NakeT KOMMOHEHTa:

dnf -y dinstall python3-tionix_agent

() CraHgapTHble MyTW KOHOUrypauuu:
- /Jetc/tionix — OCHOBHOW KaTanor KoHUrypauuu.

- Jetc/tionix/tionix.yaml — ocHoBHOM chann koHcburypaumm TIONIX.

. /Jetc/tionix/agent.conf - dhann koHdurypaumm ans cepsumca Agent.

2. SaI'IYCTI/ITe KOMaHAOy KOHC*)I/IprVIpOBaHI/IFI areHTa, rae BMecTo type cnenyet ykasaTb TUM HaCTpOVIKI/I (cm.

cTp. 164)

openstack tnx agent configure --type <type>

(@ MoxHo ykasaTb HECKOMbKO TUMOB Yepes 3ansTyo.

3. Bkniouute cneayiollyto KoHdoUrypaumio areHta no nytm /etc/tionix/agent.yaml (onucanue (cwm.

cTp. 165)):

[DEFAULT]

transport_url = amgp://user:RABBIT_PASS@controller:5672/vhost
durable = false

agent_type = control, spice_proxy

@ CnmMcok TWNOB areHTa [dOMKEeH coBnagaTb CO  CMUCKOM, YKaSaHHbIVI BO Bpewmd

KOHCOUTYPUPOBAHUS KOMMOHEHTA.

duHanmnaaumns YCTaHOBKWN

1. Mocne HaCTpOI?IKI/I areHTta HeobxoaMMo 3anyCTtuTb CEPBUC C areHTOM:
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systemctl enable tionix-agent.service
systemctl start tionix-agent.service

[ns nOnHOUEHHOro OYHKLMOHMPOBaAHUS areHTa TpebyeTcs HBHO ykasaTb napameTp
ENABLE_AGENT = True B koHourypaunoHHoM doanne cepsuca NodeControl.

BCP3 = Onucanue cdanna koHdurypaumm Agent

B onncaHun npouecca no ycrtaHoBke Agent NnpeanoXeHo coaepXXnMoe KoHurypauum, KoTopoe NpeanoxeHo
COXpaHuTb B ynpaBnawweM ys3ne no nymm /etc/tionix/agent.conf. 3710 cTpaHuua copepxut
noapo6Hoe onMcaHue 3Ton KOHUrypawmm.

Mpu MBMEHEHMMN KOHPUrypaLnum HEOBXOAMMO NepesanyCcTuTb BCE KOMMNOHEHTLI KOMMOHEHTa Agent:

systemctl restart tionix-agent-*

Tabnuua KoHdUrypaumnm

(® INerenpa Tabnuubl goctynHa Ha ston cTpanuue®®

Nma

OnucaHue MpumeuaHuns
napamMetpa
[DEFAULT] no6asibHble NapameTpbl KOMMOHEHTA.

MOXHO yKas3aTb TO/bKO OfMH CepBep
RabbitMQ.

Mpn Ha/IMuMM B NMEHW Mosb3oBartesis n
naposie CUMBOJMIOB, KOTOpble  AnA

Agnpeca cepBucoB RabbitMQ ans RPC-cpyHKLNIA. chopmaTa INI ABASAKOTCA cneumnasibHbIMU
(Hanpumep, 3HaK KOMMEHTUPOBaHUS
"#"), TO MOXHO Mcnonb3oBaTb ero URL-
Kog,.

transport_ur
l

MNpumep: passwi#ord » passw%23ord

MapameTp AnA  NOJK/OYEHUS K ovepegm
coobueHnin AMQP. BO3MOXHble 3Ha4YeHUs:

+ true - ouepenb coobleHun bynet
durable COXpPaHsATb CBOE COCTOsSIHME U
BOCCTaHaBNMBaTbLCA NOCME nepesanycka
Opokepa;
- false - ouepenb coobuweHnn bynet
yoansTbCs Nocrne nepesanycka 6pokepa.

201 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleob603HaueHus-table-format-desc
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Nms
OnucaHue

napamerpa
Tunbl areHTos, KoTopble Heob6XxoaAnmMo
aKTMBMPOBATb.

Bo3MOXHble 3HaYeHus:

+ compute - AnNg N30NMPOBaHHOIO
BbIUNCUTENBHOrO Y3Na;

« control, selfdiscovery - gna nlo6oro

agent_type BbIUMCNNTENBHOIO Y3na;

+ mlx- Ang KOMMYTaToOpPOB;

- consul - Anga cny>6bl CUHXPOHM3aL K
KOHMUTrypauUmnoHHbIX hannoB C XpaHunuwem
Consul;

+ spice_proxy - ANd 3anycka cepsuca,
OTBEYAIOLLErO 3a KOPPEKTHYIO paboTy
BUPTYyanbHbIX MawmnH uepes SPICE-ceccun.

MapameTpbl nogknodeHns K cepsucy Consul.

[const O6sn3aresneH, ecnn consul B agent_type.
host JomeHHoe umsa unn IP-agpec cepsuca Consul.
O6sasarteneH, ecnu consul B agent_type.
ort MopT cepauca Consul. Ob6azarteneH, ecnm consul B
P agent_type.
TokeH ayTeHTUdMKaumm K cepsucy Consul.
token
O6s3aTteneH, ecnu consul B agent_type.
Heb6arrnur

MpumeuaHuns

[lns noApo6HOro XypHanMpoBaHUs COBLITUI MOXHO yKasaTb crnefylolme napaMeTpsb:

Tabnuua koHdUrypaumnm

Nms napamertpa OnucaHue

[DEFAULT] no6asbHbIe NapamMeTpbl KOMMNOHEHTA.
debug BktoueHne nogpo6bHOro XypHanmpoBaHus.
log_file MyTb fo caiina xypHana. ObssatesneH, ecnv

BbICTasfneH debug.

BCP3 = Drivers

BCP3 - Indhopmauma o apansepax TIONIX

MpumeuaHns

Journald Ha  [gaHHbIl
noaaepXxunBaeTcs.

MOMEHT He

Opansepbl TIONIX - 3TO0 cneunanuanpoBaHHble MOAYyNU AN B3aUMOLEWCTBUS C HEKOTOPbIMU TUMamu
obopynoBaHua. Ha gaHHbIM MOMEHT BKMIOYaEeT B cebs cneaylowne KOMNOHEHTbI:

- [OpanBep ans padoTsbl ¢ obwum LVM, npeaHasHaueHHbn ans cepeuca Cinder. Ero ocHoBHOIM 3agaven
ABNAETCA YHUdMKaUnNa MCNoNb30BaHNA AMCKOBOro NPOCTPaHCTBA ANA BCEX BEHAOPOB CUCTEM XPaHEHMUs.

BCP3 = YctanoBka u HacTpownka moaynen TIONIX - 166



BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

BCP3 - YcTtaHOBKa 1 HacTponka gpansepa Cinder

YcTaHOBKa KOMMNOHEHTA

() QApavsep Cinder B komnnekte Drivers nomkeH ObiTb yCT@HOBMEH Ha y3nax, rae sanylleH Cepsuc

cinder-volume (cwm. ctp. 98).
1. YctanHoBute naket Drivers:

dnf -y dnstall python3-tionix_drivers

2. Y6enutecs, uto tionix-agent 3anyLweH Ha y3nax ¢ cepsucamu cinder-volume, cinder-backup v nova-

compute, 1 B HEM HacTpoeH Tun "control'.
3. B gpanne /etc/cinder/cinder.conf Bknounte gpaneep obuero LVM ¢ ncnonbsoBaHmem
cucTeMbl 6nokMpoBok sanlock kak 6akeHn:

[DEFAULT]

rpc_response_timeout = 600
volume_manager=tionix_client.block_storage.manager.TnxVolumeManager
enabled_backends = sanlock

[sanlock-backend]

volume_driver = tionix_drivers.cinder.volume.drivers.sharedlvm.SharedLVMDriver
agent_transport_url = amgp://tionix:password@sanlock.stand.loc/tionix
volume_group = vol

lvm_type = default

lvm_mirrors = 0

volume_backend_name = sanlock

agent_response_timeout = 60

[nova]
token_auth_url = http://sanlock.stand.loc:5000

auth_section = keystone_authtoken
auth_type = password

() Ykaxwute lvm_type = thin, ecnu HeobxoAMMa NOALEPXKKA TOHKMX TOMOB.
4. TNepesanyctute cepsuc cinder-volume:

systemctl restart openstack-cinder-volume

MNapameTpbl HacTpounkn 6akeHga ¢ obwmm LVM

Onq HaCTpOI?IKI/I 6akeHOoa Cc o6WMM ,ElpaVIBepOM NPUMEHAIOTCA OONONHUTENbHbIE NMapaMeTpbl. OCHOBHblE

napametpbl cepsuca Cinder onncaHbl 3aech (cum. ctp. 100).

() DNerenpa Tabnuubl AOCTYMHa Ha aToN cTpaHuLe??,
MNma napameTpa OnucaHue MpumeuaHus

Ino6anbHble napameTpbl  cepsuca

R Cinder.

rpc_response_timeo Bpems OxuaaHua OTBeTa Ha 3anpoc
ut RPC.

YkasaHue Moy ynpasneHus

volume_manager
anckamu.
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Nma napameTpa

enabled_backends

[sanlock-backend]

volume_driver

agent_transport_url

volume_group

lvm_type

lvm_mirrors

volume_backend_na
me

agent_response_tim
eout

[nova]

token_auth_url

auth_section

auth_type

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHue

BkntoyeHHble  63KeHabl
XpaHeHus), KoTopble
KoHdmrypauum Cinder.

(cuctembl
onucaHbl B

Pasgen ¢ HacTpoiikamu ansa 6akeHga ¢
MMEHEM BHYTPW KBapaTHbIX CKOGOK.

Nmst Apaieepa
G/104HBIMM YCTPOCTBAMMU.

ynpasneHus
Agpec ao cepsuca RabbitMQ.
Mmsa rpynnbl auckoB (VG) B LVM, B

KoTopom 6ygyT co3gaBatbcs  LV-
YyCTpOWCTBa.

Tun gnckos B VG-rpynne.

CospgaHune 3epkasibHbIX LV B VG-rpynne.

Nms 63akeHga anst nnaTopmbl.

BpeMFI oXngaHua oTeBeTa OT areHta.

MapameTpel
cepsucom Nova

B3aun MO,EI,GVICTBI/IFI C

JaHHble cepBuca  Keystone pania
noslyyeHns AaHHbIX 0 cepBuce Nova n
reHepauuMn TokeHa aBTopusauun.

Nms cepBrca ayTeHTUgVKALMM.

Tun ayTeHTUdMKaLMN.

BCP3 = Approvie

MpumeuaHus

MoXHO YKasaTb HECKOJ1bKO 63KeH,qOB yepes
3andaTtyto.

3TV nMeHa NCMOJIb3YKTCA A/1 YKa3aHUA
BK/TOYEHHbIX 63K6H,CI,OB.

MoxeT nMeTb ABa 3HauYeHus:

- default - 6110ku 6yaeT BblAaHbl HAa BECH
pas3Mep AnCKa;

- thin - 6nokun 6yayT BbIA@BaTHCA MO
Mepe HeobxoAUMOCTM ANs 3anucu
("ToHkne guckn"). B sTom cnyvae
BO3MOXHO UCMNONb30BaHNe
nepenoanucKn No ANCKam.

Mpu BkAOYEHMN 3TOrO nNapametTpa B VG-
rpynne 6yayT co3aaHbl Konum LV.

3T0 MMS MCNOMb3yeTcs NpW perncrpauum
63keHga B rpynne avckos Cinder.

BCP3 * lHdbopmaumsa o cepsuce Approvie

TIONIX.Approvie - Moaynb, pacwwpsiowmin dpyHkunn RBAC?9® nnatdopm OpenStack. Moaynb nossonsiet
NCnonb3oBaTb CTOPOHHUI CEPBUC AN 06paboTky paspeleHmin 4ocTyna K pecypcam nnatdpopmel OpenStack.
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KoMnoHeHTbl cepBuca Approvie
CepBuc Approvie COCTOUT U3 HECKOMNbKUX KOMMOHEHTOB, paboTalowmne Kak cnyxbel B systemd:

- tionix-keystone-rbac.service - Cepsuc ynpasnenus npasunamu HttpCheck?°*ana cnyx6bi Keystone.
- tionix-cinder-rbac.service - Cepsuc ynpasneHus npasunamu HttpCheck?°®nnsa cnyx6sl Cinder.

- tionix-glance-rbac.service - Cepsuc ynpasnenusa npasunamu HttpCheck?%ana cnyx6el Glance.

- tionix-nova-rbac.service - Cepsuc ynpasnenus npasunamu HttpCheck?%’ansa cnyx6sl Nova.

- tionix-neutron-rbac.service - Cepsuc ynpasnerus npasunamu HitpCheck?*®ana cnyx6ei Neutron.

BCP3 * YctaHoBKa cepsuca Approvie

+ HacTpowka oKpy>XeHus (cm. ctp. 169)
- YctaHoBKa MOAyns (cm. ctp. 169)
+ [lpouecc ycTaHOBKM (cm. cTp. 169)
+ Hactpowka cepsuca Cinder (cm. ctp. 170)
+ HacTtpowka cepsuca Glance (cm. ctp. 170)
+ HacTtpowka cepsuca Nova (cwm. ctp. 170)
+ HacTtpowka cepsuca Neutron (cm. ctp. 171)
+ HacTtpowka cepsuca Keystone (cm. ctp. 171)
- Hactpownika RBAC-cepsuca (cwm. ctp. 172)
+ Mpumep danna nonutuk ¢ npasunom HttpCheck (cm. ctp. 172)

HacTtpoika okpyxeHus
llepen camon YCTaHOBKOW CepBUCA HYXHO MpPEeaBapuUTENbHO HACTPOUTb HEKOTOPbIE  KOMMOHEHTbI

NHAPACTPYKTYPbI.

@ CM. Takxe: Pasgen ¢ npeaBapuTensHON HacTponkon okpyxeHus ang mogynen TIONIX (cm. ctp. 113).

YctaHOBKa Mo aynsa

MNMpouecc yctaHOBKMU

1. YcTtaHOoBWTE nakeT MOAynNs:

dnf -y dinstall python3-tionix_approvie

() CraHpapTHble Nyt A0 Pannos KoHGUrypaumuu:
. /etc/tionix — OCHOBHOWM KaTanor KOHdUrypaumm.
- Jetc/tionix/tionix.yaml — ob6wun dann koHdpurypaumm TIONIX.

- Jetc/tionix/approvie.yaml - oCHOBHOM chann KOHbUrypaumm cepsuca Approvie.

2. Vicnonb3ayiTte aTy KOHoUrypaumio no nytn /etc/tionix/approvie.yaml:
() HeobxoanMO NCMONb3OBATL CUHTAKCUC BIOXKEHHbIX konnekumin YAML20®,

identity:

url: "http://controller:5000"
user: "admin"

password: "password"

domain: "Default"

project: "admin"

filter:
blocked_roles: ["vdi-user"]
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policy:
supported_methods: ["GET", "HEAD", "POST", "PUT", "PATCH", "DELETE"]

common:
debug: false

(@ MNoapobHoe onucaHue KoHdpUrypauum pAns ST0ro  cepsuca NPefoCTaBleHo B 3TOM
noapasnene (cm. ctp. 172).

HacTtponka cepsuca Cinder

Mocne ycTaHoBKM naketa python3-tionix_approvie, Heobxomaumo HacTpouts cepsuc Cinder?© pang

ncnone3osBaHus npasun HttpChec

k2" ins aTO0ro HeO6X0ANMO:

1. Cospante chann nonntuk /etc/cinder/policy.yaml C napaMeTpamu, ykasaHHbIMU B /etc/cinder/
policy.yaml.example.

2. B KoHpurypaumoHHoMm hanne /etc/cinder/cinder.conf pobasbTe nyTb 4O hanna NOAUTUK:
[oslo_policy]
policy_file = policy.yaml

3. Mepesanyctnte cepsuc Cinder?'™:
systemctl restart openstack-cinder-api.service

© BaxHo

Mcnonb3oBaTb chalin MONUTUK C OMepaunsMi, B KOTOPbIX yKasaHbl mpasuna Tuna HttpCheck?™,

MNpumep noctyneH no nytn /etc/cinder/policy.yaml.example.

Hactponka cepsuca Glance

Mocne ycTaHoBkM naketa python3-tionix_approvie, HeobxoouMo HacTpouTb cepsuc Glance®™ pans

ncnonb3osaHua npasun HitpChec

k215, [Ins sTOro HEO6XOANMO:

1. Cospante chann nonntuk /etc/glance/policy.yaml C napaMeTpamu, ykasaHHbIMU B /etc/glance/
policy.yaml.example.

2. B koHpurypaumoHHoM cpanne /etc/glance/glance-api.conf pobasbTe nyTb 4O doanna NOANTUK:
[oslo_policy]
policy_file = policy.yaml

3. Mepesanyctute cepsauc Glance?:
systemctl restart openstack-glance-api.service

© BaxHo

McnonbaoBaTb daitn MONUTUK C OnepauusMi, B KOTOPbIX yKasaHbl mpasuna Tuna HttpCheck?"”,

Mpumep pocTyneH no nytm /etc/cinder/policy.yaml.example.

Hactpownka cepsuca Nova

Mocne ycTaHoBkM naketa python3-tionix_approvie, Heobxoaumo HacTpoutb cepsuc Nova?® ans

ncnonb3oBaHua npasun HttpCheck?®. ins atoro Heobxoanmo:
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1. Cospante chann nonuTuk /etc/nova/policy.yaml C napamerpamu, ykasaHHbIMU B /etc/nova/
policy.yaml.example.

2. B KoHpurypaumoHHomMm channe /etc/nova/nova.conf pob6asbTe nyTb A0 dhanna NONUTKK:

[oslo_policy]

policy_file = policy.yaml
3. Mepesanyctute cepeuc Nova??°:
systemctl restart openstack-nova-api.service

systemctl restart openstack-nova-metadata-api.service
systemctl restart openstack-nova-os-compute-api.service

1 BaxHo

Mcnonb3osaTb chaiin NONMTMK C OnepaumsMi, B KOTOPLIX yKasaHbl npasuna Tuna HttpCheck??!,
MNpumep poctyneH no nytn /etc/cinder/policy.yaml.example.

HacTtpowuka cepsuca Neutron

Mocne ycTaHoBkM nakeTa python3-tionix_approvie, Heobxoaumo HacTpouTs cepsuc Neutron??? ans

k223

ncnonb3osaHua npasun HitpChec . lna sToro Heo6xoAUMO:

1. Cospainte chann nonntuk /etc/neutron/policy.yaml C napameTpamu, ykazaHHbIMU B /etc/neutron/
policy.yaml.example.

2. B KoHourypaumoHHoMm channe /etc/neutron/neutron.conf pgobaebTe NyTb 4O hanna NOAUTUK:

[oslo_policy]
policy_file = policy.yaml

3. Mepesanyctute cepauc Neutron??*:

systemctl restart neutron-server.service

0 BaxHo

Mcnonb3oBaTb dhalin MOAMTMK C ONepauusiMu, B KOTOPLIX yKasaHbl npasuna tuna HttpCheck?2®,
MNpumep noctyneH no nytn /etc/cinder/policy.yaml.example.

HacTtpouka cepBuca Keystone

Mocne yctaHoBKW nakeTa python3-tionix_approvie, HeobxoanMo HacTpouTb cepsuc Keystone??8

k227

ans

ncnonb3oBaHua npasun HttpCheck*“’. [ina atoro Heob6xoamMmo:

1. Cospaite hann nonntuk /etc/keystone/policy.yaml C napameTpamu, ykadaHHbIMU B /etc/
keystone/policy.yaml.example.
2. B koHourypaumoHHoM dpanne /etc/keystone/keystone.conf no6aebTe nyTb O doanna NONUTUK:

[oslo_policy]
policy_file = policy.yaml

3. B dhaine HacTpoek /etc/keystone/keystone.conf gobaBbTe atpmbyT NpoekTa aAMUHUCTPaTOpa:

[resource]
admin_project_name = admin

npe admin - nMa NpoekTa aaAMUHUCTPaTopa.
4. Mepesanyctute cepsuc Keystone?28;
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apachectl stop
apachectl start

1 BaxHo

Mcnonb3oBaTb aitn MOAMTUK C OMEpauusMu, B KOTOPbIX yKasaHbl npasuna Tuna HttpCheck?2®,
Mpumep pocTyneH no nytm /etc/cinder/policy.yaml.example.

Hactponka RBAC-cepsuca

B coctaBe naketa python3-tionix_approvie wungyt systemd-doannbl Ans OCHOBHbIX CEPBMCOB NnaTdoOpM
OpenStack.
1. CospanTte cbannbl NONUTUK:
« Jetc/tionix/cinder_policy.yaml;
- /etc/tionix/glance_policy.yaml;
« Jetc/tionix/keystone_policy.yaml;
« Jetc/tionix/neutron_policy.yaml,;
- Jetc/tionix/nova_policy.yaml.
[aHHble dhannbl 4OMKHbI coaepXaTb NapamMeTpbl, KOTOPble YKadaHbl B COOTBETCTBYIOLNX dharnax no
YMONUYaHUIO C OKOHYaHUEM example.
2. AKTUBMpPYINTE HEOBXOAUMBbIE CNYXO6bI:

systemctl enable tionix-{keystone,cinder,glance,nova,neutron}-rbac.service
3. 3anycTute HeobxoanMble CnyXobbl:

systemctl start tionix-{keystone,cinder,glance,nova,neutron}-rbac.service
4. lpoeepbTe Hannuune systemd-dannos cepBMCOB KOMaHAOW:

systemctl list-unit-files tionix-*-rbac.service
5. Coapante ponb vdi-user:

openstack role create vdi-user

@ lNpumeuanne

[nsa Toro, 4tobbl BKNIOUNTL OYHKUMOHAN 06paboTKn NONUTMK MO BHELWHEMY UCTOYHUKY, HEO6XxO0aMMO
yCTaHOBWTL chainbl NOANTUK C ykasaHnem HitpCheck?3© npasun B cepsuce nnatcpopmel OpenStack.

Mpumep danna nonutuk ¢ npasunom HttpCheck

k231

Mpumep daina nonutuk ¢ npasunom HttpCheck??! ans cepeuca Cinder?3?;

"volume:attachment_create": "http://127.0.0.1:8081/handle_rule"
"volume:attachment_update": "http://127.0.0.1:8081/handle_rule"
"volume:attachment_delete": "http://127.0.0.1:8081/handle_rule"
"volume:attachment_complete": "http://127.0.0.1:8081/handle_rule"
"volume:multiattach_bootable_volume": "http://127.0.0.1:8081/handle_rule"

BCP3 = OnucaHnue canna koHdurypaumm Approvie

B onucaHum npouecca no ycTtaHoOBke cepBuca Approvie npeanoxeHa craHOapTHas KoHdurypauvs ans
HaCTPONKK. ITO CTpaHMLa COAEPXMUT NOAPOBHOE OnNMcaHne aTon KoHMUrypaumm.

MNpn nameHeHnn kKoHdUrypaumm HeobxoanMo nNepesanycTnTb BCe KOMMOHEHTLI cepBuca Approvie:

229 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010550#BCP3-noccapuin-httpcheck-term
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BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

systemctl restart tionix-{keystone,cinder,glance,nova,neutron}-rbac.service

Tabnnua koHUrypaumnm

() JNereHpa tabnuubl gocTynHa Ha aTOM cTpaHnue?3s,

() ®ann dopmata yam

|234 3

KPpUTnYeH K OoTCTynam TeKCTa2

5 npu onucanun napametpos. CTpenkoil B

MMEHUN NapameTpa ykadaH OTCTyn B 4 npo6er|a OT Hauvalna CTPOKK, a MexXay CTpelsikaMn yKa3aHa CBA3b
MexXxay poaonTenbCKMM N KOHEUYHbIM NapaMeTpoMm.

KoHdurypaLumnoHHbIn doann COCTOUT U3 CEKUMI:

- ddentity
- filter
+ policy

< common

MapameTpbl cekumm identity:

Mapametp

url

user

password

domain

project

OnucaHue

Ykaszatesib Ha pecypc Tuna HTTP cepsuca
Identity?38,

MpuBMNErMpoBaHHbIli NoNb3oBaTeNlb CepBuca
Identity®?’.

Maponb NPVBWAETMPOBAHHOTO MO/b30BATESS
ANS NOAKUEHUs K cepaucy [dentity?38,

JloMeH NpVBUNErMPOBAHHOTO MOMb30BaTenNs
cepsuca Identity?3®,

MPOEKT MPUBMUAETMPOBAHHOMO NO/L30BATESS
cepsuca ldentity?4°.

MNapameTpbl cekuunm filter:

Mapametp

blocked_roles

OnucaHue

Cnucok poneii npefHasHa4YeHHble A/1s
6NOKMpPOBaHUS.

MNapameTpbl cekuunm policy:

Mapametp

operations_table

OnucaHue

Myte pgo CSV-Tabnuupl, B  KOTOPOM
HaxogAaTcss MHdopmauus no APl-metogam

nnaropmbl OpenStack??,

3HaueHne no ymonuaHuio

http://controller:5000

admin

123456

Default

admin

3HaueHue no yMo/4yaHuio

['vdi-user']

3HaueHune no yMon4yaHuio

flat_table_operations.csv

233 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnoBHbleob03HaueHus-table-format-desc
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Mapametp OnucaHue 3HaueHne no ymonyaHuio
supported methods Cnmcok MeTofoB, KOTOpble WCMONb3ylTCA  ['GET', 'HEAD', 'POST',
PP - /151 CO3AAHVISI MOMUTIK. 'PUT', 'PATCH', 'DELETE']
MapaMeTpbl cekumm common:
Mapametp Onucaxue 3HaueHne no ymon4vaHuio
debug BKNHOUMTBL peXUM OTNaKU. false

@ lNpumeuanne

Mo ymonuaHuio ona cepsuca obpabotkn nonutuk RBAC oTnagouHas MHopMauns XXypHanupyercs C
MOoMoLLbIO journal.

BCP3 = OnucaHne ocHoBHOro dpanna koHdourypaumnm
moaynen TIONIX

Bce mopynu TIONIX wucnonbaytor nytb go doamna /etc/tionix/tionix.yaml kak ocHoBHOW dpawnn

KoHpurypaunn. Mpun yctaHoBKE NOOOro n3 Moaynen yctaHaBnueatotca oba Buaa KOHOUrypaunoHHbIX dpannos:
MOAYMbHBIA M OBLWMIA, C pacluMpeHmeM .yaml.example B ANPEKTOPUIO /etc/tionix/. C onncaHnem copmarta
MOXHO O3HAaKOMWTLCS B COOTBETCTBYIOLLEM pasfene ouumanbHomn fokymerTaunn?4?, HacTponki otaenbHbIx
hyHKLMIN MOAYNEN XpaHATCS B OTAENbHbIX hannax, oHn 6yayT onucaHbl OTAENbLHO B paszaenax yCTaHOBKM 9TUX
Moaynemn.

Qannbl KOHGUIypaumm cogepxat MMHUManbHbIM HAbOP cekunn, HeobxoamMbix Ana paboTtel moaynewn. Mocne
BHECEHWS U3MEHeHUIN B cdhann yaml.example, B LENSX COXpPaHeHMs obpasua HaCTPOEK CnefyeT COXPaHUTb UX
noa ApyruMm umeHeM. @annbl MOryT copepXaTb OAMHAKOBbIE CEeKLUU U napaMeTpbl, NpU pasHbix napamerpax
NCNONb3YIOTCA HAaCTPOMKN MOAYNLHOrO doamna KoHdourypaumn. B cnyuae otcytcTBua channoB KoOHUrypauum
OynyT ncnonb3oBaTbCs NapameTpbl NO yMOnuaHuio 13 dpannos yaml.example.

dann KoHpurypauum

Mo ymonuaHuio doann no nytn /etc/tionix/tionix.yaml BbIrnaauT Tak:

CINDER_VERSION: '3.50'

KEYSTONE:

auth_url: 'https://keystone.k8s_domain_name:5000'
auth_version: '3’

auth_user: 'admin'

auth_password: 'GJOPlnp7WHO3NB'
auth_tenant: 'admin'
compute_service_name: 'compute'
volume_service_name: 'volumev3'
gnocchi_service_name: 'metric'
journal_service_type: 'tnx-journal'
nc_service_type: 'tnx-nc'
monitor_service_type: 'tnx-monitor'
vdi_service_type: 'tnx-vdi'
scheduler_service_type: 'tnx-scheduler'
user_domain_name: 'default'
project_domain_name: 'default'
memcached_servers: 'memcached.default.svc.k8s.k8s_domain_name:11211'
service_user: 'tionix'
service_password: 'QopvfFoURXj7cl'
service_project: 'service'
service_user_domain_name: 'default'
service_project_domain_name: 'default'

242 http:/yaml.org
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BCP3

DB:

ENGINE: 'mysql+pymysql'

USER: 'tionix'

PASSWORD: 'RErSymQdykAt7X'

HOST: 'mysql.default.svc.k8s.k8s_domain_name'
PORT: '3306'

NAME: 'tionix'

MAX_POOL_SIZE: 5
MAX_OVERFLOW: 30
POOL_RECYCLE: 3600
POOL_TIMEOUT: 30

RABBIT_QUEUES:

vhost: 'tionix'

broker_type: 'amqgp'

host: 'rabbitmqg.default.svc.k8s
port: '5672'

username: 'tionix'

password: 'eBlwpYNgph8meT'
durable: False

LOG_LEVEL: 'INFO'
NOVA_RABBIT_VHOST: '/'
KEYSTONE_RABBIT_VHOST:
TRACEBACK_ENABLED: True

l/l

JOURNAL_API_LISTEN: '0.0.0.0'
JOURNAL_API_LISTEN_PORT: 9360
JOURNAL_API_LOGFILE: '/dev/stdout'
JOURNAL_LISTENER_LOGFILE: '/dev/stdout'
JOURNAL_NOVA_LISTENER_LOGFILE: '/dev/stdout'
JOURNAL_KEYSTONE_LISTENER_LOGFILE:

SENTRY:
ENABLED: True
DSN: http://

* YcTaHOBKa 1 NepBuYHan HacTporka obnayHomn nnatopmebl

.k8s_domain_name'

'/dev/stdout'

1d91324a511a54741a396f4fadca925ec:1a35b43635bf4dce9d0d49ae08d8bf99@my.sentry. loc/2

Tabnuua kOHpurypaumm

() HewmHoro o dhopmarte yaml
®ann dopmata yaml?*® kputuuen k orctynam tekcta?** npw onucaHun napametpos. CTpenkon B
UMEHM NapameTpa ykasaH oTcTyn B 4 npobena OT Hauana CTPOKW.

© BaxHo

systemctl restart httpd
systemctl restart tionix-x*

Mpw M3MeHeHnn haitna KoHUrypaLum HeobxoAMMo nepesanycTuTs Be6-cepBep 1 CnyX0Obl MOAYNEN:

(® Jerenpa Tabnuubl fOCTyMHa Ha aToM CTpaHnLe?®,

Nmsa napametpa OnucaHue
CINDER_VERSION

JOURNAL_API_LISTEN

243 https:/yaml.org/
244 https:/yaml.org/spec/12.2/#61-indentation-spaces

Bepcus CinderClient ans nogkntoueHms K cnyxoe Cinder.

IP-agpec, Ha KOTOpOoM ByAeT 3anyLueHa cnyxba Journal API.

245 https:/conf.tionix.ru/pages/viewpage.action?pageld=324010059#BCP3-YcnosHbleo603HaueHus-table-format-desc
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Nma napameTpa

JOURNAL_API_LISTEN_PORT

JOURNAL_API_LOGFILE

JOURNAL_KEYSTONE_LISTENER_LOGFI

LE

JOURNAL_LISTENER_LOGFILE

JOURNAL_NOVA_LISTENER_LOGFILE

NEUTRON_VERSION

SENTRY

RABBIT_QUEUES

LOG_LEVEL

NOVA_RABBIT_VHOST

KEYSTONE_RABBIT_VHOST

TRACEBACK_ENABLED

KEYSTONE — auth_url

KEYSTONE — auth_version

KEYSTONE - auth_user

KEYSTONE - auth_password

KEYSTONE — auth_tenant

KEYSTONE — compute_service_name

KEYSTONE — volume_service_name

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHue

MopT, Ha KOTOpPOM ByAeT 3anyLieHa cnyxoéa Journal API.

MyTb Ao nor dpaiina cnyx6sl Journal API.

MyTb o nor cphainna cnyx6bl Keystone listener.

MyTb o nor chaina cnyx6bl Journal listener.
MyTb A0 nor gaina cnyxobl Nova listener.
MopaepxnBaemas sepcus Neutron API.
HacTtpolikn cuctemsl Sentry.
HacTpoliku cepBuca BbINONTHEHNSA aCHXPOHHBIX 3a4ad.
YpOBEHb XypHaNMpoBaHus Mmogysneii. JocTynHble 3Ha4YeHus:
+ DEBUG;
« INFO (o ymonuaHuio);
« WARNING;

+ ERROR;
+ CRITICAL.

3HaveHnss SABMSAKTCA pPerncTpoHesaBncUMbiMK. Mo ymonyaHuo
INFO.

BupTyanbHblii XoCT RabbitMQ, ncnonb3yemsiin cepsucom Nova.
BupTyanbHblii XoCT RabbitMQ ncnonb3yemeolii ceprcom Keystone.
MapameTp A5 BbIBOAA TPACCUPOBKM OLUMOKM MHTEPNPETaTOpoM B

XYpHa1 CepB1COB. BO3MOXHbIe 3HAUEHNs:

- True;
+ False (no ymonuyaHuio).

MapameTpbl ABNAKOTCA PperMcTpoHe3aBnUCMbIMAN.

Aflpec BHyTpeHHeli ToUkM JoCTyna K cepsucy Keystone.

Bepcusi npoTokosa cepauca Keystone.

Vimsa nonb3osartens B Keystone A/ cepsucos Tionix.

Maponb nonb3osaresis B Keystone A/ cepBmcoB Tionix.

HasBaHue npoekTa Keystone, ncnosb3yemblii cepsrcamm Tionix.

Nmsa cepBuca B Keystone, ucnosb3yemblii Nova (MO yMOI4aHUO
compute).

Tun cepBuca B Keysone, mcnosb3yemsbliii Cinder (N0 ymMonyaHuio
volume).
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Nma napameTpa

KEYSTONE -
ceilometer_service_name

KEYSTONE — user_domain_name

KEYSTONE — project_domain_name

KEYSTONE - service_user

KEYSTONE - service_password

KEYSTONE - service_project

KEYSTONE -
service_user_domain_name

KEYSTONE -
service_project_domain_name

DB — ENGINE

DB - USER

DB — PASSWORD

DB — HOST

DB - PORT

DB —~ MAX_POOL_SIZE

DB —~ MAX_OVERFLOW

DB —~ POOL_RECYCLE

DB -~ POOL_TIMEOUT

RABBIT_QUEUES — broker_type

RABBIT_QUEUES - host

RABBIT_QUEUES - port

RABBIT_QUEUES — username

RABBIT_QUEUES — password

RABBIT_QUEUES — durable

BCP3 * YcTaHOBKa 1 nepBrYHas HacTporka obnayHon nnatgpopmbl

OnucaHue

Tun cepsuca Ceilometer, ncnonb3yemblii Ceilometer (N0 ymon4aHuo
metering).

HasBaHuve fomMeHa nosib3oBaresis.

Ha3BaHve goMeHa npoekTa.

Ima nonb3oBartesisi, 406aBNEHHbI B MPOEKT service.

Maponb Nonb3oBatens, 406aBNEHHbIV B NPOEKT service.

HasBaHune npoekTa, 4o6aBIEeHHbIN B NPOEKT service.

HasBaHune gomeHa Keystone nonb3oBarens, 406aBNEHHbI B NPOEKT
service.

HasBaHvne pomeHa Keystone npoekTa, [06aBMEHHbIE B MNPOEKT
service.

Tun 6a3bl AaHHbIX.

Monb3oBartesb 6a3bl faHHbIX.

Maposb k 6a3e faHHbIX.

Y3en, Ha koTopoMm 3anyuieHa CYB/,.

MopT, Ha koTopoM 3anyuwieHa CYB/.

MakcumanbHoe pasmep nyna coeguHeHuii K CYb/.

MaKCUMMaUTbHbI pasmep nepenosiHeHust nyna.

Bpemsi xu3HU coeguHeHust B nyne. MNpu AOCTUXKEHUM BPEMEHMU
coefVHeHue B nyne 6yaeT 3aKpbITo.

Bpemsi TalimayTa coefiMHEHNS B NyJie.

Tvin 6pokepa CoobLIEHN AN1s Nepeaayn COOOLLEHWIA.

Y3e/, Ha KOTOPOM PacnosiokeH 6pokep COO6LLEHWIA.

MopT, HA KOTOPOM PaCcMOOXeH GPOKeP COOBLLEHWIA.

Vimsa nonb3osarens.

Maponb nonb3osarens.

Pexnm coxpaHeHWsi COCTOSIHWSI odepedeii npu nepesanycke
RabbitMQ. BO3MOXHble 3HAUYEHUSI:

« True;
- False.
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Nma napameTpa

SENTRY - DSN

SENTRY — ENABLED

SENTRY — LOG_LEVEL

BLOCKED_ROLES

BCP3 = YcTaHOBKa 1 nepBMyHas HacTponka obnayHon nnatdopmbl

OnucaHue

Apec, Ha KOTOpbIi OTNPAaBASIOTCA COOOLLEHUSI O COBBbITUSX
CUCTEMOIi MOHUTOPUHTA OLINGOK Sentry.

MapameTp, BKIOUAOWNIA CUCTEMY MOHMTOPMHIa OLINGOK Sentry.
[lonycTMble 3HaYeHus:

« True;
- False.
Mo ymonyaHuio False.

YpOBEHb /IOTMPOBAHNSA CUCTEMbI MOHUTOPUHIA OLLUMGOK Sentry.

Cnucok poneit nnatdopmbl OpenStack, KOTOpble HE06X0AVMO
3a6/10KMpoBaTh Ha atane asTopusaummn B Moaynax TMOHUKC.
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